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Abstract

As of 2016, the number of deaths induced by road injuries reached 1.35 million, and
is often due to human error. The technological expansion of the Internet and interconnected devices facilitate the exchange of information, sometimes vital. That is why
a lot of work has been done towards the automatization of vehicles. Improving road
safety is one of the motivational factors for research in this area, and the widespread
adoption of Intelligent Transportation Systems (ITSs).
An ITS is defined as a particular ad-hoc network formed by vehicles with processing
and wireless communication abilities, evolving in an urban environment (streets or
highways). Vehicles can communicate either directly or through a intermediary node.
The main focus of security in ITSs and vehicular communications is on providing
integrity of the exchanged messages and availability of the services that support them,
rather than the confidentiality of what they contain. Providing accountability, i.e. a
way to identify the communicating entities and held them accountable for the messages
they broadcast, in vehicular communications is essential. It ensures that any faulty
or misbehaving node is identified, revoked, eventually punished for its actions and
subsequent consequences. However, the presence of such an identifying mechanism
poses a privacy risk to the users, even when they are behaving honestly.
This thesis focuses on the delicate trade-oﬀ between anonymity and traceability in
distributed systems such as ITSs. We study the use of blockchains in the construction
of privacy-preserving yet accountable threshold cryptographic primitives, and their
application to the case of ITSs.
ix
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Our first contribution is a blockchain-based group signature scheme with distributed
opening functionality called DOGS. We will show that the scheme improves on a
traditional group signature scheme and leverages a distributed key generation protocol
to distribute the role of the opener over a set of nodes called the sub-openers.
Our second contribution is an anonymous-yet-traceable distributed key generation
(DKG) protocol, called BAT ´ Key, that utilizes a blockchain to provide trust among
the participating distrusting entities. We will present how we augmented traditional

DKG propositions with the anonymity property that protects the identities of the
participants.
Our third contribution is a blockchain-based threshold encryption scheme with an
anonymous-yet-accountable decryption service, called T OAD. We will show that the

scheme builds on threshold encryption and proposes a collaborative decryption process
that protects the identity of the decryption servers.
Throughout the chapters, we will explain how the use of blockchain guarantees
the traceability of the actions performed within the system by anonymous nodes and
therefore ensures their accountability while preserving the privacy.
These schemes are of utmost importance in the era of digitization, even outside
the field of ITS. Yet, we chose to exemplify their importance in the context of ITSs
through our last contribution: the description of our construction of a blockchain-based
privacy-preserving yet accountable Traﬃc Reporting system.

Résumé

En 2016, le nombre de décès dus aux accidents de la route atteignait 1,35 million, et
ces accidents sont souvent imputables à l’erreur humaine. L’expansion technologique
d’Internet et des réseaux interconnectés facilitent l’échange d’informations, parfois vitales. C’est pourquoi beaucoup de travaux ont été produits sur l’automatisation des
véhicules. L’amélioration de la sécurité routière est l’un des facteurs qui motive la
recherche dans ce domaine et pousse vers l’adoption de systèmes de transport intelligents (ITS).
Un ITS est défini comme un réseau ad-hoc particulier, formé de véhicules évoluant
en milieu urbain capables de communiquer et traiter l’information reçue. Les véhicules
peuvent communiquer directement, de pair à pair, ou via un nœud intermédiaire.
L’objectif principal de la sécurité des ITSs et des communications véhiculaires est
de fournir l’intégrité des messages échangés et la disponibilité des services qui supportent ces échanges. La protection et la confidentialité de leur contenu est un objectif
secondaire car non vital. Assurer la responsabilité, c’est-à-dire proposer un moyen
d’identifier les entités communicantes et de les tenir responsables des messages qu’elles
diﬀusent, est essentiel voire légalement obligatoire. Ce mécanisme doit garantir que
tout nœud qui subit une faute, panne ou agit de façon malveillante, soit identifié,
révoqué, finalement puni pour ses actions et leurs conséquences. Cependant, un tel
mécanisme d’identification pose un problème et risque de compromettre la vie privée
des utilisateurs, même lorsqu’ils sont honnêtes.
Cette thèse porte sur le délicat compromis entre anonymat et traçabilité dans
xi

xii

List of Publications

des systèmes distribués tels que les ITSs. Nous étudions l’utilisation des blockchains
(chaînes de blocs) dans la construction de primitives cryptographiques à seuil. Ces
primitives sont utilisées afin de préserver la vie privée, mais aussi la responsabilité des
acteurs.
Notre première contribution, appelée DOGS, est un schéma de signature de groupe

basé sur la blockchain proposant la fonctionnalité d’ouverture distribuée. Nous montrons, dans cette thèse, que le système améliore un schéma de signature de groupe

existant et exploite un protocole de génération de clé distribuée pour répartir le rôle de
l’ouvreur (Opener) sur un ensemble de nœuds appelés les sous-ouvreurs (sub-openers).
Notre deuxième contribution est une génération de clé distribuée anonyme mais
traçable, appelé BAT ´ Key, qui utilise une blockchain pour assurer la confiance en-

tre les diﬀérentes entités qui composent le système. Dans la suite de la thèse, nous
expliquons comment nous améliorons les protocoles traditionnels avec la propriété
d’anonymat qui protège l’identité des participants.
Notre troisième contribution, appelée T OAD, est un schéma de chiﬀrement à seuil

basé sur la blockchain avec un service de déchiﬀrement anonyme mais traçable. Ce
schéma améliore grandement un schéma de chiﬀrement à seuil connu par un processus
de déchiﬀrement collaboratif protégeant l’identité des serveurs de déchiﬀrement.
Tout au long des chapitres, nous expliquons comment l’utilisation des blockchains
garantit la traçabilité des actions eﬀectuées au sein du système par des nœuds anonymes
et assure ainsi leur responsabilité tout en préservant leur vie privée. Ces schémas sont
de la plus haute importance dans l’ère du numérique, même en dehors du domaine
des ITSs. Pourtant, nous avons choisi d’illustrer leur importance dans le contexte des
ITSs à travers notre dernière contribution : la description de notre construction d’un
système de rapport de trafic routier basé sur la blockchain qui préserve l’anonymat
des nœuds qui rapportent les informations, mais les tient pour responsables de leurs
messages en cas de litige.
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Introduction

“Serons-nous capables de choisir les éléments de la
technologie qui améliorent la qualité de vie et d’éviter ceux
qui la détériorent ?”
— David Baltimore

With the ever-growing technological expansion of the Internet, distributed
systems are becoming more and more widespread. An example of such growth is the
advent of ITSs and Vehicular Ad-hoc NETworks (VANETs).
As of 2016, the number of deaths induced by road injuries reached 1.35 million.
While this value remains unacceptably high, the 2018 Global Status Report on road
safety of the World Health Organization (WHO) also reveals that the rate of deaths
1
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(number of deaths per global population size) is constant [3]. This suggests that existing road safety eﬀorts may work in favor of safer and less-deadly road installations.
Improved road safety is one of the motivational factors for research in this area, which
will soon become a reality with increased intelligence in vehicles and the widespread
adoption of ITSs. As of now, they are already becoming increasingly popular due to
their capabilities to improve the vehicular network’s eﬃciency (e.g., reduction of traﬃc
jams) and its safety (e.g., use of intelligent collision avoidance systems). Hence, automobile manufacturers have started incorporating safety-enhancing instrumentation.
The community is, in parallel, working on deploying and improving a communication infrastructure to contribute to increased safety, comfort of traveling, and users’
entertainment.
ITS is defined as a particular ad-hoc network formed by vehicles with processing
and wireless communication abilities, evolving in an urban environment (streets or
highways) [4]. Vehicles can communicate either directly or through a RoadSide Unit
(RSU). Consequently, vehicles can broadcast information to surrounding users, access
network services, or obtain data from other networks, such as the Internet. ITSs involve
intelligent components that are evolving in the physical world. As such, they are
considered as Cyber Physical Systems (CPSs). Therefore, ITSs present a crosscutting
nature:
• in the cyber world, ITS components are nodes connected via wired or wireless
networks, and thus, they are vulnerable to cyber-attacks;
• in the physical world, the same components are physical 3-dimensional objects
that can be potentially harmful to humans if taken over by malicious actors.
In ITSs, safety always prevails over all other considerations. That is why researchers
have focused on developing safety safeguards through the rapid design of two types of
messaging patterns, the Cooperative Awareness Messages (CAMs) [5] and the Decentralized Environmental Notification Messages (DENMs) [6], and associated services,
often at the expense of security [7, 8]. Securing vehicular communications is a mandatory requirement for their full-scale deployment.

1.1 Approach
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Unlike existing Information Technology infrastructures, the main focus of security
in ITSs is on providing integrity of the vehicular communications and availability of
the services that support them, rather than the confidentiality of what they contain.
Systems must guarantee that a message comes from a trusted source and has not been
modified during transmission. Indeed, let us take the example of Road Hazard Warning
(RHW) applications [9]. The vehicle system will use information communicated from
the infrastructure or from another vehicle to determine if a warning should be relayed.
An incorrect transmission from an invalid or compromised node might jeopardize the
safety of the vehicle and endanger others. In order to identify any misbehaving entity,
ITSs traditionally implement a signature scheme. Hence, the messages are signed, via
the authenticated public identity, or public key, attached to one vehicle by a Trusted
Authority [10]. Providing accountability in vehicular communications is therefore essential as it ensures that any faulty or misbehaving node is identified, revoked, eventually
punished, and can no longer participate to further communications. However, the presence of such a system poses a privacy risk to the users. Indeed, the network, or any
passive eavesdropper, can be aware of the whereabouts of a specific user, at a specific
time [11].

1.1

Approach

In the context of this thesis, we work on finding an acceptable trade-oﬀ between accountability and privacy in vehicular communications. In the following paragraph, we
study how the blockchain technology can remedy the lack of traceability and accountability in vehicular communications. We present the inherent properties of blockchains
and discuss how we can use them to this end in the context of ITSs.

1.1.1

Blockchain layer

In 2009, Satoshi Nakamoto published the white paper that revolutionized distributed
systems. Until then, Byzantine Fault-Tolerant (BFT) consensus was notoriously known
to be an arduous task to achieve. The term takes its name from the famous allegory
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of the“Byzantine Generals Problem” [12]. It refers to the situation in which the system’s actors must agree on a common strategy to avoid the failure of the system.
Yet, in addition, some of these actors are unreliable. The presence of faulty entities is what makes agreement between parties within the same group highly diﬃcult.
While solving this problem, Nakamoto’s initial idea with Bitcoin [13] was to get rid
of the intermediary in online monetary transactions. More specifically, he desired to
reproduce the notion of cash and free the transacting users from their bank’s interaction and monitoring. The inherent property of cash is its anonymity. Real-world
coins and banknotes are fungible; thus, no mechanism attaches one’s identity to a
particular token, except the simple possession of it. For three years, the online community believed that Bitcoin was anonymous (even though it was never claimed in
Nakamoto’s paper). Afterward, researchers and scientists proved that Bitcoin is not
an anonymous digital currency [14]. This observation led to the massive development
of anonymous blockchain plateforms. Among them, Monero [15] uses a combination of
Ring Confidential Transactions [16], stealth addresses [17] and transactions over Tor
and I2P [18] to build a secure, privacy-preserving decentralized blockchain system. Another example is Zcash [19]. It leverages the privacy-preserving Zerocoin protocol [20]
which improves on Bitcoin by using Rivest–Shamir–Adleman (RSA) accumulators [21].
Other well known privacy-centric blockchains include DASH [22] previously known as
Darkcoin [23], Horizen [24], Beam [25]. Then, where did Bitcoin fail?
Bitcoin is inspired by the implementation of real-life anonymity, which, unlike computers, partly relies on the deficiency of human memory. Indeed, let us take the
following toy example: Alice goes to the bakery to buy a baguette, and she gives Bob
the baker her coin to pay for the bread. Firstly, Bob can manually check the currency
for authenticity or delegate the verification to a device (since the government creates
the money, it is not easily counterfeit). Secondly, Bob can see Alice as a human being,
holding this coin before paying. He can assert that the coin comes from Alice and
is authentic. Yet, after an 8-hour-long shift, does Bob remember Alice at the end of
the day? Probably not. The anonymity of Alice is preserved because: Bob does not
know Alice’s personal information, and because their interaction is ordinary enough
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that Bob did not pay much attention to it. But now, let us change the media. Instead
of Alice and Bob, we consider computers A and B communicating over an open (e.g.,
Internet) communication channel. Because they are distinct machines, computers A
and B need some identifiers (e.g., account numbers) to reach out to one another. Before, Bob did not have to know Alice’s name to interact with her, now it is mandatory.
Moreover, while the human memory capacity depends on the individual, computers
have standardized memory storage, of which the reliability is improving over the years.
This improvement enables them to store a history of transactions. In real life, it would
be like if Alice and Bob had little tags on their shirts saying their name, and Bob
would write down on a paper-based ledger “Alice paid one coin for a baguette to Bob
29/10/2021 17:01:27”. However, this is how Bitcoin works. The system is therefore far
from being anonymous.
The blockchain technology is particularly attractive for its inherent characteristics
of decentralization - fighting by design censorship and single points of failure, transparency, open-sourceness, and rises against proprietary software from its conception.
Also, records are immutable. They cannot be changed unless the adversary takes control
of more than 51% of the network’s discriminating resource (which is highly unlikely
when dealing with large networks). However, as illustrated by the aforementioned
anonymity issue, there are still several challenges in blockchain-based applications, for
example, in terms of: scalability [26], performance [27] and overall security [28].
Therefore, in the case of ITSs, data can be tracked via a blockchain, for instance
by publishing integrity checks. Yet, it cannot be shared through the same media
as the content of ITS messages would thwart the targeted anonymity requirement.
Consequently, this leads to the question: how can users anonymously share relevant
information within a ITS?

1.1.2

Network layer

A ITS operates on diﬀerent Open Systems Interconnection (OSI) model layers: from
the physical layer (which refers to signal and bits transmission via the vehicles’ embedded equipment) to the application layer (which concerns the dissemination of CAMs
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and DENMs. The European Telecommunication Standards Institute (ETSI) is the European agency in charge of the definition of standards for better road safety. Among
those specifications, the technical report [29] defines the Dedicated Short Range Communications (DSRC)/Wireless Access in Vehicular Environments (WAVE) protocol. It
is used by vehicle and infrastructure nodes in Vehicle-to-Vehicle (V2V) and vehicleto-infrastructure Vehicle-to-Infrastructure (V2I) communications. As such, vehicular
communications essentially rely on a custom peer-to-peer (P2P) network facilitated
with ITS-specific standards of communications. This P2P technology oﬀers an alternative communication architecture to traditional client-server architecture. It perfectly
matches the inherent characteristics of ITSs (such as their highly dynamic topology,
unstable connectivity, adaptative propagation model). It enables file-sharing and content delivery among users, particularly useful when a vehicle needs to broadcast data
to a large geographical area. The anonymity of participants is usually achieved by special routing overlay networks that hide the physical location of each node from other
participants. Interest in anonymous P2P systems has increased in recent years for
many reasons, ranging from the desire to share files without revealing one’s network
identity to distrust in governments, concerns over mass surveillance and data censorship. Methods used for anonymity in P2P networks can be categorized into diﬀerent
groups including broadcast encryption. This method exploits the broadcast feature by
sending encrypted messages to all nodes in the network. All the messages have the
same lengths and include accurate and dump messages. These messages are encrypted
with the public key of the receiver. As a result, only the receiver with its private key
can decrypt them.
Using broadcast encryption for data confidentiality and privacy-preservation, combined with a blockchain-based tracking system, seems like a good option to design
anonymous-yet-accountable information-sharing services in ITSs.
However, in addition to confidentiality, the data delivery service must ensure the
authentication of the message. Developed in the 70’s, digital signatures are one of
the most important primitives in public-key cryptography and provide authentication,
integrity and non-repudiation to various applications, including information sharing

1.2 Challenges, motivations and contributions
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services. However, they do not provide the necessary privacy of the signer [30]. Therefore, we suggest to investigate towards group-oriented cryptographic primitives, such
as ring [31] or group [32] signature schemes, if we want to find a way to hide the identity
of the signer while guaranteeing its accountability.

1.2

Challenges, motivations and contributions

This thesis explores the use of blockchains in the construction of privacy-preserving yet
accountable group-oriented cryptographic primitives. It focuses on the delicate tradeoﬀ between anonymity and traceability in distributed systems and how to balance
these two properties with the help of distributed cryptography (notably Distributed
Key Generation protocols and threshold encryption) and blockchain technology. Cryptography helps us address the issues of anonymity and privacy in communications and
data exchanges. At the same time, blockchain improves traceability and contributes
to the accountability of the nodes in the system. The thesis develops three primitives:
• DOGS is a blockchain-based group signature scheme with distributed opening

functionality. This functionality is particularly important in ITSs as the nodes
must remain accountable for their action. However, the power to identify the
signing parties is no longer centralized in one trustful entity, which alleviates the
risks related to this single point of failure (e.g., compromising, censorship).

• BAT ´ Key is an anonymous-yet-traceable Distributed Key Generation (DKG)

protocol that utilizes a blockchain to provide trust among the participating distrusting entities. The anonymity feature in DKG protocols is interesting to propose new services in the ITSs such as the anonymous (hence coercion-free) addition of new group members.

• T OAD is a blockchain-based threshold encryption scheme for an anonymousyet-accountable decryption service. T OAD re-uses BAT ´ Key to eﬀectively

implement a distributed anonymous-yet-traceable issuing authority. In that case,
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the addition of group members is no longer centralized, which again reduces the
risks related to having a single authority instead.
The constructions are then applied to the design of a Traﬃc Reporting system for
ITSs. The vehicular environment and the corresponding description of its nodes is presented in Figure 1.1. We describe a blockchain-enhanced group-signature-based newDEN messaging protocol that leverages the inherent characteristics of the three primitives we developed to provide privacy-preservation and accountability in the broadcasting of RHWs.

Iconography

Legend of Figure 1.1
Terminology
Roadside units, RSUs, Infrastructure (nodes)
Trusted third party (TTP), trusted authority
(TA), Infrastructure
Vehicles, on Board Units, OBUs, users
Road hazard, road event

Figure 1.1: Illustration of a simple ITS environment and its legend

1.2.1

DOGS for an Anonymous Authentication with Distributed
Audit

Introduced by Chaum and van Heyst [32], group signature schemes enable members
of a group to sign messages on behalf of the group without revealing their identity.
Therefore, the recipient can check the validity of the signature but cannot identify
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the member who generated the signature. This is particularly important in ITSs in
order to prevent tracking attacks [33]. However, signing members remain accountable
for their messages as the group manager, a third-party managing the group, can open
their signatures and hence identify them.
In [34], Bellare et al. presented some fundamental security notions for static and
dynamic group signatures (in the latter case, the addition of group members can occur
without resetting the scheme). A key feature of their scheme is that the group manager
is split into two distinct entities: the Issuer which interacts with users to authenticate
their credentials, and the Opener which is called when a signature needs to be opened,
hence revealing the identity of the signer. The Opener acts as the tracing authority
in charge of linking a signed message to its origin, namely the signer. This role is
essential in the context of ITSs since all users should be accountable for their actions.
By definition, the role of the Opener entails no privacy preservation. As shown by the
analysis of Sakai et al. in [35], existing literature usually considers a unique entity to
be playing the role of the Opener, inducing strong assumptions of the level of trust in
such an entity as well as its resilience. For instance, in ITSs, vehicles use group signatures to sign the (location and time-dependent) road-safety messages they broadcast.
The scheme protects a vehicle’s identity unless the Opener is compromised, in which
case signatures may be opened, which breaches user privacy. An alternative way to
relax these strong assumptions is to implement a distributed tracing authority and
distributed the role of the Opener.
Studies that propose a distributed traceability functionality for group signature
schemes (e.g., [36, 37]) often leverage Shamir Secret Sharing (SSS) scheme to generate
shares of the Opener secret key and then distribute one share per user. This approach,
however, presents an explicit limitation: the computation of these shares is again
centralized, which still represents a single point of failure from an adversary perspective.
Our first contribution, called DOGS for Group Signature scheme with Distributed

Opening, is a blockchain-based group signature scheme with distributed opening functionality. The new signature scheme improves on a traditional group signature scheme
[34] and leverages a distributed key generation protocol [38] to split the role of the
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Opener over a set of nodes called the sub-openers. The advantage of our DKG-enhanced
group signature over SSS-based approaches lies in the fact that the key generation is
not entrusted to a third party. Instead, it is the result of the collaboration of a group
of users. Hence, none of them knows all the shares, making the scheme strong against
a more powerful adversary. The use of blockchain guarantees the traceability of the
actions performed within the system and, therefore, ensures the nodes’ accountability.

1.2.2

BAT ´Key, the Privacy-preserving yet Accountable DKG

As explained previously, DKG protocols enable a set of n parties to obtain private
chunks of a shared secret. However, the generation of these shares, and the computation of the common public key itself, are jointly performed. Each participant acts in
turn as the dealer in the secret sharing scheme used to distribute shares of its private
value. The advantage of such protocols lies in that they never have to compute, reconstruct or store the secret key nor the secret shares in any single
location [39]. Pedersen was the first to introduce a DKG protocol in 1991 [40]. As
explained by Kate et al. in [41], the field has been widely researched theoretically.
However, some system requirements have often been neglected. Existing DKG protocols rely on heavy assumptions like synchronous communication, ask for a reliable
broadcast channel, and do not eﬃciently detect invalid shares.
The idea that blockchains and smart contracts can augment DKG protocols has
emerged over the past few years. They are usually used to dynamically define the set
of participating entities, identify faulty parties and establish a common robust and
trustworthy key within a network of untrustworthy peers. However, the challenges
regarding the scalability and anonymity of blockchains are often overlooked. We argue
that both properties are essential for new systems at the age of the widespread adoption
of computing and general worry regarding user online privacy [42].
There are several application domains for DKG that justify the necessity of guaranteeing the anonymity and traceability properties for the participants during the
execution of the DKG protocol, ranging from anonymous trading and the requirement
of fairness to e-voting systems and their coercion-resistance property.

1.2 Challenges, motivations and contributions
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Our second contribution, named BAT ´ Key for Blockchain-based Anonymous-

yet-Traceable distributed Key generation, is an anonymous-yet-traceable DKG protocol
that utilizes a blockchain to provide trust among the participating distrusting entities.
We improve traditional DKG propositions with the anonymity property, which guarantees to the peers wishing to participate in the protocol that their identity remains private. As such, this anonymous protocol can still generate a shared public/private keypair, for a dlog-based encryption or signature scheme. Yet, thanks to the blockchain’s

immutable records, the protocol guarantees that misbehaving nodes can be identified
and held responsible. Finally, we fork from standard blockchain applications by considering the scalability aspect as the main issue. That is why we developed our new
technique on a sidechain [43]. A sidechain is a secondary blockchain connected to other
blockchains via two-way peg mechanism by which assets are transferred from the mainchain to the sidechain and back at a fixed or pre-deterministic exchange rate. We show
how it provides the scalability needed for mass-market applications from a theoretical
and practical point of view.

1.2.3

T OAD and Threshold Anonymous-yet-Accountable Decryption

With the emergence of the Internet of Things (IoT), many low resources and constrained devices can communicate, and many security challenges unfold from their
limited resources (e.g., computational power, battery, and memory space). An axis of
research consists in delegating computations, for instance, encryption, to an external
third party. However, this method is risky as it requires the user that requests the
decryption service to trust the server blindly. And this has two main consequences.
Firstly, this Trusted Third Party (TTP) can deny its service to the requester, either
maliciously - we call it censorship, or not. In both cases, the availability property,
which guarantees that a service can be provided, is violated. The second issue is related to the accountability of the server: how can the requester know that the retrieved
plaintext indeed corresponds to the decryption of the sent ciphertext?
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One way to alleviate the decryption server’s authority over regular users is to distribute its role among a set of parties. This is known as distributed cryptography. It was
labeled in 1994 by Desmedt [44]. It consists of delegating a cryptosystem’s operations
in a fault-tolerant way among a group of entities, which can be processes or servers.
Through distributed cryptography, the secret key is shared between several users such
that they can recover it only if all of them collaborate. If only a determined number
t of them is required, then the distributed cryptosystem is called threshold cryptosystem [40]. These cryptosystems leverage secret sharing schemes [45] to build distributed
protocols that tolerate faulty parties. Implementing a threshold decryption scheme in
place of a simple centralized decryption service and assuming that most of the decryption servers are honest solves the aforementioned problem of censorship, availability,
and accountability at the expense of low-security assumptions. Yet, threshold cryptography does not solve one problem: who are the decryption servers? These nodes should
be identified, authenticated, and communicate with others to promote their decryption
service.
Our third contribution, titled T OAD for ThredhOld Anonymous Decryption,

builds on threshold encryption and proposes a collaborative decryption process that
protects the identity of the decryption servers. To the best of our knowledge, we present
the first description of a blockchain-based threshold encryption scheme that supports an
anonymous-yet-accountable decryption service. The blockchain has two purposes: it is
used to advertise the service (e.g., nodes that want to provide a decryption service declare their availability and generate a proof that they have the necessary resources to do
so), and to trace the actions within the system (e.g., logging each request, and tracking
anonymous participation for further analysis if necessary). The threshold encryption
alleviates the problems related to a central decryption server: namely censorship and
availability. The anonymity during decryption is provided by a combination of a group
signature scheme controlled by a distributed authority external to the main application
and a mixing routine that contributes to constructing an anonymous DKG protocol.

1.3 Thesis Roadmap

1.3
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Thesis Roadmap

In this last section, we summarize the outline of the thesis:
1. In Part I, we set the stage for our contributions.
• In Chapter 2, we provide a general overview of ITSs and blockchains. We
recall the definition of ITSs and the main characteristics of vehicular communications. We highlight the security threats and draw from a literature
review the most popular mitigation techniques and their limitations. In parallel, we define the blockchain technology. We describe the main use cases
that leverage blockchain, and analyze their limitations, inherent to the nature of the underlying technology. Finally, we explain that both systems
present some similarities and how blockchains can be used to secure the
vehicular communications.
• Then in Chapter 3, we introduce three main primitives in distributed cryptography, namely: group signatures, distributed key generation protocols
and threshold encryption schemes. For each scheme, we recall their most
popular definition, and the diﬀerent axes of improvement followed over the
years. We are mostly interested in how these primitives can be distributed
and how the trade-oﬀ between privacy and accountability in their distributed
versions can be achieved.
2. In Part II, we present our blockchain-based anonymous-yet-traceable threshold
cryptographic primitives and incrementally build the resulting Traﬃc Reporting
framework.
• In Chapter 4, we start exploring the trade-oﬀ between privacy and accountability in ITS-like distributed systems. In an ideal world, in which all the
third authorities involved are considered honest, we present how a traditional group signature scheme alone can ensure this compromise and meet
the stated objectives. We describe the use of group signatures in the context of ITS, from the setup to the signature opening step. And finally, we
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draw the limitations of this initial proposition w.r.t. the ITS environment
and the privacy challenges by relaxing the trust assumptions (i.e. the third
authorities are no longer entirely trusted). This relaxation led to the development of our first contribution, called DOGS, as an improvement over
the previous proposition when we consider that the third parties involved

in the system are no longer trustable, and thus, the system assumptions
are relaxed. We describe the new system and adversary models. We also
recall the targeted objectives and present the chosen approach and method
to meet the goals mentioned above. Then, we detail each step of the DOGS

protocol in the context of ITS. Finally, we analyze this proposition from a
security perspective and draw the limitations of the proposition w.r.t. the
ITS environment and privacy challenges.
• In Chapter 5, we describe our second contribution, called T OAD. We

focus on the infrastructure nodes’ censorship- and coercion-resistance. We
explained why the presence of the Trusted Authority (TA) in Chapter 4
is a threat to users’ privacy and accountability, as the centralization of
its power induces availability risks. Then, we slightly modify the previous
construction of the new-DEN messaging protocol to incorporate the new
distributed Issuing authority.

• In Chapter 6, we present our third contribution, titled BAT ´ Key. Indeed,
the argumentation presented in the previous chapter and the construction of

T OAD rely on the existence of a primitive that has yet to be proven. There-

fore, we propose a construction of the said primitive, namely of a blockchainenabled anonymous-yet-traceable DKG protocol which would complete the
presented security framework.
3. In Part III, we conclude the thesis, list the achievements and draw the future
work.
• In Chapter 7, we recall the context and summarize the challenges related
to the securing of vehicular communications. Then, we combine our three

1.3 Thesis Roadmap
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primitives and map them onto the ITSs to build the final privacy-preserving
and accountable Traﬃc Reporting protocol.
• Finally, in Chapter 8, we conclude and open on aspects that can be further
improved in future work.
• In addition, we complete the current chapters with Appendix A, in which
we detail the implementations of DOGS and T OAD. We analyze the implementation choices w.r.t. two main metrics: the gas consumption and the

time of execution. We draw the limitations of these initial propositions and
suggest ways of improvements. Indeed, these are very naive proof-of-concept
implementations (written in Python, no optimization work, testing on personal computer) which can be further refined. However, they are interesting
in many ways, for instance, as they can illustrate the expected behavior of
the protocol and help predicting bottlenecks.
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Background

“Relying on the government to protect your privacy is like
asking a peeping tom to install your window blinds.”
— John Perry Barlow

This chapter provides a general overview of ITSs (Section 2.1) and blockchains
(Section 2.2). In Section 2.1, we recall the definition of ITSs, characterize the vehicular
communications and explicit the security threats that constrain vehicular communications. We also draw from a literature review the most popular mitigation techniques
and their limitations. In Section 2.2, we define the blockchain technology. We describe
the main use cases that leverage blockchains, and analyze their limitations, inherent
to the nature of the underlying technology. Then, we recall the definition of a recent
19
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type of blockchains, called sidechain, and explain how it goes beyond the aforementioned constraints. Finally, in Section 2.3, we map both ITS and blockchain systems
by highlighting their similarities; and draw the thesis objectives.

2.1

Vehicular ad-hoc networks and communications

In this section, we mainly focus on ITSs and vehicular communications. We detail the
system model for a traditional ITS, the diﬀerent communication technologies and protocol stacks. Then, we highlight the application scenarios in which vehicular communications play the lead role. We recall the resulting security requirements and challenges
in light of the adversary model and corresponding attacks. Finally, we present some
mitigation techniques and their limitations.

Figure 2.1: Example of an Intelligent Transportation System.
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System Model

Figure 2.1 illustrates an ITS [46]. It is composed of ad-hoc nodes, essentially the vehicles, equipped with sensors and radio access technologies that enable them to communicate, and infrastructure nodes, namely the RSUs, Base Stations and Wi-Fi hotspots.
Vehicles are often loosely assimilated to the On-Board Unit (OBU) they embed [47].
Traditionally, the ITS architecture consists of four distinct components, the in-vehicle
domain, the ad-hoc domain, the infrastructure domain, and the service domain, in
which the vehicles can share and access data of various types and utilities [48].
In-vehicle domain. This domain relates to the communications inside the vehicle
and depends on its inherent components. The system includes the Communications
Control Unit (CCU), the OBU and the Human Machine Interface (HMI). The CCU
handles communications from the physical layer (layer 1) to the network layer (layer 3)
of the OSI model. It contains transceiver modules that enable interactions via diﬀerent
access technologies (such as Bluetooth or Wi-Fi). The OBU is equipped with hardware
(with processing, storage, and communication capabilities, among others) and software
to run the various applications that are partly responsible for the transmission of data.
Finally, the HMI is a user interface that enables the drivers to exploit the OBU and
CCU’s capabilities in diﬀerent use cases and provide relevant information about the
road events (e.g., traﬃc jams and accidents).
The ad-hoc domain. In this domain, a wireless network is formed dynamically
between the vehicles to empower inter-vehicle communications. The main protagonists
involved in its creation are vehicles and RSUs. Communications can be one-hop, i.e.
going from a node to another and stopping, or multi-hop, i.e. hopping from car to car.
The RSU is often used to expand the range of communications of a car.
The infrastructure domain. This domain refers to the backbone of the ITS. It
includes roadside wireless infrastructure nodes, namely the RSUs, the Base Stations or
the Wi-Fi hotspots, and the underlying wired network, which involves switches, routers
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and gateways. These infrastructure nodes are often deployed by ITS authorities or
telecommunication/service providers.
The service domain. This domain is the top layer of the architecture. It supports
the development of services, including traﬃc-related services (e.g., information on road
status provided by competent public authorities) and generic ones (e.g., subscriptionbased proprietary services).
The goal of ITSs is to facilitate communication among nearby vehicles. Within this
four-domain-based architecture, a vehicle can communicate with surrounding peers via
two types of communication patterns:
• It uses V2V communications when addressing another vehicle in ad-hoc mode.
In that case, it can receive, transmit and exchange valuable information on road
and traﬃc conditions.
• Or, it leverages V2I communications when retrieving information from an infrastructure node. It is also the connection chosen to access the Internet.
However, these communication means are subject to many constraints due to the
inherent characteristics of the ITS environment and nodes. More specifically, they must
comply with the high mobility of the vehicles. As a consequence, they must adapt to
the dynamic and almost-unpredictable topology of these networks. As a consequence
of these two first specificities, there are frequent disconnections in the network and
attenuations, worsen by the open nature of ITSs (i.e. due to climate interference or
density of traﬃc). Other restrictions aﬀect the transmission medium, namely the air.
Although the air is unlimited, the competent authorities (e.g., the ETSI for Europe,
the American National Standards Institute or ANSI in the U.S.) defined a standard
of communications that restricts its use to a limited bandwidth of frequencies (subsection 2.1.2). Moreover, since the transmissions are wireless, anyone equipped with a
transmitter can operate in the same frequency band as the actual users. Unlike other
types of mobile networks, ITS nodes do not heavily suﬀer from energy, computing or
storage capabilities problems, even though they remain limited due to the size of the
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systems. However, real-time processing is of utmost importance.

2.1.2

Vehicular communications

ETSI has designed a dedicated protocol stack to comply with the inherent characteristics of ITSs to provide the necessary media of communications, and facilitated the
sharing of traﬃc-related information. It consists of four piled-up and two transverse
layers (Figure 2.2).

Facilities
Network and transport

Security

Management

Applications

Access

ITS-G5, Wi-Fi, 3G, LTE, Other...
Figure 2.2: ETSI Layers

The access layer corresponds to layers 1 and 2 of the OSI model. The dedicated
standard is ETSI-ES-202-663 [49]. It describes the standards related to the Physical
and MAC layers. The network & transport layer replaces layers 3 and 4 of the OSI
model. It is covered by the ETSI-EN-302-636 series of documents [50] referred to as
GeoNetworking protocol standards. The facilities layer corresponds to OSI layers 5
and 6, and is presented in the standard ETSI-TS-102-894-1 [51]. It constitutes the
intermediary layer between the application and the network & transport layers. It
supports several services, among which the Cooperative Awareness (CA) [5] and the
Decentralized Environment Notification (DEN) [6] services. They are two messaging
standards that leverage vehicular communications to contribute to safety preservation within the system. The corresponding messages notify a vehicle of the state of
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nearby nodes (e.g., speed, direction, location) and events on the road (e.g., road hazard warning). These messages are used in the application layer by the Basic Set of
Applications, that include Active Road Safety (cooperative awareness and road hazard
warning) and Cooperative traﬃc eﬃciency (speed management and cooperative navigation), as detailed in the ETSI-TR-102-638 document [52]. In addition to these four
primary layers, there are two additional sets of standards for security and management.
The standard [53] specifies the security architecture and security management for vehicular communications. It goes through the various topics of certificate formats, trust
and privacy management, authentication and authorization services and confidentiality
of information. Similarly to the security layer, the management layer is transverse to
the whole stack as management functions can be implemented at the access layer, the
networking & transport layer or the facilities layer. It defines Decentralized Congestion
Control (DCC) mechanisms to balance and optimize the use of the stations’ resources.

2.1.3

Applications

This stack and corresponding communications standards are designed to provide some
essential services to ITS nodes. There are several classifications of ITS applications [54–
57]. Overall, there are two major categories: the safety applications, and the non-safety
applications.
As indicated, the non-safety applications do not participate in safety preservation.
Instead, they propose other services related to mobility, environment, infotainment.
They can be sub-categorized into comfort applications, interactive entertainment, and
urban sensing. For example, comfort applications enable a driver to get real-time information on weather, gas station, or restaurant location. Interactive entertainment aims
to deliver relevant, entertaining information to the driver and passengers, including
internet access, distributed games, or music download. Finally, urban sensing leverages the data collected by the vehicles’ onboard sensors to monitor the environmental
conditions and social activities in urban areas. They can be used to detect when the
air is over-polluted for instance. These applications mainly rely on third parties and
telecommunication operators to access the Internet and provide the requested services.
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As such, vehicular communications involved in non-safety applications can be treated
as any other Mobile Ad-hoc NETwork (MANET) communications.
The safety applications instead promote the sharing of information that directly
helps preventing road accidents and are therefore closely linked to the ITS environment. They include services related to the safety of the users (e.g., avoiding collisions)
and the overall system’s eﬃciency (e.g., reducing road congestion). They rely on the
aforementioned dedicated messaging patterns, namely the CAMs and DENMs, to avoid
and decrease the number of casualties on road.
In this thesis, we are interested in securing the content and delivery of these messages w.r.t. the security requirements that we now introduce.

2.1.4

Security requirements and challenges

The previous sub-section highlights how the widespread adoption of ITSs can empower
safety on the road. However, there is a famous quote from Blum and Eskandarian [58]
saying:
“A wireless network of intelligent vehicles can make highway travel safer
and faster. But can hackers use the system to cause accidents?”
Safety in ITSs is critical because it aﬀects the life of human beings. Therefore, it is
essential that the data in the various aforementioned safety-related services is trusted
and cannot be compromised. Over the years, there has been a consensus on the security
requirements for an ITS system. They go as follows:
• Requirement 1:Authentication, identification, non-repudiation and accountability. This requirement asks that messages are legitimate, i.e. generated by senders
that are known and authorized to send them. A sender should not be able to
deny the transmission of a message. Consequently, due to the critical nature of
ITSs, any vehicle must be uniquely identifiable. When a node performs an action
that opposes the safety of others or the well-functioning of the systems, it should
be held accountable and accordingly be judged.
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• Requirement 2: Data consistency and integrity. This property implies that the
message content should be judged plausible (w.r.t. the ITS situation) by users
evolving in tight space and time with its source. In addition, integrity mechanisms
must also be implemented to detect any alteration of messages, performed on
purpose, during transit between the source and the destination.
• Requirement 3: Availability. In case the network is attacked, the aforementioned safety applications should still be accessible to road users.
• Requirement 4: Privacy and confidentiality. On top of these mandatory security requirements that directly impact the trust one put in a transmitted message,
users do not want to expose their identity or personal information while contributing to the system safety. Therefore, even in the case of safety applications, the
system must provide a way to protect the data being shared from unauthorized
eavesdroppers as it may contain personal identifiers.
• Requirement 5: Real-time. Finally, since the usefulness of safety messages
are limited in time, so are the delivery and subsequent integrity, authentication
checks.
Another parameter that complexifies the design of a security framework for vehicular
communications is the variety of entities that composes the system, as shown in Figure 2.1. These include the aforementioned users (which equally refers to the driver,
the vehicle or the OBU), RSUs, TAs (also called TTPs) but also the attacker.
In the context of ITSs, an attacker is one or more compromised entities working
together to violate the security of honest users. There exist diﬀerent types of attackers
and scenarios of attacks which we detail in the following sub-section.

2.1.5

Adversaries and attacks

An attacker’s model is usually defined by its location w.r.t. the system (inside or
outside), its motivation (malicious or rational), its capabilities (active or passive), and
its scope (local or extended) [54, 59, 60]. In the following paragraphs, we outline some
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examples of attacks against the aforementioned security requirements and detail the
corresponding model of attackers.

Attacks on availability. They mainly focus on disabling the system by preventing
communications between nodes. Denial of Service (DoS) attacks are prevalent and
target the availability of the network services by, for instance, flooding the channel
with high volumes of messages that cannot be processed. In that case, the attacker is
either inside or outside the ITS and compromises the network locally. It is malicious,
meaning that it gains no personal benefit out of the compromising of the system. Its
goal is to harm users or the functionality of the network, and to this end, it is active
and may employ unlimited resources. A similar attack performed at the physical layer
is called a jamming attack. The attacker acts likewise by producing interference to
disrupt the signal and prevent the communications. Other fatal attacks include greedy
behaviour attack, blackhole, grayhole, sinkhole and wormhole attacks, broadcasting
tampering... [55].

Attacks on authenticity. Sybil attacks, Global Positioning System (GPS) spoofing,
tunnelling attacks are all examples of attacks that target the authenticity and identification requirement. For instance, in a Sybil attack, the attacker creates a large number
of pseudonymous identities and uses them to gain a disproportionately large power
within the system and influence it. If Sybil attacks were not mitigated in blockchains,
one could rewrite the entire history of transactions and undermine the immutability
property of this technology. In the tunnelling attack, the attacker creates a virtual
channel, called tunnel, to connect distant network parts. This attack is often jointly
performed with a GPS spoofing attack to deceive the vehicle from detecting the malicious node. Yet, the most scathing attack is the node impersonation attack. In that
case, the attacker can obtain a valid identifier that traces back to another legitimate
vehicle in the network. This attack goes against the uniqueness of the vehicle identifier.
The attacker is either inside or outside the ITS and actively engages in the corruption
of the system. It usually has a rational motivation as it seeks to hide behind another
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user to perform actions and gain (or at least not lose) from them. In a similar spirit,
key and/or certificate replication attacks consist of duplicate keys and/or certificates
commonly used for proof of identification. In that case, it introduces ambiguity and
violates the accountability requirement.
Attacks on integrity. These attacks range from the simple re-transmission of outdated information (e.g., replay attacks) to the fabrication of bogus messages (e.g.,
illusion attacks). Among them, we find attacks that focus on tampering, suppressing
or altering messages. The active attacker, either from inside or outside of the system,
may falsify received data, for instance, by not indicating that a route is congested, to
deceive users and increase traﬃc jams.
Attacks on accountability. The loss of events traceability is of significant concern in ITSs since the users may endanger others’ lives. As such, the system should
guarantee that they are held accountable for their actions and their messages. Nonrepudiation attacks, for instance, focus on the erasure of actions traces and creating
confusion for the auditing entity. They often go together with other availability attacks
such as Sybil attacks.
Attacks on privacy. They represent an essential violation of drivers’ privacy as
ITS users. Among them, we find tracking attacks that concentrate on pursuing a
vehicle during its journey by analyzing its actions traces. In this example, the passive
attacker can be inside or outside the ITS and is rational to target identified nodes.
It is considered an extended attacker as the impacts of the attack can lead to the
exposure of the drivers’ identities outside the ITS. Other attacks such as Man-in-themiddle attacks and brute force attacks can breach data confidentiality in addition to
the privacy threat.
Timing attacks. The type of attacks that target the real-time dimension of ITSs
is referred to as timing attacks. The active attacker delays the transmission of the
messages to prevent further processing once released.
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Over the years, several techniques have been developed to face the attacks mentioned above [4, 7, 55, 57, 61, 62]. They can be categorized into hardware-based and
software-based mitigation techniques and will be detailed in the following subsection.

2.1.6

Mitigation techniques and limitations

There are many threats and attacks in ITSs, which will become even more serious due to
the popularization of intelligent vehicles. In return, a variety of mitigation techniques
that address the aforementioned challenges has been proposed. As mentioned in the
Introduction (Section 1), we are mainly interested in the trade-oﬀ between privacy and
accountability. As such, the following discussion focuses on existing privacy-enhancing
technologies only specific to the ITS environment.
Anonymous communications based on Pseudonyms. In [63], Papadimitratos et
al. describe a framework that targets the securing of vehicular communications. They
are one of the first to establish that anonymity of the vehicular network entities is a
requirement. In addition, they propose a pseudonym-based anonymous communication
protocol that allows vehicles to broadcast messages with pseudonym identifiers instead
of their original ones. This technique prevents an attacker from linking a specific car to
their exchanged messages as pseudonyms are generated independently. Therefore, they
do not contain any identifying information related to the unique identifier attached to
the vehicle (by the manufacturer). Pseudonym-based schemes for anonymous vehicular
communications have been widely researched as suggested by the numerous surveys on
privacy schemes in ITSs [62, 64, 65]. To further enhance anonymity, the use of frequently changing pseudonyms is encouraged. There are four phases in the pseudonym
cycle.
1 The vehicle is issued a long-term identity by a Third Party.
2 The vehicle authenticates itself towards the Certificate/Revocation Authority.
3 If 2 is successful, the vehicle obtains a list of pseudonyms along with certificates (preventing the cars from forging pseudonyms) for signing the messages.
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4 The vehicle can communicate using the pseudonyms given in 3 .
Some schemes also complement the certificate issuance with public/private keypairs for
data confidentiality. This method is known as Public Key Infrastructure-based Security
and Privacy Schemes [62]. The advantage of such methods is their apparent simplicity
(key management is also another field of research [66]). Indeed, the vehicle interacts
with one authority to get authenticated pseudo-identities. However, the downside of
this simplicity is centralization. Indeed, the Certificate (resp. Revocation) authority
has total power over regular users. It can deny the service (breaking availability), issue
non-unique pseudo-identities (threatening accountability), track the vehicles (breaching
privacy), and many other attacks that involve a single trustful point of failure.

Mix-zone techniques. Inspired by the mix network [67] and the dining cryptographers algorithm [68], Beresford and Stajano propose in [69] the first description of a
mix-zone technique that applies to anonymous communications in location-based applications. The underlying idea is to preserve the users’ location privacy when requesting
location-aware services and hide their identities from these applications. The mix zone
is therefore defined as the spatial area of maximum size in which the users are indistinguishable from the application’s point of view (the notion of anonymity set [70]).
CARAVAN, proposed by Sampigethaya et al. in [71], is one of the first mix-zone-based
location privacy scheme for VANETs. They consider the mobility patterns to group
vehicles evolving nearby. This group feature allows them to augment the silent period
and provide better unlinkability between locations. Other mix-zone techniques have
been proposed since CARAVAN. Yet, there are several downsides. The first is the centralized model traditionally adopted to implement the mix zone [72]. Indeed in most
cases, all messages exchanged within a mix-zone are encrypted by the public key of a
nearby RSU [73]. The RSU becomes the single point of failure and, similarly to the
Certificate authority in pseudonym-based anonymous vehicular communications, has
too much power over the users. Moreover, existing mix-zone schemes are not flexible as
vehicles have to change pseudonyms even when they do not need to. In addition, the
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eﬀectiveness of mix-zones depends on the vehicles’ density. Finally, within the mixzone, the vehicle is supposedly anonymous from an external observer, but all nodes
inside know each other.

Group communications. Another line of work considers forming groups and working on group communications. In an ITS, a set of vehicles can be seen as a group
that share common interests. Traditionally in ITSs, group-oriented Privacy Enhancing Technogologies (PET) leverage a well-known cryptographic primitive called group
signature scheme. These contributions are extensively studied in Chapter 7 which also
provides the related literature review in the context of ITSs. Nonetheless, they have
been widely researched outside the context of vehicular networks too and allow group
members to sign messages on behalf of the group. This primitive has been privileged
over other primitives, such as ring signatures [31] for instance, because it implements a
way to track the signer (i.e. preserving accountability) while protecting the anonymity
of the group member from external observers but also other group members.

Conclusion. While there are other techniques for privacy preservation in ITSs, we
argue that a group signature-based privacy-preserving scheme can alone ensure authenticity, anonymity, and traceability for vehicular communications. We will further
explore this line of work in Chapter 3 and Chapter 7. However, we are still
concerned about accountability and related attacks and the absence of satisfying mitigation techniques against the deletion of actions traces. To this end, we suggest the
use of a not-so-new-anymore technology called the blockchain. Indeed, we believe that,
thanks to its inherent properties (distribution, immutability and transparency), the
blockchains can tackle the non-repudiation attacks mentioned in previous paragraphs.
In the following section, we present an overview of blockchain technology and recent
advances.
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2.2

Blockchains and recent advances

In this section, we define the blockchain technology. We describe the main use cases
that leverage blockchains, and analyze their limitations. Then, we recall the definition
of sidechains and explain how they can address the aforementioned limitations and
expand the applicability of the blockchain technology beyond its current scope.

2.2.1

Description of a Blockchain

As the name suggests, a blockchain consists of a growing list of records, called blocks,
linked together in a specific order. Indeed, data exchanged within the blockchain
framework is organized into blocks to facilitate their propagation, verification and
storage. Inside each new block, there is a mention of the latest block in the chain. As
such, the blockchain is ordered. It can also be seen as a distributed database resulting
from the combination of data exchange, processing and storage technologies inside a
peer-to-peer network. It leverages modern cryptography, distributed protocols, pointto-point communication technologies and smart contract programming languages. The
first and most popular blockchain technology is Bitcoin, introduced in 2009 [13]. It
is a public proof-of-work-based cryptocurrency whose initial goal was to replicate the
concept of cash.

2.2.2

A brief history of Blockchains

Blockchains have indeed gained in popularity since the advent of Bitcoin, the cryptocurrency developed by Satoshi Nakamoto [13]. In his working paper, the author
defines the technology’s essential concepts, including:
• the transactions, i.e. the way to distribute a piece of information,
• the timestamp server which ensures the synchronization of the network,
• the proof-of-work also known as the consensus algorithm,
• the P2P network which guarantees decentralization,
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• and finally, the notion of incentive, under the form of a reward given to nodes
that behave honestly and contribute to the network.

Blockchains are diﬀerent from distributed databases and Distributed Ledger Technologies (DLT) in that there is no central authority that manages the authentication
of the peers nor the verification of the records’ validity. Instead, the nodes form the
network and together execute a protocol known as the consensus algorithm. They also
check whether the new transactions should be added to the previous ones. Blockchains
are exceptionally famous because they are resilient in the presence of Sybil nodes (a feature known as fault tolerance) and prevent the deletion of the records (the immutability
property). Nakamoto’s blockchain network, of which a simple illustration is provided
on Figure 2.2.2 A and B, runs as follows:
1. First, peers broadcast new transactions to all surrounding nodes that in turn
broadcast them to their closest neighbours until all the network is reached.
2. Each node then individually collects incoming transactions and assembles them
into blocks. Blocks are limited in size; therefore, once the block is full, received
transactions go in the queue of pending transactions.
3. As soon as a node is able to propose a block, it will run some computations
(under the form of hash functions) and finds a proof-of-work. In simple terms,
the proof-of-work is the combination of the assembled block of transactions, a
nonce (random number) and the resulting hash value such as it is less or equal to
a target value called the diﬃculty. In other words, if hpq is the hashing function,
the resulting hash value hn is hpb, nq where b is the block and n the nonce that
validates the condition hn § h0 , the diﬃculty.
4. When a node finds the combination cb,n “ tb, n, hn u, it broadcasts it to all its
peers.

5. Nodes, in turn, accept the block only if all transactions in it are valid and if cb,n
respects the condition on the diﬃculty.

Figure 2.3: A simple illustration of blockchain components and basic notions, including: the ledger (Subfigure A) with transactions, blocks, hash pointers, nonces and Merkle Tree; the peer-to-peer network (Sub-figure
B) with the ledger replication and nodes’ connectivity; and the double spending issue and the longest-chain
mitigation technique (Sub-figure C).
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6. Finally, nodes notify their acceptance of the block by working on creating the next
block in the chain that would contain all the transactions in their pending queue
that have not already been inserted in the newly validated block. Moreover,
to acknowledge its creation and make it immutable, they add the hash of the
accepted block as the previous hash in the new block.
Double-spending attack is performed by one peer trying to transfer the same coin to
two diﬀerent nodes simultaneously. The bitcoin network addresses the double-spending
problem by encouraging the peers to consider the longest chain as the correct one and
extend it (Figure 2.2.2). In other words, the Bitcoin system does not rely on a single
trusted third party to validate and store the transactions. Instead, the correctness of
the information stored in the distributed ledger is ensured by the majority’s agreement. However, the biggest issue of this principle occurs when 51% of the nodes are
malicious. Some argue that controlling more than half the computational resources of
the Bitcoin network is either unfeasible (too many participants) or useless (no point in
destroying a system you own). Yet, the attack is still theoretically viable and led to
the development of alternative solutions as part of Blockchain 2.0 project. Some very
complex taxonomies have tried to categorize the diﬀerent blockchain technologies depending on parameters such as the permission to use and maintain the ledger [74, 75],
or the following set of components action, consensus, DL, token [76]. More generally,
blockchains can be divided into four main categories:
1. public and permissionless - anyone can access the data stored in the ledger and
contribute to the network (e.g. propose new blocks, validate the ones received);
2. public and permissioned - anyone can join and access the data but only authorized
members can maintain the ledger, i.e. validate transactions and add new blocks
to the previous records;
3. private and permissionless - the access to the network is subject to control, but
within the network of authorized participants, the permissions are the same for
all the nodes (e.g. propose new transactions and validate blocks);
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4. private and permissioned - the access is restricted to authorized nodes, and only
a few of them have the right to manipulate data (e.g. validation, addition functions).

Figure 2.4: Classification of blockchain technologies

The consensus algorithm is the core mechanism that deals with selfish, faulty or
malicious nodes. It ensures the system’s resilience to node failures, network partitioning, delayed, dropped or compromised messages, among others. The design of this
algorithm is inherently tied to the type and the application context of the blockchain
solution. For instance, Bitcoin is widely adopted by a large community and completely
open (no central entity monitors the participants). Thus, the consensus algorithm
should rely on a resource that is common to all participants and fairly distributed, i.e.
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the computational power of their devices (at least that was true before the release of
specific machines such as Field Programmable Gate Arrays (FPGA) and Application
Specific Integrated Circuits (ASICS)). On the other hand, private blockchain implementations often rely on a smaller P2P network of which authorization policies and
authentication mechanisms control the access. Hence, in these cases, using computational power is meaningless and wasteful. The consensus algorithm would privilege
a reputation-based mechanism that weights the votes of the peers according to their
reputation in the network.
Since 2009, more than 1600 cryptocurrencies have been created. Garriga et al.
in [77] study the top 11. About 30 consensus algorithms have been identified by the
Web3 Foundation 1 , and among them, 18 have been analyzed by Xiao and al. in [78].
Not all these propositions are equally popular, nor can they all compete with the original blockchain implementation. However, two names are gaining interest from the
community: Ethereum and Hyperledger Fabric, especially since, unlike Bitcoin, they
both enable users to run pieces of code on-chain. They are respectively known as
smart contracts and chain codes. Another comprehensive taxonomy of blockchains is
presented by Bellini et al. in [79]. They go beyond existing classifications of blockchains
by using the Formal Concept Analysis method [80] w.r.t. nine properties (e.g. openness, access management, consensus).

2.2.3

Blockchains and Applications

While originally blockchains served as a methodology to record cryptocurrency transactions, their functionalities have evolved into a number of applications. For instance,
in [81], Dai investigates how blockchains could enable a real-time, verifiable and transparent accounting system. The author explains how the technology can securely store
accounting data and instantly share relevant information between interested parties.
The author suggests that the use of blockchain would improve the verifiability of the
business data and facilitate reporting. Since then, subsequent works have explored
the feasibility of such a system [82–84], all presenting the blockchain technology as a
1

https://web3.foundation/
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legitimate response to replace trusted intermediaries in a system and strengthening
accountability.
That is why other fields of research have started investigating the possibility to
use blockchains [85]. From blockchain-based supply chain to blockchain-based IoT, the
logging of data inside a public distributed ledger reinforces the trust of the users in the
system. Two prominent examples of such phenomena are blockchain-based e-voting
and health systems. However, due to the critical nature of data these systems handle,
new privacy preservation and data confidentiality concerns emerge in both cases.

Blockchain-based e-voting systems. When it comes to online electoral systems,
also referred to as e-voting systems, citizens are concerned with the censorship an
organization can operate on the system. Most of all, how to prevent a powerful third
entity from tampering with the votes cast by users? One solution that has been found is
to leverage the decentralized nature of blockchains and immutability of their records [86,
87]. The distribution of the votes database reduces the risk of database manipulation
as faulty records would be detected and cheaters identified. In [88], the blockchain
is used as a data recording system. The nodes are used to collect votes from the
users. They are connected via the blockchain network. Each of them participates
in turn in the generation of a block after an election process. The blockchain model
used is similar to Bitcoin, yet instead of storing transactions, votes are. One apparent
limitation is the absence of data confidentiality; the votes are transmitted in plaintext.
Subsequent works have tried to remedy the issue. For instance, in [89], Hjálmarsson
and Hreiõarsson propose to use an Ethereum-based private blockchain instead. The
smart contract definition of the election emphasizes its security and cost eﬃciency while
guaranteeing voters’ privacy. The proposed scheme brings the novelty of using smart
contracts deployed on a private blockchain and defining roles in the system. However,
it is unclear how or if voter privacy is preserved, which is a key element for public
adoption. Fusco et al. propose crypto-voting, a research proposal to design an e-voting
system using blockchain. While the paper is not detailed, it presents the novel idea of
using joint blockchains to separate the collection of voters and their votes from counting
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votes and issuing final results. Recently, in [90], Goundar et al. suggest addressing the
privacy and data confidentiality related issues by using permissioned blockchains as
it is more flexible and because access control can be defined w.r.t. the application’s
needs.
Blockchain-based Health Systems. One primary advantage of using blockchains
in the healthcare industry is that it facilitates the interoperability between healthcare
actors and systems (from healthcare databases, providing increased access to patient
medical records, to prescription databases and hospital assets) [91–93]. MedRec is
one of the first blockchain-based record management systems for Electronic Health
Records (EHRs). They use a blockchain that supports the use of smart contracts to
log patient-provider relationships associated with a medical record. They can also
define the viewing permissions and data retrieval instructions on external databases.
The blockchain does not store the data but hash values for data integrity checks.
Instead, they use a data exchange oﬀ-chain channel established between a patient
and a provider database. The blockchain is used to track the data and its evolution
throughout the life of the patient. Subsequent studies have focused on facilitating
access to the medical data by patients, providers and authorized third parties while
still keeping the patient information private. In [94], Vora et al. propose a blockchainbased framework for eﬃcient storage and maintenance of the EHRs. They consider a
larger system, including a database manager, which maintains patient health records,
and a cipher manager, which ensures the encryption and decryption of these records.
They define five contracts ranging from the classification contract that manages the
composition of the network to the permission contract that defines the access rights
to data. Once again, the blockchain is used to give the patient complete control over
their data and enable them to monitor the actions undertaken over it.

2.2.4

Inherent limitations of Blockchain

Blockchain technology is desirable for its key properties. First, it is decentralized,
fighting by design censorship and single points of failure. Then, it is transparent and
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open-source and rises against proprietary software from its conception. As an example,
the strength of Bitcoin lies in its community, who kept checking the source code of the
technology and suggested improvements over the years. Also, records are immutable
and cannot be changed unless the adversary takes control of more than 51% of the
network’s discriminating resource (which is highly unlikely).

Open issues and current drawbacks. There are still a number of challenges in
blockchain-based applications, for example in terms of scalability [26], performance [27],
privacy [95] and security [28]. This led to a huge surge in the interest toward blockchain
and the development of blockchain-based systems in recent years, as shown by the
increase in the number of blockchain-based cryptocurrencies. A recent proposition for
tackling these challenges while still promoting interoperability was formulated by Back
et al. in 2014 [43]. They named their technology sidechains.

Sidechain. Back et al. first presented the concept of sidechains in [43] to address
some of the Bitcoin blockchain shortages [13, 96, 97]. The application primarily focuses
on providing flexibility in trade-oﬀs (scalability vs decentralization, security vs cost)
to adapt the Bitcoin blockchain to the considered use case. Also, it is supposed to
contribute to enlarging its scope of application to smart contracts, for instance, and
developing new features such as privacy-preservation or censorship-resistance (e.g. use
of ring signatures [98, 99]). Lastly, the authors observe that the technology is a closed
environment in which the same set of algorithms safeguards assets. Extending the
Bitcoin blockchain with sidechains would reinforce its security as low-value or highrisk transactions could be made outside the main chain. A sidechain is a secondary
blockchain connected to other blockchains through a two-way peg mechanism. A twoway peg is a mechanism by which assets are transferred from the mainchain to the
sidechain and back at a fixed or pre-deterministic exchange rate. The sidechain may
have its own protocol and implementation, which can be completely diﬀerent from the
main blockchain. This versatility enables the design of other functionalities. Users that
already own assets on the main blockchain can access those features by transferring
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some on the sidechain. Besides, the sidechain is isolated from the mainchain. Therefore,
if it is subject to an attack or a cryptographic fault, the resulting damage is entirely
circumscribed to the sidechain environment itself.

Figure 2.5: Illustration of a two-way peg [1]

Two-way peg. Sidechains rely on a two-way peg mechanism for locking and unlocking coins from and to the mainchain. According to Singh et al. 2020 state-of-the-art
review [1], there are three major design choices proposed in the literature to implement
two-way pegs. The first one, labelled centralized two-way peg, is also the simplest and
relies on a trusted third party to lock the assets when transferred back and forth the
mainchain (Figure 2.5). The main drawback with the latter proposition lies in the
presence of the trusted third entity that comes with its flaws: it is a centralized authority in a decentralized system that leads to a conflicting design policy. Moreover, it
introduces a single point of failure and facilitates censorship. An improvement over the
previous design is the federated (or multi-signature) two-way peg model. The diﬀerence
sits in the authority that holds the assets in custody. Instead of relying on the power of
a single node, the authorization process is delegated to a majority of federated entities.
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These are designated beforehand to control the lock-box and must agree for this transaction to be processed. While this method improves upon the previous one, it is not
optimal in practice as the group of regulators is often small. Moreover, the assets may
be stolen from the lock-box if the majority of the federated nodes is compromised [100].
That is the reason why the third model was developed. Simplified Payment Verification
(SPV) enables “a lightweight client to prove that a given transaction is included in a
legitimate block of the longest Proof-of-Work blockchain without downloading the entire
chain”. The idea behind the SPV proofs is to remove the middlemen and empower a
node to prove directly to another one the claim that it owns some specific assets. The
disadvantage of an SPV-based design is the slowness of the chain (the user needs to
wait for confirmation and reorganization periods before having access to its assets).
Smart Contracts. The most popular sidechain platforms were designed to provide flexibility, scalability, and interoperability between existing blockchain networks.
Hence, it is no surprise to notice that most handle smart contract programming.
According to the current literature, a smart contract is “a computerized transaction
protocol that implements the terms of the contract”. The term was first introduced in
1994 by Szabo, who initially defined a smart contract as
“a set of promises, specified in digital form, including protocols within which
the parties perform on these promises” [101]
In the context of blockchains, we adopt Wang et al. ’s definition:
“a smart contract is an executable code that runs automatically on the
blockchain by consensus nodes without any trusted third party” [102]
Some examples of platforms that support smart contract development include the
POA Network [103], and RSK [104]. The POA Network is said to facilitate the development of decentralized applications from Ethereum to its native environment. Famous use cases focus on dealing with the scalability and high gas consumption of the
Ethereum network. However, the architecture of the POA Network and the restricted
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number of validator nodes lead to centralization and generate governance issues. RootStock is also an attractive candidate: it is an open-source sidechain pegged to the
Bitcoin main-net and supports the execution of smart contracts. It is mainly used
in Decentralized Finance (DeFi) for retail payment systems, supply chain traceability,
and digital identity management. However, the major drawback of this solution lies in
its non-openness.

2.3

Thesis’ objectives

As we have seen over the previous paragraphs, vehicular communications contribute
to better safety and eﬃciency in the ITSs by facilitating the sharing of traﬃc-related
information. However, safety often comes at the expense of poor security and privacy.
Indeed, vehicular communications disclose rich details on road users and their mobility
habits. It is mainly the case with DENMs that are relayed through the DEN basic
service.
About the DENMs. The RHW application comprises multiple use cases with the
common objective to improve safety on the road and traﬃc eﬃciency by using available
communications, namely V2V and V2I. The ETSI-TC-ITC is a document that defines
the decentralized DEN basic service towards the support of the RHW application.
The DEN basic service is an application support facility provided by the facilities
layer (Figure 2.2). It constructs, manages and processes the DENMs via an Intelligent
Transportation System Station (ITS-S) application.
The structure of a DENM is presented on Figure 2.6. It consists of two main blocks
of data: the header, and the body. Road users’ privacy is threatened due to the field
ActionID, in the body block. The ActionID value indeed contains the StationID data,
which is unique for each vehicle.
Requirements. In this thesis, we present an alternative approach based on blockchains
and distributed cryptography that meets the three following requirements:
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Figure 2.6: Detailed overview of the structure and data contained in a Decentralized
Environment Notification Message (DENM)
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1. Vehicular communications are anonymous;
2. Vehicular communications are traceable;
3. No TTP is required during the setup of the infrastructure.
Indeed, the ITS and the blockchain network present similarities: a decentralized
nature, transient components and communication links, untrustworthy peers. The
mapping between the two layers, illustrate in Figure 2.7, can be explicit as follows.
It seems fair to assume that full nodes in the blockchain layer can handle the role
of an infrastructure node and provide the same services as an RSU, as they possess
the required amount of resources. Similarly, light nodes can be played by the vehicles
as they both lack computational and storage resources. Moreover, their connection
with their respective network is transient either because of their physical or, in time,
mobility.

Figure 2.7: A layered overview of the proposed framework

Objectives. We suggest to replace the ActionID field with a new anonymous-yettraceable parameter. To be more specific, this parameter is a signature obtained via
the execution of a new group signature scheme of our design. Hence, the objective of
the thesis is to build the blockchain-based cryptographic framework that will enable
this replacement while still enforcing the stated requirements:
1. “Vehicular communications are anonymous”: The new parameter should not reveal the user/station identity nor be linkable to past values of this parameter.
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2. “Vehicular communications are traceable”: The new parameter should be:
• authentic: a valid value implies that the message sender deliberately generated it for the associated message;
• unforgeable: only the sender can give a valid value for the associated
message;
• non-reusable: this value cannot be attached to another message;
• non-repudiable: the sender cannot deny having generated this value for
the associated message;
• integrity: the value ensures the content of the associated message has not
been modified.
3. The absence of the TTP implicitly means that anyone can be eligible to be an
RSU. The collection of safety and non-safety messages sent by many vehicles
requires the deployment of a considerable number of RSU stations in diﬀerent
locations. This can be very costly, and it is not clear who will fund this installation. The idea here is to develop the concept of RSU-as-a-service, which should
present with the following characteristics:
• distribution: the group of nodes that play the role of an RSU is decentralized
and not controlled by a TTP;
• the addition/deletion of a node in this group or any other action on or by
the group is traceable, and this historical data is public and immutable;
• when non-safety RSU services are requested, the decision to provide the
service or not is subject to a group consultation and requires a broad consensus.
Organisation. Stemming from the previous analysis, it appears that using a blockchain
may naturally answer some challenges. In addition, we would like to suggest that the
ActionID value be replaced by a blockchain-based anonymous-yet-traceable group signature, called DOGS. In the remaining of the thesis, we will therefore analyze the
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privacy risks incurred by vehicular communications (Chapter 3). Then, we propose
a blockchain-based cryptographic framework, built up around DOGS, to address the
identified threats (Chapters 4,5 and 6).
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“I have not failed. I just found 10000 ways that won’t work.”
— Thomas Edison

In this chapter, we introduce three main primitives from distributed cryptography which are building blocks of our protocols in the later sections. Namely, we review:
group signatures in Section 3.1, distributed key generation protocols in Section 3.2 and
threshold encryption schemes in Section 3.3. For each scheme, we recall their definition, and the diﬀerent axes of improvement followed over the years. We present some
use case literature that illustrates their prevalence but also their limitations in terms
of centralization and privacy. Then, we focus on two main features lacking in the traditional constructions of these primitives: the distribution of these primitives via the
use of blockchains; and the trade-oﬀ between privacy and accountability in distributed
49
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versions of these primitives.

3.1

About Group Signatures and Decentralization

We start with group signature schemes. We recall their standard definition [34], and
discuss several improvements that were proposed over the years. We discuss the literature that focuses on distributing the opening functionality and related challenges.
Finally, we analyze the most recent works in blockchain-based group signature schemes.

3.1.1

Definition and history

Group signature schemes were first introduced in by Chaum and van Heyst [32] as a
generalization of the notion of membership authentication. The new primitive enables
a user, also referred to as group member, to convince a verifier that he belongs to a
certain group, without revealing his identity. This construction presents three features:
1. only members of the group can sign messages;
2. the receiver can check the validity of a group signature but cannot discover the
identity of the signer;
3. and if necessary, the signature can be opened and reveal which group member
signed the message.
Their paper details four constructions, from the most naive version, in which each
group member gets a list of identities to use, to more intricate ones, as, for instance,
the fourth proposition that leverages zero-knowledge proofs [105]. Each construction
relies on a TA and defines two protocols: the confirmation protocol on one side, which
enables group members to claim a signature, and the disavowal protocol on the other,
which allows them to deny a signature.
From 1991 to approximately 2003, group signatures have been extensively studied.
Several schemes have been proposed either to improve the performance [106–108] of
the original proposition; or to provide additional functionalities compatible with the
dynamics of the groups [107, 109, 110], such as the revocation of users or the addition
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of group members with time.In [107], Camenisch and Stadler focus on improving the
eﬃciency of previous group signature schemes. The first improvement results in a public
key of constant size instead of linear in the size of the group for previous constructions.
The second concerns the dynamic addition of new group members. In previous works,
it was necessary to modify the public key of the group to allow new members in.
To address both flaws, they use eﬃcient proofs (also called signatures) of knowledge
of Double Discrete Logarithms (DDL). The security of the scheme unfolds from the
intractability of the Double Discrete Logarithms Problem (DDLP), which asks that
an opponent should solve the Discrete Logarithm problem twice. The resulting group
signature is an encryption of the membership key of the signer and proof that they
know a valid membership certificate. Another line of work consists in addressing the
revocation issue. Bresson and Stern propose the first group signature scheme targeting
this open problem [109]. More specifically, they improve on [107] and propose to use
a Certificate Revocation List (CRL) maintained by the group manager to advertise
recently revoked public membership keys. In that case, signers must prove, in a zeroknowledge fashion described in their paper, that their membership key contained in
the signature is not present in the revocation list. The presence of a CRL addresses
the previous issue of practicality, as it does not require the intervention of the group
manager during signature verification. Moreover, it respects the requirement of forward
secrecy as the group manager does not have to reveal extra information about the
revoked member — other than its revoked status — that may link its identity to past
group-signed messages. Indeed, in this case, the forward secrecy property asks that
all signatures are generate independently, hence, that opening one of them does not
reveal additional information on other non-opened signatures. However, the signature
size increases linearly w.r.t. the number of revoked members. Moreover, the method
requires that the verifier possesses an up-to-date version of the CRL before verifying
new signatures, otherwise it may accept signatures from revoked members. Providing
a constant-size revocation mechanism remained an open challenge up until 2014 [111].
In 2003, Bellare, Micciancio, and Warinschi gave a formal treatment of the security properties of group signature schemes [112]. The paper captures security ideas
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from previous works regarding unlinkability, unforgeability, collusion resistance, exculpability and framing resistance. They propose formal definitions for the notions
of full-anonymity and full-traceability. They explain how these two security properties entail the security requirements considered to that point. In addition, the paper
formalizes the group signature scheme GS as the combination of a digital signature

scheme, a public-key encryption scheme and a non-interactive proof system. They
extend their static definition of group signatures in [34] in which they present a new
system model composed of two authorities (the Issuer and the Opener) instead of one
(the Group Manager). This is so far the first step undertaken towards decentralization
in group signature schemes. Following the suggestions of previous studies, the group
manager becomes the Issuer and the Opener. The first authority is in charge of issuing
a membership certificate to new group members, while the second has the power to
open a signature and reveal the signer’s identity. This separation is proved to provide
more security in case the authorities are dishonest. In addition, the paper presents a
new model with strong formal definitions of security and construction of a dynamic
group signature scheme proven secure under the general assumption of the existence
of trapdoor permutations [113].
In the following paragraph, we will briefly describe Bellare, Shi and Zhang’s original work [34], denoted later on as the BSZ group signature scheme, as it will be
the basis for later improvements (developed in Chapter 4).Assuming the existence of
a digital signature scheme DS “ pKeyGen, Sign, Verifyq Existentially UnForgeable

under Chosen Message Attacks (EUF-CMA) [113], a public-key encryption scheme
AE “ pKeyGen, Enc, Decq INDistinguishable under Adaptative Chosen-Ciphetext At-

tacks (IND-CCA2) [114] and a simulation-sound non interactive zero knowledge proofs
of membership in Nondeterministic Polynomial time (NP) languages [115], Bellare et
al. describe the following algorithms for the construction of their group signature
scheme GS (the complete construction is recalled on Fig. 3.1):
• GKg is the initialization algorithm. A trusted third party TA must execute this
group-key generation algorithm to produce the triplet pgpk, ok, ikq, where gpk is
the group public key, ok the Opener’s private key and ik the Issuer’s private key
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(of which the corresponding public keys are broadcast to all).
• UKg corresponds to the user-key generation algorithm. One user can execute it
to obtain a personal public/private key pair pupkris, uskrisq which corresponds
to a temporary identity. After its execution, the user has a public identity now
authenticated by the local authority, namely the Issuer.
• Join, Iss are two joint algorithms respectively referring to the user requesting
to join the group and the Issuer answering. These are interactive algorithms
that result if the request is approved, in the addition of the user’s public key in
the registration table reg. At this point, the user has an authenticated personal
public identity (under the form of a certificate) and obtains from the Issuer a
signing key gskris. This step is what enables the traceability of users by linking
their personal public and private keys to a certified signing key. The Issuer is the
only entity able to associate both back together.
• GSig and GVf are respectively the group signing and group signature verification
algorithms.
• Open can be executed by the Opener only to open a signature and therefore
identify a signer.
• Finally, Judge is the algorithm used to determine if the proof generated after the
opening algorithm, claiming that a certain signature is associated with a specific
user, is correct or not.
While presenting the foundations of dynamic group signature schemes, Bellare,
Shi and Zhang overlooked the issues of group member revocation and length of the
signatures. Therefore, from 2003 to 2010, the research on group signature schemes kept
trying to improve its flaws. When it comes to eﬃciency, Boneh, Boyen and Shacham
focus on reducing the size of the signatures, to 200 bytes and oﬀer approximately the
same level of security as a regular RSA signature of the same length, through the use of
bilinear pairings [116]. Regarding the revocation problem, Boneh and Shacham improve
on the previous schemes by formalizing the concept of Verifier-local revocation (VRL)
and augmenting the scheme proposed in [116] with this new feature. The concept is
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Figure 3.1: Bellare, Shi and Zhang’s dynamic group signature scheme (later on referred
to as BSZ).

similar to CRL, however only a certain number of verifier nodes should have an upto-date list. The VRL system ensures, unlike in [109], that signatures are verified in
constant time despite the number of revoked entities.
Since 2010, group signature schemes have also benefited from lattice-based [117]
and quantum-based [118] cryptography in terms of eﬃciency (thanks to their parallelizable structure), post-quantum security and security from worst case assumptions.

3.1 About Group Signatures and Decentralization

55

Yet, in comparison, little work has been done towards a distributed opening functionality i.e. in designing a group signature scheme that would not require the presence
of a trusted Opener.

3.1.2

Toward a Distributed Opening functionality

Several studies have focused on enhancing a generic group signature scheme with a
distributed traceability functionality [119]. In particular, Ghadafi proposes a formalization of the notion of dynamic group signature with distributed traceability [37]. In
his paper, the author proposes to distribute the tracing authority (or also called the
opening authority) among a certain number  of “tracing managers”. The scheme relies
on a modified version of a distributed tag-based encryption scheme with public verification. The signature scheme is additionally said to oﬀer strong security requirements,
namely: correctness, anonymity, non-frameability, traceability and tracing soundness.
The scheme is proven secure in the standard model, it relies on bilinear groups and
related complexity assumptions.
A year later, Blömer, Juhnke and Löken propose a variant of the generic static
group signatures with distributed traceability [36] and claim it to be more eﬃcient
than Ghadafi’s construction [37]. They use a threshold public-key encryption scheme
to distribute the opening functionality by splitting the Opener’s secret key into shares.
As opposed to the previous proposition, Blömer et al.’s scheme is secure in the random
oracle model and builds on Boneh, Boyen and Shacham’s proposition [120]. Therefore,
the number of participants here is fixed, while it was variable in Ghadafi’s paper.
Both propositions present the same drawback. The main problem of centralization lingers: all the shares required to reconstruct the secret are stored in a single
place. Therefore, the opponent that compromises this entity gains the capability of
de-anonymizing any user. Indeed, while the opening authority is distributed (i.e. there
no longer is a single Opener secret key but multiple shares and each one is given to
one entity named tracing manager ), the computation of these shares is centralized and
executed by a “trusted third party” during the setup of the system (via the execution
of GKg algorithm [37] or Setup [36]).
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3.1.3

Applications of group signature schemes

The improvements of group signatures made them progressively more suitable to the
design of privacy-preserving systems and protocols.
The idea to use group signatures in voting systems started to emerge in 1999 with
Nakanishi et al.’s paper [121]. They propose to use a linkable group signature scheme,
in which anyone can determine whether two signatures were made by the same person,
combined with a secret voting protocol. In this particular case, the group signature
is supposed to be used only once as the linkability is obtained by committing to the
underlying secret key of the group member. Since the secret key is unique and attached
to a user during the entire execution of the voting protocol, then so is the commitment.
In the same line of work, Alshammari et al. [122] propose to combine a quantumentangled state and group signature scheme to detect cheating during the vote.
Another application of group signature schemes is illustrated by Bringer et al.’s work
on a new biometric-based remote authentication scheme [123]. The group signature
scheme is used during the authentication phase and takes as inputs the biometric data.
It contributes to the privacy of the scheme despite the use of personal identifiers.
However, the real playground in which group signature schemes reveal all their
capabilities relates to ITSs. The most recent works in the field relate to group signaturebased authentication [124? , 125] and associated topics such as the development of
eﬃcient, scalable and secure key distribution techniques [126, 127], or the design of
attack detection systems [128].

3.1.4

Blockchain-based Group Signature schemes

There are in general two categories of works on blockchain-based Group Signature
schemes. The first demonstrates how blockchain benefits from the use of traditional
group signature schemes. The second shows how using blockchain can improve group
signatures and address the issue of centralization.
In [129], Zhang et al. propose a group signature scheme used for the validation
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of blockchain blocks to address the inherent issues of blockchains, including doublespend attacks or selfish mining (Chapter 2). In this scheme, they use BLS signature
scheme [116] for their aggregation property. Therefore, they consider that a block is
valid if and only if it is signed with a valid group aggregate signature. This signature
is the result of the aggregation of group signatures produced by the members of the
group to which the block creator belongs. The idea is quite interesting when it comes to
blockchain-based mobile-edge computing as the consensus relies on the computational
puzzle. Indeed, since mobile devices are light nodes, it is easy to obtain enough computational power to rewrite the public ledger. Zhang et al.’s scheme may be considered as
an interesting mitigation technique. Another example on how blockchains can benefit
from group signatures is Gong et al.’s work. In [130], they focus on the practicality
of group signature-based techniques that target privacy protection. The authors propose a new scheme based on threshold group signature, with reduced computational
complexity. The threshold nature of the scheme implies that the resulting signature is
valid if formed by a threshold number of correct partial signatures. The end goal is to
protect user privacy in a mobile blockchain node network based on edge computing.
Here, the blockchain guarantees data security and helps establishing integrity assurance for the edge computing system. It also ensures that storage resources allocated
on edge devices are balanced and eﬃcient. The use of the threshold group signature
guarantees the property of traceability and coalition resistance. Wang also works on
improving some aspects of edge computing in [131]. He presents an edge computing
data storage protocol that leverages the blockchain and a group signature scheme to
provide data protection without relying on a trusted third party. However, since the
edge devices have limited computational and communication resources, alike [130], the
author’s goal is to reduce the complexity of group signatures while preserving their
security features. The paper describes a relaxed definition of Clarisse et al.’s short
group signature scheme [132] by removing the traceability property. In the protocol,
the blockchain acts as a platform through which users can request data storage and
access services. The Simplified Group signature (SGS) is used to authorize or not
the users’ requests. The traceability property is not ensured via the group signature
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scheme but captured at the network level and recording inside the blockchain.

Other studies instead use blockchains to improve group signature constructions.
Indeed, group signature schemes are widely used for eﬃcient anonymity and traceability. However, in an untrusted environment, previous propositions suﬀer from collusion
attacks between the two main authorities, called management center or Issuer, and
revocation center or Opener, which reduces the security of the scheme. That is why
Cao et al. propose to replace the Group Manager, or any third authority, with a
smart contract [133]. They leverage homomorphic encryption [134], distributed ElGamal proxy re-encryption [135] and group signatures to design a decentralized group
signature scheme under the form of four smart contracts. They use the Quorum consensus mechanism [136] which is an algorithm that uses a voting consensus technique
on a private blockchain. While the idea of replacing the group manager with smart
contracts is interesting in many ways, we are concerned about the feasibility of the
solution or the enhancement it proposes. In terms of feasibility, smart contracts, and
all the data it contains, are public, which therefore includes private keys for certificate
issuance. But once this key is publicly available, how do we prevent counterfeiting?
In the same line of work, Devidas et al. propose to decentralize the role of the group
manager and leverage the blockchain to support their Decentralized Group Signature
Scheme (DGSS) [137]. They improve on Lee et al. discrete logarithm (dlog)-based
group signature scheme and augment it by considering that a user no longer interacts
with a single group manager but with a set of managers. During the initialization of the
protocol, each manager issues a portion of certificate to the user to be used afterwards
during the signing algorithm. They are leveraging the Lagrange Interpolation theorem
inside the initialization algorithm for certificate computation and the identification algorithm, where managers pool their shares together to identify a signer. They adopt
a similar approach as the one pursued in DOGS. However, they are not interested

in the distributed setup phase that identifies and distributively certifies these group
managers.
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Conclusion In our first contribution DOGS, we develop a blockchain-based group
signature scheme with distributed opening functionality. Unlike other presented works,

we leverage DKG protocol, instead of traditional secret sharing protocols, to compute
the shares of the tracing authority’s secret key. The blockchain is used to support
the distribution of the Opener. We believe that, while the combination of DKG and
blockchain may add computational heaviness to the scheme, it frees the system from
any third authority (hence single point of failure) and improves the protocol’s security
in terms of anonymity while still providing traceability functionality.

3.2

Distributed Key Generation protocols related to
BAT ´ Key

In this section, we focus on DKG protocols. We recall the definition that we will used
in future chapters and the diﬀerent ways they have been enhanced. We discuss the
literature that focuses on anonymizing the participation to the protocol and related
challenges. And finally, we analyze the most recent works in blockchain-based DKG
protocols.

3.2.1

Definition and history

A DKG protocol is a cryptographic primitive in which multiple parties contribute to the
calculation of a shared public and private key set. For instance, it is extensively used
in threshold cryptosystems to perform secret sharing. It enables a set of n parties to
generate a pair of public/private keys jointly according to the decentralization defined
by the underlying cryptosystem. The advantage of such a protocol is that they never
have to compute, reconstruct or store the secret key in any single location. Moreover,
compared to traditional secret sharing schemes, a DKG protocol does not require the
presence of a trusted third party (usually called the dealer). The public key is the
public output of the protocol, while the private key is maintained as a virtual (since
no single party has full knowledge about it) secret that is shared through a threshold
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scheme. For dlog-based schemes, the DKG protocol is in charge of generating a secret
sharing of a random, uniformly distributed value x and revealing the value y “ g x

publicly. The first formal description of such DKG was provided in 1999, and revisited
in 2007, by Gennaro et al. [39].
In the following, we recall Gennaro et al.’s secure DKG protocol, denoted GJKRDKG protocol, and illustrated in Figure 3.2.
The generation part of the protocol starts with each party Pi performing a Verifiable
Secret Sharing (VSS), Pedersen-VSS [138], of a random value zi as a dealer and sends
1

two values to the other Pj ’s namely siÑj and siÑj . Each Pj verifies the shares it receives
from other parties. If the k th verification fails, Pj broadcasts a complaint against Pk
which is then checked by other Pi s. A party is qualified if and only if there are less than
t valid complaints against them. Finally, each party can construct the set of qualified
parties denoted QUAL and its share of the final common shared secret value as the
sum of the shares received from other Pj P QUAL. Formally the secret value is:
x“

ÿ

zi

is.t.Pi PQU AL

In the reconstruction of the secret value x, qualified parties are first asked to broadcast
their shares, which are checked for correctness, and which can then be combined, for
instance, via Lagrange interpolation to reconstruct x.

3.2 Distributed Key Generation protocols related to BAT ´ Key

Figure 3.2: Gennaro et al.’s secure DKG protocol (GJKR-DKG)
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3.2.2

Main results and enhancements of DKG

Over the years, DKG protocols have been improved to address their main limitations.
Earlier papers focus on the impracticability of the initial protocols when considering
large groups, e.g., Canny and Sorkin’s paper [139]. The authors present a sparse matrix
DKG for dlog-based cryptosystems that reduce both communication complexity and
the running time for the users participating in the protocol.
Recently, researchers essentially focused on addressing strong synchronization requirements [41, 140, 141]. While [41] describes a partially-synchronous DKG, [140] and
[141] goes a step deeper by presenting asynchronous DKG algorithms.
Other works instead target the high communication cost of the protocol. For instance, in [142], Gurkan et al. introduce a DKG protocol with aggregatable and
publicly-verifiable transcripts. Instead of considering braodcast communications, they
leverage a gossip-based dissemination protocol which reduces the verification and communication complexities.
To the best of our knowledge, anonymous DKG has not been studied in the literature. The anonymity property applies to the participation to the protocol. We focus on
protecting the anonymity of the participating peers when they broadcast their secret
during the VSS part of the protocol.

3.2.3

Applications of DKG

DKG protocols have been used to tackle real-world problems. For instance, in [41],
Kate et al. propose the first DKG protocol for use over the Internet. They formalize a
practical model for the Internet and adapt VSS scheme to improve its eﬃciency. The
improvement of DKG comes from the new VSS technique developed and contributes
to design a partially asynchronous DKG. In cloud storage, systems need to reduce the
amount of redundant data. In parallel, the users demand their data be encrypted to
ensure privacy. In [143], Duan tries to find a trade-oﬀ between the two aforementioned
conflicting requirements. To this end, the author leverages threshold signatures, distributed oblivious key generation and the developed security framework. The resulting
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protocol leverages DKG to remove the need for a centralized key server, reducing the
cost of infrastructure and security protections.
More recently, industrial control systems (ICS) have gained great attention, and
their security is highly important due to the impact of industrial system failures on
citizens. In [144], Kilinc et al. focus on the communication protocols of industrial
systems. Indeed, it is challenging to design secure protocols due to their limited resources. In this paper, DKG is used in the context of an ICS environment to improve
its robustness and the quality of the data it extracts.
Also, it is worth noting that Beullens et al. recently developed a DKG protocol in
the Quantum Random Oracle Model [145]. They focus on addressing the open issue of
robustly and securely performing a DKG in the very hard homogeneous space setting
without needing a trusted dealer.
Another recent area of vivid research is the design of blockchain-based DKG protocols as we will explain in the following subsection.

3.2.4

Blockchain-based DKG scheme

One of the first blockchain-based DKG protocols, called ETHDKG, was introduced by
Schindler et al. in 2019 [38]. It is an open-source smart-contract-based implementation of a DKG protocol for dlog-based cryptosystems. It leverages Ethereum’s smart
contracts as a medium of communication. It implements the traditional Joint-Feldman
DKG protocol enhanced with Neji et al.’s suggestions [146] to tackle biasing attacks.
It uses the Ethereum blockchain and smart contracts to dynamically define the set of
participating entities, incentivizes participation and penalizes adversarial behaviour.
However, since ETHDKG is built on top of Ethereum, the solution is no longer financially viable (in 2019, 1 ETH was worth around 200 USD; it costs 2500 USD as per
June 2021).
Arising from the diﬃculty of developing and deploying smart contracts on Ethereum
and the huge cost of execution, Lei et al. opted for a blockchain-based DKG protocol
that leverages Tendermint instead [147]. In the context of blockchains and cryptocurrencies, it is mainly used to provide a secure and more eﬃcient consensus algorithm
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compared to the traditional proof-of-work. Tendermint is an easy-to-use software that
facilitates the secure and consistent replication of an application on several machines
and can replace any consensus engine from other blockchain software. Compared to
ETHDKG, the proposition is more scalable.
Another contribution in the field of blockchain-based DKG is BADGER [148]. It
is an RSA [134] threshold signature system. Participants collaborate in a distributed
setup for a pt, nq´threshold signature scheme. The system leverages a distributed

ledger to enable communications between these parties. Similarly to ETHDKG, the authors also tie communications and subsequent actions to a single distributed ledger that
facilitates (by its inherent characteristics, including its public nature and immutability
properties) the auditability of the system. BADGER combines the threshold key generation scheme of Yung, Frankel and Mackenzie [149] with Damgård and Koprowski’s
RSA-based signature scheme [150].
Conclusion To the best of our knowledge, our second contribution BAT ´ key, is

the first description of a DKG protocol augmented with a blockchain for traceability
purposes, that provides anonymity to the parties during the establishment of a common
group key. Compared to previous works in which participants are not anonymous from
an external observer nor the other participating entities, our protocol is designed to
address this flaw. We insist on the necessity of providing a trade-oﬀ between the
anonymity of the participants and the traceability of their action to prevent coercion,
censorship, and cheating. Yet, like them, the protocol fits into the same line of works
where scalability is a major feature to consider.

3.3

Threshold Encryption with Anonymous Decryption

Finally, we conclude this literature review with a state-of-the-art on threshold encryption schemes. We recall the main definition we used in subsequent chapters, and
the diﬀerent ways they have been enhanced. We discuss the literature that focuses
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on anonymizing the participation to the decryption process and related challenges.
Finally, we analyze the most recent works in blockchain-based threshold encryption
schemes.

3.3.1

Definition and history

Threshold cryptosystems are first introduced by Desmedt in [151] as a continuation of
the independent works of Boyd [152] and Croft-Harris [153]. They are presented as a
mean towards fighting abuse of power by the government or any organization. Initial
schemes were meant to compute joint or threshold signatures such that the recipient of
the jointly signed message could only determine that the signature is correct. Later on,
Frankel proposes a scheme allowing t-out-of-n shareholders, i.e. entities that possess
a share of the secret key, to decrypt incoming ciphertexts. The basic scheme considers
a cryptosystem with two ‘clerks’ A and B, i.e. the decryption server and a source.
The idea is to split the message m to encrypt into tm1 , m2 , . . .u. All the mi with an

odd i will be encrypted with A’s encryption key, and all the mi with an even i with
B’s encryption key, before being transferred. In that way, neither A nor B is able to
reconstruct the message without the other’s collaboration. The scheme leverages an
ElGamal [154] public key encryption scheme and is further extended to a t-out-of-n
version.
One of the most popular definition of threshold encryption scheme is given by Shoup
and Gennaro in [155]. A t-out-of-n threshold cryptosystem consists of four algorithms
T E “ pKeyGen, Encrypt, PArtialDecrypt, Combineq defined as follows:
• pek, dk1 , . . . , dkn q – T E.Keygenp1k , n, tq: The key generation algorithm takes
as inputs the security parameter k, the number of decryption severs n and the

threshold parameter t. It outputs the public key ek and a list dk1 , . . . , dkn of
private key dk.
• c – T E.Encryptpek, m, Lq: the encryption algorithm takes a plaintext m, the
public key ek and a label L as inputs and outputs a ciphertext c.

66

Literature review

• ci – T E.PartialDecryptpek, i, dki , c, Lq: the decryption algorithm takes as in-

puts the public key pk, an index i, the private key dki , a ciphertext c and a label
L. Then it outputs a decryption share ci .

• m1 – T E.Combinepek, c, L, pc1 , . . . , cn qq: On inputs the public key ek, a ciphertext c, a label L and a list of decryption shares c1 , . . . , cn , the recovery algorithm,
also called combining algorithm, outputs a cleartext m.
From 2000, further work has been done to improve threshold encryption in terms of
eﬃciency [156, 157] (providing constant-size ciphertexts) and security (without random
oracles [158]) in the standard model [159, 160]. Other works focused on the dynamic
dimension of threshold encryption schemes, such as [161]. In this paper, Delerablée and
Pointcheval focus on enabling any user to dynamically join the system as a possible
recipient. They build on [156] to generalize the notion of threshold public-key encryption to the dynamic setting. The underlying encryption leverages a hybrid scheme
based on the combination of a Key Encapsulation Mechanism (KEM) and a Data Encryption Mechanism (DEM), also referred to as the KEM-DEM methodology [162].
The paper introduces a new security model and proves the scheme to be secure in this
model. However, it is still limited as it does not handle adaptative adversaries nor
chosen-ciphertext attacks.
Over the years, various underlying encryption schemes have been tried to support
threshold encryption: fully homomorphic [163–165], lattice-based [166]. More recently,
the research community has focused on using threshold encryption in diﬀerent use
cases.

3.3.2

Applications of Threshold Encryption

In [167], Baraani-Dastjerdi et al. present a secret voting scheme that leverages threshold encryption to preserve the privacy of participants, namely the voters, and ensure
the accuracy of the votes against any dishonest entity inside the system which can be
the voters themselves, the candidates, or the administrator. The threshold encryption
scheme used is a generic construction that leverages SSS [45] to distribute N partial
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encryption functions and keys to N candidates. The voting scheme assumes that each
ballot is encrypted and sent to the N candidates. Each candidate decrypts the ballot
and sends the result to the counter. Then, the counter computes and publishes the final
result. The scheme is proven complete, privacy-preserving and sound. Even though
the scheme may not be as practical as it is presented, it provides verifiability, fairness
and soundness of the voting process.
Threshold encryption is also popular in addressing the privacy issue of decentralized
cloud storage systems. For instance, in [168], Yao et al. propose to combine a threshold
encryption scheme with a secure decentralized erasure code to design a secure cloud
storage system. In this context, the use of threshold encryption prevents the collusion
attack (among storage servers and key servers), the stealing of partially-decrypted
ciphertexts (from more than a certain threshold number of servers), and even man-inthe-middle attacks.
Overall, threshold encryption is used in many applications requiring additional data
security [169, 170]. For instance, Chen et al. propose a threshold hybrid encryption
method to verify the integrity of cloud data without a trusted center. The underlying
encryption combines the Advanced Encryption Standard (AES) and Elliptic Curve
Cryptography (ECC) to promote encryption eﬃciency and guarantee the confidentiality
of data and keys. SSS is used to distribute the partial keys to a set of managers, which
replaces the trusted center during auditing. In case a manager fails to participate in
decryption, the threshold feature guarantees that others will be available to restore the
requested data, ensuring the robustness of the system.

3.3.3

Blockchain-based Threshold Encryption scheme

Threshold encryption is largely used in IoT-based environments, for instance, in the
context of data collection along diﬀerent trajectories to build a system capable of
superseding the GPS in urban areas. However, for the commercialization of such
systems, the designers must guarantee the trustworthiness of the location-dependent
input data and the privacy of the participants. This is the trade-oﬀ targeted by Kong
et al. in [171]. They leverage threshold encryption to develop a privacy-preserving
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location proof acquisition scheme. The primitive is used to hide the location proof from
owners such that the proofs can only be successfully verified with the collaboration of
at least a threshold number of users.
In [172], Yakira et al. present Helix, a blockchain-based consensus protocol for
ordering transactions among nodes in a distributed manner. It mainly focuses on the
fairness aspect of the ordering. Therefore, it leverages threshold encryption to obfuscate the transactions from the nodes, by design fighting censorship from other greedy
participants and ensuring fairness during the election of the validation committee.
Conclusion None of these works have proposed blockchain-based implementation of
threshold encryption, nor do they provide anonymity of the decrypting while peforming
collaborative decryption. Our third contribution T OAD is, to the best of our knowl-

edge, the first description of a blockchain-enabled threshold encryption scheme that
supports an anonymous decryption service.

Part II
Construction and analysis of the
framework
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4

Privacy and Accountability from an ideal

world to a practical setting

“Every great advance in science has issued from a new
audacity of imagination.”
— John Dewey

In this chapter, we start exploring the trade-oﬀs between privacy and accountability in ITSs. We present how, in a ideal setting all the involved third authorities
are trusted, a traditional group signature scheme can ensure this balance and meet the
stated objectives of anonymity and traceability (Section 4.1). Then, by reducing the
security assumptions i.e. by relaxing the trust model, we draw the limitations of the
proposed solution. In Section 4.2, we propose a new group signature scheme with a
71
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distributed opening functionality. The construction leverages a distributed key generation protocol and a public bulletin board to meet the same security requirements in
a stronger security model.

4.1

Group Signatures for the ideal setting

In this section, we first propose to use a basic group-signature-based authentication
scheme to control the DENMs’ validity in a privacy-preserving and accountabilityenhancing manner. We describe this ideal setup, i.e. the system and communications
models are perfect, and describe the adversary considered. We present our objectives
and detail our approach to meet them. We detail the construction of the new-DEN
messaging pattern and describe how the group signature scheme fits inside these ITS
messages. We analyze the proposed protocol and draw its limitations when the security
assumptions are relaxed.

4.1.1

The setup

Figure 4.1 illustrates the system model. It is delimited by a geographical area also
referred to as Region of Interest (RoI). The system is composed of one TA, an RSU,
and a group of OBUs. We assume that both the TA and the RSU are fully trusted.
The OBUs are also trusted as sensors. If an OBU is deviating from the protocol, we
consider it as compromised by the adversary.

Figure 4.1: Illustration of an ideal system model with one Trusted Authority, one Roadside unit and a set of On-Board Units.
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Communication model. We focus on the Decentralized Environmental Notification
messaging pattern and assume that all broadcast messages follow the DENM construction, as shown in Figure 2.6. We consider that all parties have access to a shared public
and authenticated communication channel. We assume that the RSU provisions a view
of the broadcast messages in their order of arrival. Doing so provides synchrony in the
sense that any message broadcast during one of the protocol phases can be accessed
through the RSU database by all other parties before the next phase starts. Each
vehicle is denoted Vi , with i an integer that varies from 1 to N the total number of
vehicles in the system. The Vi s are identified by a unique authenticated identifier Idi
(e.g., given by the manufacturer and certified by a trusted authority). For the sake
of simplicity, we assume that Idi “ i. Vi possesses a long-term public/private keypair
denoted ppki , ski q (this keypair is associated to i and can be certified by the automotive
authorities).

Adversary Model. We consider an adversary that is inside the ITS. As such, it is
an authenticated member of the network that can communicate with other members.
Moreover, the adversary is active, i.e. it can generate packets and send them over
other ITS nodes. We consider that the adversary is rational, and this characteristic
implies that its attacks are directed. This type of adversary usually does not aim to
harm the network members but rather seek personal profit. In our case, for instance,
the adversary’s capabilities can express as two profiles of attackers.
Attacker 1. The first category will try to breach the anonymity property of
the system, i.e. to infer the identity of the participating ITS nodes. Therefore,
the attacker, denoted A1 , can perform de-anonymization attacks (i.e. intercept a
message and identify the signer). Such attacks usually consist in eavesdropping
and recording all communications in the system for further analysis.
Attacker 2. The second category will try to escape the traceability property
of the system. To this end, the attacker A2 can perform key recovery attacks or
forgery attacks (i.e. create a signature that would defeat the opening procedure
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or frame a legitimate user). Such attacks consist in not using the proposed
messaging pattern to escape the tracing authorities.

4.1.2

Objectives and approach

Our objectives in this chapter are twofold. Firstly, we want to improve the privacy of
the ITS nodes. More specifically, we focus on anonymizing vehicular communications
to prevent the adversary from inferring the identity of the communicating parties.
Secondly, we want to guarantee the accountability of the ITS users. To this end, we
concentrate on tracking the OBUs actions and messages. In the following sub-sections,
we explain how we approach this challenge.
Approach.

The definition of privacy depends on the context. Traditionally, it represents someone’s
right to keep their personal matters and relationships secret. It essentially relates to
the information generated by (e.g. conversations, purchases) and from (e.g. medical
records, credit card trails) a human being. In the age of digitization, this translates
into information privacy also called data privacy. In [173], Turn and Ware explain
that:
“Privacy is an issue that concerns the computer community in connection
with maintaining personal information on individual citizens in computerized record-keeping systems. It deals with the rights of the individual regarding the collection of information in a record-keeping system about his
personal activities, and the processing, dissemination, storage, and use of
this information in making determinations about him.”
Information that could identify individuals is referred to as Personally identifiable
information (PII). In the case of ITSs, the vehicle’s unique identifier is considered as a
PII.

4.1 Group Signatures for the ideal setting

75

With the massive development of technological innovation, information privacy is
becoming increasingly complex as data is being collected and exchanged by so-called
smart objects (e.g., smartphones, smart watches, smart cars). The technology gets
more sophisticated and invasive, leading to extremely intricate data use and an everincreasing diﬃculty to protect them (eﬃciently). The notion of privacy is closely related
to another important property, known as anonymity.

Anonymity. The first attempt to formally define anonymity dates back to 1998,
with Reiter and Rubin’s Crowds system [174]. Their new approach for increasing the
privacy of web transactions was based on hiding one’s actions within the actions of
many others. Consequently, they define the degree of anonymity as the probability
that an intruder can successfully map a player to its original action. Therefore, to
ensure anonymity, their system requires an appropriate set of subjects with the same
attributes. That is, the anonymity property can be viewed as un-identifiability of a
subject within a set of subjects, also referred to as the anonymity set.

Accountability. Yet, most distributed systems must continue working even in case
of failure or attack. This is known as the robustness property. For instance, an ITS
should demonstrate robustness to comply with the safety requirements. In such systems, accountability is often considered as an improvement of robustness. Indeed, the
accountability property ensures that malicious entities are identified and removed from
the system, i.e. it incarnates the robustness of the traceability mechanism even in
the presence of faulty/malicious entities. Accountability relies on the auditability of a
system, i.e. on the production of secure, tamper-proof, transparent records of actions
pertained by identified nodes inside the system. To provide these logs, distributed
systems traditionally implement a tracing mechanism.
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Method.
We suggest using group signatures to provide both privacy preservation (under the
form of anonymity within a group) and accountability of the anonymous nodes. In Figure 4.2, we present the new DENM structure. We propose to modify the field ActionID,
in the body block. Indeed, the original ActionID value contains the StationID data,
which is unique for each vehicle (as shown on Figure 2.6) and constitutes a privacy
threat. In the new-DENM structure, the field has been replaced by a group signature,
applied on the header value, and issued by the corresponding station. This replacement
adds a communication overhead that corresponds to the diﬀerence in size between the
ActionID value and the group signature scheme chosen (explored in more details in
Chapter 7).

Figure 4.2: Overview of the proposed new Decentralized Environmental Notification Message strucutre.

Definitions.
Consequently, the aforementioned objectives imply that the chosen group signature
scheme presents the following four desirable features: correctness (of the group-signaturebased scheme), and its anonymity, traceability and non-frameability properties. They
are defined as follows. Let

denote the security parameter.
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Definition 1 (Correctness). The correctness property guarantees that signatures issued
by honest users:
i) should pass the verification,
ii) should trace to the correct issuer if opened with the Opening key, and
iii) the proof output by the Open process should verify the Judge algorithm.
Definition 2 (Anonymity). Let U0 and U1 be two honest registered users, and

a valid

signature issued by Ub for some b P t0, 1u. The anonymity property requires that no
Probabilistic Polynomial Time (PPT) adversary A can guess b with non negligible (in
) advantage.

Definition 3 (Traceability). An adversary breaks the traceability property if she succeeds in creating a valid signature

such that either:

i) no registered user can be identified when

is legitimately opened,

ii) the proof, produced by an honest opening, revealing that
not convince the Judge algorithm.

belongs to user U , does

Definition 4 (Non-frameability). Finally, the non-frameability property requires that
no PPT adversary A can create a valid signature that would trace to an honest user if
opened unless this user has eﬀectively issued it.

In the following sub-sections, we illustrate the proposed GS-based new-DEN mes-

saging protocol and how it provides the targeted properties. We will analyze it and
draw its limitations to justify the construction of a new primitive, called DOGS, that
will be presented in the next section.

4.1.3

Description of the new-DEN messaging pattern

Group signature schemes and corresponding literature review are presented in Chapter 3. In this section, we choose a traditional dynamic (meaning that the addition
and revocation of users can be done during the execution of the protocol) group signature scheme for dlog-based cryptosystems as defined in [34]. We note here that the
choice of BSZ construction in place of any other has been made based on the explicit
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descriptions of each algorithm constituting the group signature scheme, and of the
surrounding security framework that matched our greater applicative context. From
our standpoint, we see no objection to using another discrete-logarithm-based group
signature scheme. Yet, a thorough analysis of the said construction would be necessary
to further conclude.
BSZ construction consists in the following tuple of algorithms: pGKg, UKg, Join,

Iss, GSig, GVf, Open, Judge q. The RSU plays the role of the Group Manager (GM)
i.e. it embodies both the Issuer and the Opener authorities. Therefore, it is in charge

of the registration of the group members and issues them certificates allowing them
to use the signature scheme. Moreover, it ensures the accountability property as it
can de-anonymize the group signatures - to open them. In the following subsections,
we describe the use of a group signature scheme within an ITS from the setup of the
scheme to its actual usage.

1 Setup. The RSU executes the GKg function of the group signature scheme GS.

It generates two pairs of keys: pipk, iskq for the issuing feature; and popk, oskq for the
opening feature. The RSU forms the group public key gpk “ ppp, ipk, opkq which con-

tains the public parameters pp (i.e. the parameters of the GS’s underlying primitives)
and its public keys for certification and opening. Then, it advertises (broadcasts) gpk

to the OBUs in its RoI and publishes the same values onto its public database for free
access.

2 OBU Registration. Each OBU needs to generate a personal and temporary public/private keypair pupki , uski q and get it certified for further use during the subsequent

steps of the protocol. Indeed, instead of using their long-term identifiers pi, pki , ski q,

the OBUs create some temporary credentials that are linked to their true identity only
inside the RSU’s registration table reg. The OBUs execute the UKg function and obtain
pupki , uski q. Then, they engage in the Join/Iss joint protocols with the RSU. Each
vehicle Vi uses its long-term keys to sign the temporary ones: sigi “ Sigpki puski q where
Sig is the underlying signature scheme. Then, Vi sends pi, pki , ski q and ppki , sigi q to
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the RSU as a request for registration. The RSU checks that sigi is correct with the
corresponding verification algorithm Vf. If so, it computes the certification certi “ Sig
sks pxi, pki yq

and sends it back to Vi . In parallel, the RSU adds pi, pki , ski , sigi , certi q to

its private registration table reg.

3 OBU Signing. Upon successful registration, the registered OBUs can use the
group signature scheme. Consider the hazard defined by some characteristics related
to the decentralized situation and its management. When Vi needs to inform the
network about this hazard, it will form a new-DEN message. The DEN basic service
will fill the new-DEN template similar to what it was doing previously. Namely, the
only thing that changes is the ActionID field. Instead, it will replace the StationID
value by the group signature gsi of the OBU. This signature is obtained by applying
the group signature algorithm GSig to the header of the new-DEN message.

4 OBU Verifying. Other OBUs and the RSU can verify that the signature gsi
is correct by employing the GVf routine. To this end, the proof contained in gsi “

pC, ⇡1 q is checked via the verification algorithm of the underlying zero-knowledge proof
algorithm as V1 pgpk, m, gsi q where m is the header of the broadcast new-DEN message,
and pV1 , P1 q is one of the two Non-Interactive Zero Knowledge (NIZK) proofs systems
used in the BSZ group signature scheme (as defined in Chapter 3, Figure 3.1).

5 Opening. In case of dispute, i.e. if there is a contention between several ITS
entities about a specific message, the RSU can open the signature with the Open algorithm. In that case, the RSU parses the group signature as gsi “ pC, ⇡1 q. It decrypts

C into xi, pk, cert, sy and checks if the identity i is in the reg table. Then it checks the
proof ⇡1 , and if all are correct, it reveals i and a proof ⌧ that the verification process

was correct. The proof ⌧ contains now public information such as uski and sigi but
also the proof ⇡2 generated with the second set of NIZK proofs system pP2 , V2 q used in
the BSZ group signature scheme (as defined in Chapter 3, Figure 3.1).
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6 Judging. This proof ⌧ is generated to prevent any colluding RSU from opening a
signature onto another identity than the signer’s one. The OBUs can check the result
of the Open function with the Judge function and all the other available data.

4.1.4

Analysis of the GS-based new-DEN messaging protocol

In the following paragraph, we will demonstrate that the replacement of the StationID
value by the GSig value improves the privacy and accountability properties of the DEN
basic service. Hence, we show that the aforementioned attacks 1 and 2 can no longer
be performed, and then we extend the proof to a more general setting.
Attacker 1. We already ascertain that the StationID field was the one responsible
for the privacy breaches during the broadcast of the DENMs. Since the new-DEN
message template replaces the StationID by the GSig value, the privacy-preservation
is ensured by the anonymity of the underlying group signature scheme.
Attacker 2. The GSig value is a signature. Since the group signature scheme chosen is non-frameable, traceable, and anonymous, the probability that the adversary
successfully generates a correct group signature that does not link back to them is negligible. Therefore, the only way to escape traceability would be not to sign messages.
However, messages that are not signed would simply be discarded.
More generally, let us assume the existence of a dynamic group signature scheme
that is anonymous, traceable and non-frameable [34], denoted GS “ pGKg, UKg, Join,
Iss, GSig, GVf, Open, Judge q. In the following, we define more formally the notion
of privacy preservation and accountability that were presented in previous sections.

Also, we consider that the privacy of users is protected if a stronger security notion is
ensured, namely the unlinkability property defined as follows.
Definition 5 (Unlinkability). Let M “ pm1 , . . . , mk q be a list of k broadcast new-DEN

messages such that exactly 2 of them have been sent by the same node. The privacypreservation property requires that no PPT adversary A, with the knowledge that the
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same user broadcast exactly two messages, can guess which messages with non-negligible
(in ) advantage.
Definition 6 (Valid new-DEN message.). A new-DEN message is said to be valid if and
only if all the fields inherited from the initial DENM satisfy the original requirements
AND the GSig value is correct.
Definition 7 (Accountability). Let m0 be a broadcast new-DEN message. The accountability property requires that no PPT adversary A can generate a valid m0 which
does not link to its identity with non negligible (in ) advantage.

Theorem 1. If GS is anonymous, traceable and non-frameable, then the proposed
new-DEN messaging protocol is correct, privacy-preserving, and accountable.

Proof. The adversary is the only malicious node in the network; by assumption, it
cannot compromise other nodes. Thus, it is not able to reduce the size of the set M

of broadcast new-DEN messages. The GM is honest; therefore, the opening secret key
osk is secure and kept private.
Correctness. The structure of the DENM has not changed except for the group
signature field. Yet, the chosen scheme is provent correct. Thus, the new-DEN messages
issued by honest users are valid.
Privacy-preservation. By the assumption that the GS is anonymous, it directly
unfolds that two group signatures generated by the same user are not linkable to

each other nor to the signer. The proposed new-DEN messaging pattern is privacypreserving.
Accountability. Since GS is traceable and non-frameable, the adversary cannot generate a group signature that opens onto another legitimate user. Therefore, it directly
unfolds that the adversary cannot generate a new-DEN message that links back to
another legitimate user. The proposed new-DEN messaging pattern provides accountability.
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4.1.5

Limits

The major limitation of the proposed messaging protocol lies in the strong security
assumptions used to build it (including the full trust in the GM, the limited capabilities
of the adversary). When we relax these assumptions to obtain a more practical setting,
for instance, by considering that the GM is honest-but-curious, or that the adversary
can compromise a certain number of nodes, the security requirements do not hold
anymore. Indeed, let us consider that the adversary can compromise the RSU, and
therefore the GM of the group. This would lead to catastrophic damages in terms of
availability (e.g., the RSU can apply censorship and perform denial of service attacks),
privacy (e.g., the RSU can arbitrarily open signatures and reveal the identity of the
signers), and accountability (e.g. the RSU can collude with greedy users and change
the group signature into one of another legitimate node).
In the following section, we propose a new group signature construction to address
the aforementioned flaws.

4.2

A new group signature construction: DOGS

In this section, we present our first contribution. It builds upon a traditional dynamic group signature scheme combined with threshold cryptography to decentralize
the GM role while ensuring the targeted accountability and privacy requirements. More
specifically, it augments the original group signature construction with a distributed
key generation mechanism for dlog-based cryptosystems and a public bulletin board.
Below, we describe the new system and adversary model. We present the approach
and the method chosen to construct this primitive. Then, we detail each step of
the DOGS-based new-DEN messaging pattern and analyze this proposition w.r.t. the
privacy-preservation and accountability security requirements.
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The new setup

Figure 4.3 illustrates the new system model. It is composed of one TA, a group of RSUs,
and a group of OBUs. It is not viable for the adversary to focus on compromising the
OBUs because the ITS is transient, i.e. the topology is always evolving. Instead, the
adversary targets the only stationary points: the RSUs.
Adversary Model. We consider the same type of adversary as described in Section 4.1. The adversary is an active insider node, and it is still rational as its goals
are to escape traceability or breach users’ anonymity. However, the adversary can now
corrupt a limited number t of RSUs with t † p{2, where p is the total number of

RSUs deployed. Yet, the adversary is static, meaning that it cannot corrupt any
additional the opening parties during the opening phase.

Figure 4.3: Illustration of the new system model with one Trusted Authority (TA), a
group of Roadside units (RSUs) and a group of vehicles (OBU).

Communication Model. Instead of relying on the RSU for synchrony and logging
functionality, we assume the availability of an append-only web bulletin board as
it is defined by Heather and Lundin in [175]. A web bulletin board system typically
involves the online board, reader and writer entities. Its aim is to allow various parties,
called the writers, to publish some information so that other nodes, the readers, can
access them. The board is usually said append-only in the sense that once something is
published, it can never be removed or altered. In our case, a node can be both a writer
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and a reader. In our proposition, we assume our append-only web bulletin board to
satisfy the following properties. The web bulletin board has:
i) unalterable consistent history, which implies that whenever a reader retrieves the
contents of the board at two diﬀerent times, it is able to check that the content
of the board at time t0 is the same at time t1 expect for possibly newly appended
messages.
ii) certified publishing, meaning that whenever a reader retrieves the contents of
the board, he can either detect corruption of the board, or have proof, for each
message on the board of the origin of the message and the origin’s intention of
publishing its message at this point in the board’s sequence of messages.
iii) timely publication, which ensures that newest messages are appended with timestamps that are greater than the timestamp of the last message inserted in the
board.
The messages that transit within the network are also published onto this bulletin
board under the form of transactions and have the same structure: [label, payload,
G-sig]. The label field informs the users in the public network to which stage of the
protocol the transaction belongs to. The payload contains utility information and its
structure depends on the label. The G-sig contains the group signature value issued by
the algorithm GSig on the original identity of the publishing node. This field is used to
filter, authenticate and trace the transactions (filtering: an incorrect group signature
should lead to the rejection of the transaction; and tracing: a correct group signature
always traces back to an identified user).

4.2.2

Objectives and approach

In the following, our objectives are essentially the same as previously, namely we still
focus on providing privacy and accountability in vehicular communications. Yet, in
addition, we want to alleviate the power of the RSU. To this end, we propose a new
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construction of a group signature scheme and demonstrate that the new primitive is
also anonymous, traceable and non-frameable.
Approach.
We aim at censorship resistance through distribution. Similarly to [34], we suggest
splitting the role of the GM, played by the RSU in our group signature scheme. We,
therefore, consider one Issuer, role ensured by TA, and a set of sub-Openers, played by
the RSUs, to replace the Opener entity.
Method.
We base our construction on the BSZ group signature scheme [34]. To distribute the
role of the Opener onto a set of RSUs, we use GJKR-DKG protocol [39] to generate the
opening public/private key pair (as introduced in Chapter 2).

4.2.3

Description of DOGS

There are three phases in DOGS:
Phase 1 “Distributed Generation of the Opening Keys”,
Phase 2 “Inter Communications and App-related event logging” and
Phase 3 “Auditing and Identification”.
We transpose them into five distinct modules (Fig. 4.4) namely Bootstrapping,
Opening Keys (OK) Generation and Registration (phase 1), Application (phase
2) and Audit (phase 3).
Algorithms and their usage. Users evolving in the system become group members
by engaging in the Join{Iss joint protocols with the Issuer. They can become subopener authorities and participate to the opening process if they own a share of an
Opening secret key. The scheme is specified as a tuple DOGS “ pGKg, dOKg, UKg,
Join, Iss, GSig, GVf, Request, Collaborate, dOpen, Judge q of PPT algorithms
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Figure 4.4: DOGS Workflow diagram

(Algorithms 1, 2, 3, 4, 5), whose intended usage and functionalities are presented in
this section.
Phase

Module
Bootstrap

Algorithm
GKg
sharing

Opening Keys
(OK) Generation Request

share_verification

Claim

claim_verification

Claim Verification
Key Publication

dOKg

1
Opening
Keys
Generation

key_derivation

Registration

2

3

Type
Bootstrap

Application

Audit

UKg

none

Join
Iss

Joining
Request
Issuing Reply

GSig

Signature

GVf

Verification

Request

Open Request

Collaborate

Secret
Key
Publication

dOpen

Open

Judge

Judge

Comments
publication of the group public key
gpk, and the Issuer public key ipk
Ui generates and distributes commitments pCij q, encrypted shares
sij and value hsi , for k “ 0..t,
j “ 1..n
a user U issues a claim “†
status, data, key, proof °
all U check the validity of the
claim; 2 issues: accept/reject
the Issuer determines and publishes the resulting Opening public
key opk
Ui
generates
local
identity
upkris, uskris
by Ui , sends personal data to Issuer
2 issues: accept/reject. If accept,
the Issuer records the link between
upkris, uskris and pi, pki , sigi q
user U produces a group signature
under opk
user U verifies a group signature
under opk. 2 issues: accept/reject.
user U requests the opening of a
group signature under opk
one of the authorized users publishes the re-constructed Opening
secret key osk
the signature is opened and the
result is published by the requester
a user - not the requester - asserts
and publishes the validity of the requester’s opening

Table 4.1: Description of the transaction (Tx) types and corresponding published data.

Algorithm 1: Bootstrap module.
Function GKgp1k q
begin GKg
$

$

$

R1 –
› t0, 1up1 pkq ; R2 –
› t0, 1up2 pkq ; ppks , sks q –
› Ks p1k q
k
gpk – p1 , R1 , R2 q; ik – sks
Posts BC.postpgpk, ipk ” g ik q ; Triggers tx: Bootstrap
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Algorithm 2: Opening Keys Generation (dOKg) module.
Function sharingptq
begin sharing by Ui
R – tUj for j “ 1..n, j ‰ i} i.e. all the Uj users in RoI
User Ui performs the first step of [? ]’s DKG protocol (Fig.2)
Posts BC.postpCik , psij qkij , hsi q for k “ 0..t and j “ 1..n; triggers tx: Opener
Generation Request
Function share_verif icationppsij qkij , pki q
begin share_verif ication by Uj
BC.readpUi ’s transactionq ”† Cik , psij qkij ° for k “ 0..t and j “ 1..n
Checks that:
1. psij qposted ““ psij qreceived
1

k

2. g sij hsij “ ⇧tk“0 pCij qj mod p
if check fails then
Posts BC.postpclaim, † Cik , psij qkij °, kij , ⇡pkij qq; triggers tx: Claim
else
Posts BC.postpno_claim, † Cik , psij qkij °, ✏, ✏q; triggers tx: Claim

Function claim_verif icationprecord ”† status, data, key, proof °q
begin claim_verif ication by Uk
User Uk parses record as † status, data, key, proof °.
if status == claim then
claimij – pclaim, † Cik , psij qkij °, kij , ⇡pkij qq
BC.readpUi ’s transactionq ”† Cik , psij qkij ° for k “ 0..t and j “ 1..n
Checks claimij by:
1. psij qposted ““ psij qreceived
2. DLEQ ´ verif ypg, pkj , pki , kij , ⇡pkij qq ““ T rue
if 1. or 2. fails then
R – R \Uj
Posts BC.postpclaimij , invalidq; triggers tx: Claim Verification
else
psij qreceived “ Deckij psij q
if pg sij ‰ Fi pjqq then
Posts BC.postpclaimij , validq; triggers tx: Claim Verification
else
R – R \Uj
Posts BC.postpclaimij , invalidq; triggers tx: Claim Verification
Function key_derivationpthsi uUi PR q
begin key_derivation by Iss
Reads BC and, for all Ui and claimik :
if k P N where |N | • n2 /* That is, there is a majority of participants that
issued a valid claim against Ui .*/ then
R – R \Ui ; posts BC.post(† certi , revoked°q; triggers tx: Revocation
For all Uj P R, the Issuer retrieves hsj
opk ” ⇧phsj qUj PR ; posts BC.postpopk, Rq; triggers tx: Key Publication

87

88

Privacy and Accountability from an ideal world to a practical
setting

Algorithm 3: Registration module.
Function JoinpStjoin , Min q
begin Join by user Ui
if Min “ ✏ then

$

Stjoin ” pgpk, i, upkris, uskrisq; ppk, ski q –
› Ks p1k q; sigi – Sigpuskris, pki q
1
1
Stjoin – pi, pki , ski q; Mout – ppki , sigi q; Sends ppStjoin qipk , Mout , contq to Iss
1
Posts BC.postpHpStjoin q, Mout , contq; triggers tx: Joining Request

else
Stjoin ” pi, pki , ski q; Min ” certi
1
1
Stjoin – pi, pki , ski , certi q; Sends † pStjoin qipk , ✏, accept° to Iss
1
Posts BC.postpHpStjoin q, ✏, accept°); triggers tx: Joining Request
Function IsspStissue , Min q
begin Iss by Iss
1
Mout – ✏; dec – reject
if dec = cont then
Stissue ” pgpk, ik, i, upkrisq; Min ” ppki , sigi q; ik ” sks
1
BC.read(† HpStjoin q, Mout , cont °)
1
1
if HpStjoin qposted ‰ pStjoin qreceived then
Registration process is aborted
if V f pupkris, pki , sigi q “ 1 then
certi – Sigpsks , † i, pki °q; Stissue – ppki , sigi q
1
Mout – certi ; dec – accept
1

1

Posts BC.postpStissue , Mout , dec q; triggers tx: Issuing Reply

Algorithm 4: Application module with the GSig and and GV f algorithms of
the new dynamic group signature scheme with distributed opening and automated
recording in public ledger.
Function GSigpgpk, ipk, gskris, mq by Ui
begin GSig
gpk ” p1k , R1 , R2 q; ipk ” pks ; gskris ” pi, pki , ski , certi q
$

s – Sigpski , mq; r –
› t0, 1uk ; C – Encpopk, † i, pki , certi , s °; rq
$

⇡1 –
› P1 p1k , popk, ipk, m, Cq, pi, pki , certi , s, rq, R1 q;
Posts BC.postpm, opk, q; triggers tx: Signature

– pC, ⇡1 q

Function GV f pgpk, ipk, pm, opk, qq
begin GV f by Uj
gpk ” p1k , R1 , R2 q; ipk ” pks ; as pC, ⇡1 q
Posts BC.postpm, opk, , V1 p1k , popk, ipk, m, Cq, ⇡1 , R1 qq; triggers tx: Verification
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Algorithm 5: Audit module.
Function Requestp† m, opk, °, certi q
begin Request
Posts BC.postpaudit, † m, opk, °, certi q; triggers tx: Open Request
Function Collaboratep†open request, opk °q
begin Collaborate
Listens to transactions
if transaction““open request then
For all Pj in R: Sends sj to Pj`1
User Pt`1 computes osk “ ⌃t`1
k“1 sk ; posts BC.postp† m, opk,
triggers tx: Secret Key Publication

°, R, oskq

Function dOpenpgpk, ipk, osk, regrs, m, q
begin dOpen
gpk ” p1k , R1 , R2 q; ipk ” pks ; ” pC, ⇡1 q; M – Decposk, Cq
M ”† i, pk, cert, s °
if regris ‰ ✏ then
regris ” ppki , sigi q
else
pki – ✏; sigi – ✏

⇡2 – P2 p1k , popk, C, i, pk, cert, sq, poskq, R2 q
if V1 p1k , popk, ipk, m, Cq, ⇡1 , R1 q ““ 0 then
Posts BC.postp† m, opk, °, osk, † 0, ✏ °q; triggers tx: Open Request; (break)
if pk ‰ pki then
Posts BC.postp† m, opk,

°, osk, † 0, ✏ °q; triggers tx: Open Request; (break)

⌧ – ppki , sigi , i, pk, cert, s, ⇡2 q
Posts BC.postp† m, opk, °, osk, † i, ⌧ °q; triggers tx: Open Request

Function Judgepgpk, ipk, upkris, m, , ⌧ q
begin Judge by Ui
gpk ” p1k , R1 , R2 q; ipk ” pks ; ” pC, ⇡1 q
if pi, ⌧ q ““ pO, ✏q then
Posts BC.postp† gpk, ipk, upkris, m, , ⌧ °, 0 ” V1 p1k , popk, ipk, m, Cq, ⇡1 , R1 qq
triggers tx: Judge; (break)
1

Ä sig,
Ä i , pk, cert, s, ⇡2 q
⌧ ” ppk,
1
k
if V2 p1 , pC, i , pk, cert, sq, ⇡2 , R2 q ““ 0 then
Posts BC.postp† gpk, ipk, upkris, m, , ⌧ °, 0q; triggers tx: Judge; (break)
1
Ä sigq
Ä ““ pk) then
Ä ““ 1) && (pk
if (i ““ i ) && (V f pupkris, pk,
Posts BC.postp† gpk, ipk, upkris, m, , ⌧ °, 1q; triggers tx: Judge

else
Posts BC.postp† gpk, ipk, upkris, m, , ⌧ °, 0q; triggers tx: Judge
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The transaction types and corresponding published data, defined in the DOGS

protocol, are summarized in Table 4.1. The table gathers the definitions of eight transaction types for Phase 1 (e.g. the bootstrap transaction corresponds to the publication
of bootstrapping information); two transaction types for Phase 2, which illustrate the
signing action of a user and verifying process of other members of the group; and finally,
four transaction types for Phase 3.
Since the information published does not hold private or sensitive information, the
public bulletin board can be accessed by anyone. However, we restrict the writing
permissions to authenticated users only.

Phase 1: Distributed Generation of the Opening Keys
In the following paragraphs, we will explain each step of Phase 1.

Bootstrap. The scheme starts with the bootstrapping of the system. It consists in
the Issuer executing the GKg algorithm and results in the publication of both the group
public key gpk and the Issuer’s public key ipk (Bootstrap transaction). It then
designates the set of sub-opener entities Oi with 1 § i § p. This action triggers the
OK Generation Request event.

Opening Keys (OK) Generation. Since the Opener is no longer a single entity,
from now on, we will use the wording “Opening" to designate the functionality it was
in charge of.
Each Oi executes the sharing function inherited from [39]. Subsequently, Oi generates and publishes the required information (commitments pCik q with k “ 0..t, shares

psij q with j “ 1..p and value hsi according to [39]) for the computation of an Opening
public key.

The broadcasting of this new transaction triggers an update of the public bulletin
board of the users. They individually execute the share_verification function to
check the correctness of the share that has been sent to them by Oi . Let us stress out
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that each share sij is encrypted with a symmetric encryption scheme of key kij :
skj

kij “ g ski skj “ pki

“ pkjski

Note: since the sub-openers are designated during the Bootstrapping by the Issuer,
their public identities, the pki for i “ 1..p, are broadcast within the Bootstrap
transaction. Therefore, for any sub-opener i with their public/private keypair pki {ski ,
they can compute pkjski for all j between 1 and p.

The execution of this function triggers a Claim transaction and publishes the result
as † status, data, key, proof °. Depending on status, there are two diﬀerent results:
if status contains the value “no_claim” or Uj does not reveal kij or its proof ⇡pkij q,
then the share is accepted and Uj in turn has to broadcast its own shares (see Case
1). Else if, status value is equal to “claim”, then the protocol holds as others check
the claim (see Case 2).
Case 1. Therefore, Oj in turn executes the sharing function, distributes the
resulting shares and publishes related data. Again, share_verification function is
used to check the validity of the shares, but this time either the peers tOk uk‰jPp accepts
Oj ’s share, and it ends there, or it rejects it.

Case 2. In this case, a share has been rejected, and a claim has been broadcast.
Hence, users execute claim_verification function to check its validity. Doing so,
they trigger a Claim Verification transaction, which results in either the claim
being denied or accepted.
Once all the shares and claims have been verified, the Issuer can execute key_derivation
function. It browses the public records and determines which shares are used to compute the final Opening public key. It finally publishes this key opk and R the list of
authenticated local identities which participated in the creation of this Opening key.

Once the distributed opening authority is set up, users can join the group and
benefit from the new signature scheme.
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Registration. User Ui enters the RoI. First, Ui executes the UKg algorithm to obtain
a personal public/private key pair, referring to its local identity puski , upki q. Then, Ui

starts the Join/Iss interactive protocols. It executes the Join function and triggers
the Join Request transaction. The generation and publication of related information
(Tab. 4.1) is compliant with Bellare et al.’s GS Join algorithm, but enhanced with
logging functionalities for traceability purposes. The Issuer receives encrypted data

from Ui , including identifying information such as the public key pki used to verify Ui ’s
signed messages. It compares it to the public record for data integrity checks; then
executes the Iss function, triggering the publication of resulting data and the Issuing
Reply transaction. The Registration step has two issues: the first ends up in Ui ’s
request being rejected due to faulty data; the second grants Ui with a certificate certi
and allows it to perform subsequent actions such as signing a message or verifying a
signature, but also issuing an opening request. If so, the Issuer records, in its local
database, the relationship between the user’s local identity given by UKg, and the
authenticated identity pi, pki , sigi q used in the RoI.

In the following sub-section, we explain how anyone in the RoI can use opk in GSig

to encrypt its signature, protecting its anonymity in communications while still not
being able to escape action traceability.
Phase 2: Inter Communications and Application-related event logging
Application. Our DOGS scheme has been initially thought to be applied in the
context of local logging of events, especially for ITSs. Let us consider Ui has roadsafety information to share with vehicles in the neighbourhood, for instance, an alert
about a car accident. However, Ui does not want to reveal its identity nor its position
at this particular time (to prevent location-based identity inference [176]). If Ui applies
GSig function on the alert message, it can produce a signature that refers to the group
but protects its identity. It additionally triggers the Signature transaction. The
use of [34] ’s GSig along with the DKG-computed Opening public key ensures that
no single sub-opener can open this signature, hence identify Ui . However, users in
the neighbourhood can still individually execute GVf [34] to assert the correctness
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of the received signature and trust Ui ’s alert. The result gets published along with
Verification transaction.
The application of DOGS in the context of ITSs is fully detailed in sub-section 4.2.5.
Phase 3: Auditing and de-anonymizing
Audit. This module regroups the required functionalities implemented in DOGS for
providing action traceability.

With Request, the requester Ui triggers the Open Request transaction, hence
summoning the sub-openers in the RoI to collaborate to reconstruct an Opening secret
key. Ui therefore communicates the signature

it wants to open, the message m it

signs and the corresponding Opening public key opk. For traceability guarantees, this
request gets published on the bulletin board.
Then, the Collaborate function is executed. All Uj in the set R related to opk

will collaborate to reconstruct the Opening secret key osk (by consecutively summing
their shares to previous partial results as they do not exist in any single location). The
last peer to add its secret st`1 also publishes the result while triggering the Secret
Key Publication transaction. It includes the initial data † m, opk,
and the result of their work osk.

°, the set R,

Note: For the sake of concision, we considered in DOGS that the secret key was
reconstructed. However, since we are dealing with dlog-based protocols, we can also
decrypt a message without reconstructing the key. It would be done as follows. All the
peers Ui would publish their partial decryption of c with their secret si such that by
combining all these partially decrypted ciphertexts, anyone can recover the plaintext
(according to Appendix A.2.3). Each publication comes with the emission of a PartialDecryption event. Once enough contributions are sent, anyone can retrieve and
combine them to obtain the message. According to Appendix A.2.3, we observe that
osk does not need to be reconstructed in order to access the identity of a signer.
Finally, by retrieving osk, the requester Ui can identify the origin of

and pub-

lishes the result via the dOpen function (Open transaction). Other peers in the RoI
can consequently check this identification by executing the Judge function (Judge
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transaction).
Let us remark that in practice, osk does not need to be reconstructed, as this would
hinder forward secrecy. Traditionally, the encryption scheme is a hybrid construction
that leverages dlog-based cryptosystems to prevent the release of the signing key while
enabling the decryption of one message [177].

4.2.4

Security Analysis of DOGS

In this section, we show that DOGS, resulting from the combination of BSZ group

signature scheme [34], GJKR-DKG protocol [39] and a public bulletin board [175], is an
anonymous, traceable and non-frameable group signature scheme. More specifically,
we establish that the use of DKG functionalities is compatible with the security environment related to group signature schemes as presented in [34], hence that DOGS

presents all the security properties we aimed for. Most of the security proofs are directly inherited from the BSZ construction and the GJKR-DKG protocol. Only the
anonymity property requires careful treatment. Below, we recall the main security features and arguments that constitute the proofs, and then refer the reader to BSZ [34]
for a complete description of the experiments for each security feature.
Arguments of security.
Correctness.

Properties i) and iii) of Definition 12 are directly satisfied using

BSZ. Assuming the Opening key is correctly reconstructed, which is the case with
overwhelming probability (in ) thanks to DKG, then ii) is also satisfied.
Anonymity. In the original experiment [34], A does not have access to the opening

oracle. In DOGS, we weaken this assumption to “A has access to at most t shares of
the Opening secret key (including her own, if she is a registered user)”. Then, w.r.t.
Definition 2, A has negligible advantage in

in recovering osk [39] and our anonymity

feature boils down to the original one, which is fulfilled by using BSZ.
Traceability.

Similarly, in [34], A is granted access to the Opening secret key osk.

Therefore, w.r.t. to Definition 18, A learns nothing more by corrupting users and
DOGS traceability is inherited from BSZ.
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Non-frameability. Here again, since A has already access to osk in the original experiment, she obtains no additional advantage by exploiting the shares of the Opening
secret key, and DOGS satisfies non-frameability as BSZ, w.r.t. Definition 4.
Discussion. Most of the security features are directly inherited from the BSZ and
GJKR-DKG constructions. However, the anonymity experiment as described in [34]
needs to be slightly modified. Indeed, an adversary A against the original property
could create and corrupt suﬃciently many (more than t) users to obtain their respective

shares of the Opening secret key osk, and hence reconstruct it. By using osk, A could
trivially break the original anonymity property. Therefore, an upper bound on the

number of corruptible users has to be integrated to compensate for the extra knowledge
A gets by corrupting the sub-openers.

4.2.5

Description of the DOGS-based new-DEN messaging pat-

tern

1 Setup. The setup of the new-DEN messaging protocol corresponds to Phase 1
of DOGS, namely, it consists in identifying the set of sub-openers and generating, in
a distributed manner, the opening public key opk. The TA bootstraps the system

(Bootstrap). It generates a pair of keys pipk, iskq and selects the RSUs that will act

as sub-openers. This event triggers the generation of the opening key (Opening Key
Generation). At the end of the setup, the Issuer, sub-openers and corresponding
public information are known.

2 OBU Registration. Similarly to the OBU registration in the previous section,
each OBU interacts with TA to get a certified temporary public key.

3 OBU Signing. Once the registration phase is completed, the OBUs can use the
new group signature scheme similar to what was presented in the previous section.
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4 OBU Verifying. The new construction does not modify the GVf algorithm.
Therefore, other OBUs can verify that the previous signature is correct by employing the GVf function defined in DOGS.
5 Distributed opening. In case of dispute, an opening request is broadcast and
logged inside the public bulletin board. The RSUs must collaborate if they want to
perform the Opening functionality (Audit).
6 Judging. The result of the opening is publicly verifiable, thanks to its publication
inside the bulletin board. The OBUs can check the result of the dOpen function with
the Judge function.
The strategy adopted upon detection of a malicious node depends on the application. For instance, the RSU can issue a blockchain transaction to revoke the group
member by publishing its identity and the proof output by the dOpen pq algorithm.

4.2.6

Analysis of the DOGS-based new-DEN messaging proto-

col

In the following paragraph, we demonstrate that replacing the initial group signature
field GSig by a DOGS signature provides the same privacy and accountability features
in a stronger security model where the adversary can corrupt up to t † p{2 RSUs. This
threshold is chosen w.r.t. the security requirements related to the blockchain network
dynamics.
Theorem 2. If DOGS is anonymous, traceable and non-frameable, then the proposed

new-DEN messaging pattern provides privacy-preservation and accountability w.r.t. the
adversary model described in Sub-section 4.2.1.
Argument of security.
The proof follows the same reasoning as Proof 4.1.4. Instead of relying of the security
features of GS, the new-DEN messaging protocol inherits from DOGS’s proven security
features (Sub-section 4.2.4).
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Discussion. The distribution of the Opener over a set of RSUs handicaps the adversary. It becomes more diﬃcult to achieve the same attacks on privacy and accountability as previously since it involves compromising more (t ´ 1) RSU nodes. Controlling

one RSU no longer gives the adversary the power to arbitrarily de-anonymize the
DENM traces or to escape the traceability mechanism (Open functionality). This was
made possible thanks to the developed construction of a group signature scheme with
a distributed opening functionality. Being the combination of a BSZ group signature
scheme and GJKR-DKG protocol, we were able to construct DOGS and to show that,
by distributing the Opener among a group of users, we preserve the traceability feature

of group signatures while enhancing their anonymity feature. Indeed, our scheme is
proven stronger than BSZ’s in terms of anonymity due to the use of DKG. Applied in
the context of ITSs, this enables the design of a new service of road hazard alerting
called new-DEN messaging protocol. It provides the stated privacy-preservation and
accountability requirements even when the system is attacked by an adversary that
can corrupt at most p{2 RSU entities.
However, there are some limitations to the system model considered. Firstly, the
use of the bulletin board is controversial. Indeed, we overlooked the publication of the
tracing information and are relying on the fact that the publications are authenticated
and correct. Yet, how do we ascertain the validity of the published data? And how
do we prevent privacy leaks related to the publication of this information? We observe
that the blockchain technology is a better candidate for the implementation
of our traceability mechanism. Secondly, the place of the TA and its role as the
Issuer is questionable. It would be interesting to complete the current scheme with
the addition of a distributed Issuing functionality. These ideas will be explored in
Chapter 5 where we developed a blockchain-based threshold encryption scheme that
supports an anonymous-yet-decryption service named T OAD.
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“Censorship reflects a society’s lack of confidence in itself."
— Potter Stewart

This chapter mainly focuses on setting up the infrastructure nodes of an ITS
so they can provide a privacy-preserving accountable road hazard warning reporting
system through the use of the developed new-DEN messaging protocol. Therefore, in
this chapter, we explain why the presence of the TA in Chapter 4 is a threat to users’
privacy and accountability. More specifically, we demonstrate the presence of availability risks and analyze how this impacts the aforementioned security requirements. To
alleviate the power of TA, we slightly modify the ITS setting and redefine our objectives (Section 5.1.2). Then, we present a new construction of the new-DEN messaging
protocol that relies on the concept of Issuer-as-a-service. The novel protocol leverages
99
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DKG protocols and threshold encryption to distribute the role of the Issuer, similarly
to what was done in DOGS. We analyze the result w.r.t. the state objectives and

draw its limitation. Finally, we propose a mitigation technique under the form of a
new cryptographic primitive called T OAD.

5.1

The problem of censorship

The presence of the TA in Chapter 4 is a considerable liability if we consider a more
realistic environment, especially when we relax the security assumptions and consider
that this third authority is no longer fully trusted. In that case, threats towards users’
privacy and accountability rise due to the risks that weigh upon the communications
services’ availability. In the following sub-sections, we design a new system model in
which the power of TA is significantly weakened. We refine our objectives and present
an enhanced new-DEN messaging protocol that fits into this new setup.

5.1.1

The setup

System model. Figure 5.1 presents a refined overview of the system model. We
consider the existence of two distinct networks: the ITS and the blockchain network.
As explained in Chapter 1, both networks present some similarities, for instance, their
distributed architecture. Moreover, as mentioned in Chapter 4, we decided to replace
the append-only web bulletin board by a blockchain as the latter technology presents
some specificities that makes it more suitable to our current research (notably the
transparency of the logged transactions and the public auditability of its records).
The mapping between the two layers is explained as follows. We assume that
RSUs can handle the role of full nodes in the Blockchain layer. Similarly, despite
their limited computational and storage resources, vehicles can still embed light nodes
and communicate with other light and full nodes. The TA ensures two roles in the
system. Firstly, it acts as the Issuer for the vehicles. Secondly, it selects the RSUs
during the creation of the Opening authority. Having such a double-hatted authority
can lead to various problems of censorship. At the vehicles’ level, TA can deny group
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Figure 5.1: A new overview of the system model

(a) A layered overview of the system

(b) Legend

members’ registration or tamper with the registering vehicles’ information. At the
RSUs’ level, some RSUs may never be selected as potential sub-opener nodes. In this
chapter, we split TA into two distinct entities: TA and an Issuing Authority. The
TA part acts as a third entity which does not require to be trusted and is only used
to initiate the bootstrapping. The Issuing Authority ensures the registration of the
vehicles and issuance of certificates. We also consider the presence of a distributed
Opening authority, set up via DOGS, and explain how we replaced the bulletin board
by a blockchain-based implementation of a recording system.

Communication model. The two-layer nature of the system implies the definition
of two types of communications: the first is used between vehicles and infrastructure
nodes and is already known as Vehicle-to-Anything (V2X) (Chapter 2). We define the
second type as Anything-to-Blockchain (X2B). It is bidirectional and allows vehicles
and RSUs to communicate with the blockchain network and retrieve information. We
therefore distinguish the P2P connection through which they broadcast messages Mi
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to addresses addri enabled by the ITS; from the blockchain client through which they
publish transactions ti via their account numbers acci . By using a blockchain implementation, we achieve partial synchrony between the ITS nodes. Indeed, they can all
monitor and broadcast messages. Thanks to the blockchains, parties all agree on a
common view and order of these messages. Therefore, any message broadcast by a
participant during some protocol phase is received by all other parties before the next
phase starts.
Adversary model. We still consider the active, rational adversary that evolves inside the ITS. It focuses on corrupting RSUs and can compromise up to a threshold
number t of RSUs, with t † p{2 where p is the total number of RSUs deployed. The

TA and the Issuing authority are no longer trusted. The goal of the adversary is to
breach vehicles’ privacy or to escape traceability. In this chapter, we study the impact
of censorship. We consider two cases. The first relates to TA colluding with malicious
RSUs. And the second concerns the Issuing authority denying services to the users
requesting group membership. We illustrate the two cases with two attacks:
Attack 1. TA selects p “ 1 RSU (instead of p ° 2) resuming the Opening

functionality to a single node as in Chapter 4 Section 4.1 and makes it easier for
the adversary to corrupt the RSU.
Attack 2. The Issuing authority receives a join request from a user and discards
it. The user in question cannot access the anonymous-yet-traceable functionality
of the proposed new-DEN messaging protocol.

5.1.2

Objectives

We aim at designing a new-DEN messaging protocol that is privacy-preserving, accountable and censorship-resistant. More specifically, we want to inherit from the
previous construction and protect the privacy-preservation and accountability properties built up in Chapter 4. Yet, we want to augment the initial structure of the
new-DEN messaging protocol with censorship-resistance w.r.t. the described adversary
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(Sub-section 5.1.1). To this end, we concentrate on providing a non-biased mechanism
for the selection of the sub-openers and in distributing the role of the Issuing authority
likewise the work proposed in DOGS.
About Censorship-resistance. As suggested by Khattak et al.’s systematization
of knowledge [178], web content has constantly been attacked by governmental or
corporate organizations which tried to censor it for political or commercial reasons.
Censorship-resistance is defined as the property guaranteeing that considering an adversarial removal of an arbitrarily large and constant fraction of the nodes in the
network, the remaining nodes can recover (most of) the original data [179]. The notion
of censorship-resistance is traditionally applied to data censorship. We formalize the
idea of service censorship-resistance as follows.
Definition 8 (Service Censorship-resistance). Let P1 , . . . , PN be p ° 3 nodes constitut-

ing the network that proposes a service S, and let A be an adversary that can compro-

mise t nodes in the system (without loss of generality, we consider that the corrupted
parties are Pp´t`1 , . . . , Pp ). The censorship-resistance property guarantees that there
exists r ° t such that Pi1 , . . . , Pir can still provide S with ij † p ´ t ` 1 @j “ 1, ..., r.
When it comes to data protection, a censorship resistance system thwarts the censor’s attempts to corrupt the information or its publication/access. We draw from
the existing requirements [178] to state the following security properties for service
censorship resistance:
1. Unblockability or Service Availability - even after identifying a threshold number
of service providers, the adversary cannot block the service.
2. Integrity or Service Robustness - despite an adversary’s intervention and its attempts to tamper with the system, the service is provided correctly.

5.1.3

Our approach

The surveyed literature establishes that one way to ensure censorship resistance is to
opt for distribution [178, 180, 181]. Recently, He et al. also suggested the use of
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blockchains to provide censorship-resistance in IoT management systems [182]. In this
chapter, we pursue the same idea and propose to leverage full-distribution to tackle
Service Censorship against the DOGS service and the Distributed Issuing service. To
this end, we aim to provide the following functionalities.

Functionality 1: Anyone should be able to trigger the creation of the group of
sub-openers from the blockchain network. This refers to the DOGS service.
Functionality 2: The Issuing authority should be distributed. This consists of
the Distributed Issuing service.
Functionality 1. To provide a non-biased mechanism for the selection of the subopeners, we define a smart contract CO . When a node wants to create a new dis-

tributed Opening authority, it deploys the DOGS-Registration smart contract denoted
CO , which triggers the event ‘Sub-Opener Registration opened’. The RSUs can
apply through their blockchain client by locking coins via the smart contract. When a

defined number N of candidates have participated, the contract triggers another event
‘Sub-Opener Registration completed’ which indicates to the volunteer nodes
to start DOGS. Since no intervention from the TA is required during the process,
this method ensures the properties mentioned above of 2) Service Availability and 3)
Service robustness for the DOGS service.
Functionality 2. We suggest combining blockchains and DKG protocols to implement the distribution of the issuing authority. Anyone can deploy the Sub-IssuerRegistration contract CI , informing the volunteer nodes that they can candidate to
become a sub-Issuer. Once the group issuing keypair ipk, pisk1 , isk2 , . . .q is generated,

it can be used during the Join/Iss joint protocols. A vehicle encrypts its join request
with the ipk s.t. the sub-Issuers must collaborate to decrypt the request. Then, one of
them is elected to issue the car a certificate. Once again, no intervention from the TA
is required during the process. Moreover, the Issuing Authority is no longer entitled
to a single node but ensured by a group of sub-issuers. This distribution provides the
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properties mentioned above of 2) Service Availability and 3) Service Robustness for the
Distributed Issuing service.

5.2

Towards Issuer-as-a-service

In this section, we show how by naively combining a threshold cryptosystem and a
distributed key generation protocol, we can transform the model and add more decentralization by distributing the Issuing authority.

5.2.1

Assumptions

For the construction of the new-DEN messaging protocol, we make the following assumptions.
• A blockchain, supporting smart contract executions, is bootstrapped and running.
There are two contracts: CO for the selection of sub-openers and CI for the subissuers.

• Each node in the network possesses a blockchain account acci corresponding to
a pair of public/private keys pki , ski , and an P2P address addri .
• The vehicles use a threshold encryption scheme T E “ pKeyGen, Encrypt, PartialDecrypt, Combineq to encrypt their join request before sending it to the sub-

issuers. Let us note that we will denote T E. † function_name ° the call to
one of the four algorithms that define this threshold encryption (according to the
description given in Chapter 3).
• Hp¨q is a one-way Collision-Resistant Hash Function (CRHF).

5.2.2

Description of the enhanced new-DEN messaging protocol

1 Setup. The initialization of the new-DEN messaging protocol is divided into two
steps: 1.1 setup of the distributed Opening authority; 1.2 setup of the distributed
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Issuing authority.
1.1 Setup of the distributed Opening authority. This phase starts with the
deployment of the smart contract CO . Anyone in the system can do this. This action

triggers the emission of the Sub-Opener Registration opened event that informs
the RSU nodes in the system of the possibility to participate in the establishment
of the distributed Opening authority. The RSUs can become candidates by locking
some coins through CO . Upon reception of a predetermined number N of applications,

the smart contract emits the Sub-Opener Registration Completed event. Upon
reception of this event, the RSU candidates know that they can execute the Opening
Key Generation phase of DOGS. The execution ends with the publication of the

group (public) opening key opk. Moreover, the sub-opener nodes are identified, and
the Opening authority is set up for further use.
1.2 Setup of the distributed Issuing authority. Similarly to what is described
in the Opening Keys Generation phase in DOGS, we use a blockchain-supported
DKG protocol to generate the Issuing Keys. The phase starts with the deployment
of CI . This action triggers the emission of the Sub-Issuer Registration opened
event that informs the RSU nodes in the system of the possibility to participate in

the establishment of the distributed Issuing authority. The RSUs can candidates by
locking some coins through CI similarly to what they did in step 1.1 . Upon reception of

a predetermined number N 1 of applications, the smart contract emits the Sub-Issuer
Registration Completed event. Upon reception of this event, the RSU candidates
know that they can execute a blockchain-based DKG protocol for the issuing key (by
following the protocol of Schindler et al. [38] for instance). At the end of this execution,
the sub-issuer nodes are identified, and the public issuing key is advertised for further
uses.
2 OBU Registration. In previous registration processes, the OBU Vi was interacting with a single TA to get its temporary keys certified. Now, the Vi will engage
in the Join/Iss joint protocols with a group of RSUs. To this end, it will encrypt
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its request for registration, which contains pi, pki , ski , sigi q, with the threshold encryp-

tion scheme T E.Encrypt and the public key of the distributed Issuing authority. The

group of RSUs, chosen to incarnate the sub-issuers, collaborate to decrypt the registration request and further processing. They individually apply the T E.PartialDecrypt

function to the ciphertext and then combine the resulting partially deciphered messages with T E.Combine to reconstruct the request in plaintext. Then, one of them is

randomly elected to certify Vi ’s temporary keys. It then encrypts pi, pki , ski , sigi , certi q
with T E.Encrypt and ipk, and concatenates Hpcerti q before adding the result to the
registration table reg.

3 OBU Signing. Once the registration phase is completed, the registered OBUs
can use the new group signature algorithm GSig in the same way as initially described
in Chapter 4 Section 4.1.

4 OBU Verifying. The new construction does not modify GVf either. Therefore,
the signatures can be verified in similar ways as before by applying the GVf algorithm.

5 Distributed Identification. This step is divided into two parts: the Opening of
the signature and then the identification of the signer.

5.1 Distributed Opening. This refers to DOGS processing of the signatures. In

case of dispute, an opening request is broadcast and logged inside the blockchain. The
sub-openers collaborate to, if they want, the Opening functionality. The result of
this process reveals the certificate certi . To identify the owner of this certificate, the
sub-openers forwards this value to the sub-issuers.

5.2 Distributed Identification. All the sub-issuers look-up in the reg table to
find the corresponding Hpcerti q. Then, they collaboratively decrypt the full associated
entry and finally reveal the identity of the signer.
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6 Audit. Of course, since the RSUs can be corrupted, they must produce proof
of identification. It is the combination of the proof of Opening provided by the subopeners and the proof of identification. This includes demonstrating the relationship
between all the elements in pi, pki , ski , sigi , certi q (since sigi is the signature of pki with
uski , it can be verified with upki ).

5.2.3

Analysis and limitations

As of now, we only focus on the secure bootstrapping of the infrastructure nodes
and Issuing/Opening authority, such that the system can provide a privacy-preserving
accountable new-DEN messaging protocol. The distribution of the Issuer and the automation of the selections of sub-openers and sub-issuers do not impact the subsequent
vehicular communications directly. However, they do aﬀect the robustness of the system against attacks. In this sub-section, we analyze the proposed new-DEN messaging
protocol w.r.t. the properties of censorship- and coercion-resistance.
Theorem 3 (Censorship-resistance). If the sub-opener and the sub-issuer registration
mechanisms are censorship-resistance, then the proposed new-DEN messaging protocol
is censorship-resistant.

Argument of security.
TA was the only entity that could apply censorship either by non-randomly selecting the
sub-opener nodes or by refusing to register users as group members. The two processes
are now automated via the smart contracts CO and CI . Moreover, the adversary can

only corrupt up to t † p{2 RSUs. Therefore, it cannot prevent service provision
ensured by either the sub-opener nodes or by the sub-issuers. The proposed new-DEN
messaging protocol is censorship-resistant.
However, the system is not coercion-resistant. It is due to the presence of a single
point of failure in the issuing process. Indeed, the issuing authority is given to each
RSU : “one of them is randomly elected to certify Vi ’s temporary keys".
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About Coercion-resistance. Coercion resistance is prevalent in e-voting systems.
Informally, it is defined as the
‘[Incapacity] of a voter to cooperate with a coercer to prove to him that they
voted in a certain way’ [183].
In contrast, the privacy property focuses on the unlinkability of the voter and the vote
cast, coercion-resistance guarantees that the coercer cannot learn how the voter voted.
Later, Juels et al. formalize the property as a stronger form of privacy in which the
voter can interact with the others [184]. Subsequent works have been proposed to define
this coercion-resistance property as illustrated by Haines and Smyth’s systematization
of knowledge [185]. Our second functionality is very similar to e-voting systems as the
sub-issuers are asked to collaborate to access the user’s request for further processing.
We define the notion of Service Coercion-resistance as follows.
Definition 9 (Service Coercion-resistance). Let P1 , . . . , Pp be p ° 3 nodes constituting

the network that proposes a service S, and let A be an adversary that can compromise

t nodes in the system (without loss of generality, we consider that the corrupted parties
are Pp´t`1 , . . . , Pp ). The coercion-resistance property guarantees that the probability
that A determines if an honest Pi provided S is equal to 1{2 ` neglp q.
Yet, why do we need coercion-resistance? The property is fundamental during the
Issuing process. Indeed, consider a node that requests access to the network, i.e. ask
to become a group member, and let assume that the adversary compromised the ith
sub-issuer node Ii . As such, the adversary learns: who is the user that requests to join
the group, if the sub-issuer participated to the issuing process; and can also determine
whether the node was issued a certificate at all. By being able to determine how a
sub-issuer acts, the adversary can more easily influence its behavior (by bribing it into
not issuing certificates). To prevent the adversary from learning this information and
gain substancial advantage over the distributed issuing process, we suggest improving
the previous construction by providing sub-issuer anonymity when they participate in
the Issuing process. To this end, we develop a new cryptographic primitive, called
T OAD, that we detail in the following section.
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5.3

Construction of T OAD

In this section, we introduce our second contribution, T OAD which stands for “Thresh-

Old Anonymous Decryption". To the best of our knowledge, this is the first blockchainbased threshold encryption scheme that supports an anonymous-yet-accountable decryption service. The blockchain has two purposes. It is used to advertise the service (e.g.,
nodes that want to provide a decryption service declare their availability and generate
proof that they have the necessary resources). And it also serves to trace the actions
within the system (e.g., logging each request and tracking anonymous participation for
further analysis if necessary). The threshold encryption alleviates the problems related
to a central decryption server: namely censorship and availability. The anonymity during decryption is provided by a combination of a group signature scheme controlled by a
distributed authority external to the main application and an anonymous-yet-traceable
DKG protocol.

5.3.1

Construction

This study aims to design a secure threshold encryption scheme that is entirely distributed, protects the anonymity of the decryption nodes while ensuring their accountability.
System model
The system is composed of a requester P0 and a set of designated decryption servers
Q “ tP1 , . . . , Pn u, where n • 3 is an integer. We distinguish the P2P network through

which they broadcast messages Mi to IP addresses addri ; from the blockchain network
through which they publish transactions ti via their account number acci .
Assumptions
For the construction of our protocol, we assume that the following statements hold:
• A blockchain, supporting the use of mixers and the pegging of sidechains is bootstrapped and running. It implements bridges that support the transfer of assets
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from the main to the sidechains. This blockchain is called the mainchain.
• The secondary blockchain, which we will call sidechain, supports smart contract
executions and is also bootstrapped and running. The use of smart contracts
enable the parties to publish transactions ti and therefore commit to the broadcast messages mi . Moreover, it allows for disseminating events that inform the
blockchain network that a new action was performed.
• Each decryption server owns a mainchain account acci corresponding to a pair of
public/private keys pki , ski .
• A group signature scheme is already deployed (and we can consider either a
centralized model such as defined in [34] or a distributed blockchain-oriented one
[186, 187]). Therefore, the Opening authority is publicly identified. Moreover,
since the scheme is deployed, i.e. the Issuer and the Opener are known, and the
group is empty, new nodes that request to join the set of decryption servers engage
in the Join/Iss joint protocols to integrate the group. They are registered.
• We use the ETHDKG contract to perform DKG on the blockchain as defined in
[38].
• There exists a blockchain-based anonymous-yet-traceable construction of a DKG
protocol that we denote NewDKG.

Adversarial model
We assume that the adversary A can corrupt up to t parties in the network P for any

value t † n{2. We consider a malicious adversary that may cause corrupted parties
to divert from the specified protocol in any way. We assume that a probabilistic

polynomial-time Turing machine adequately models the computational power of the
adversary. Our adversary is static, i.e., chooses the corrupted parties at the beginning
of the protocol.
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Description of the protocol
The protocol is divided into six phases ( 1 Instantiate, 2 Anonymous-DKG, 3
Encrypt, 4 Contribute, 5 Decrypt) and involves the use of one smart contract C1 and one routine newDKG. The contract C1 contains all the functions related to
the setup and usage of the threshold encryption scheme, namely pethdkg, encrypt,

contribute, decrypt q. The ethdkg function triggers the deployment of the ETHDKG
contract. Then, the other functions generate the publishing of hash values inside trans-

actions. The routine NewDKG is used as an oracle that improves anonymity by delivering
new accounts, to the users, that are not linked to their previous ones and performing
a blockchain-based DKG. In later sections, we will detail the implementation of these
components and how they are used throughout the execution of the protocol to comply
with the stated goals.
1 Contact. The protocol starts with P0 identifying its decryption servers P “

tP1 , . . . , Pn u. P0 calls the function ethdkg from C1 on inputs the list of the Pi ’s accounts tacc1 , . . . , accn u, and esk0 a symmetric encryption key used to encrypt the Pi ’s
exchanges during the establishment of a common threshold encryption keypair. This
triggers the deployment of ETHDKG and forwarding of the input data.
2 Anonymous-DKG. Before they can execute the DKG protocol, the chosen Pi s
must obtain new account numbers that are not linked to their public ones. To do so,
they collaboratively engage in the NewDKG protocol. This protocol is for now a
black box and we assume that it provides the following features:
• At the end of the execution, the contacted decryption servers have new anonymized
accounts;
• They have used these new accounts to execute the DKG (by calling an instance
of the ETHDKG contract [38] with their anonymized accounts).
At the end of the protocol, one elected Pi , among the parties that correctly participated,
will broadcast the public key and publish the corresponding hash value to terminate
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the DKG-related contract and update C1 .

3 Encryption. Now that the threshold cryptosystem is entirely set up, i.e. the
encryption key is set and the decryption servers are known, P0 can encrypt a message.
To do so, it applies a traditional hybrid encryption function HE.Encrypt along with

the group encryption key gek on the payload m0 . Then, it broadcasts this encrypted
message, and use C1 ’s encrypt function encrypt. The output is the publication of the
hash of the transmitted payload and the distribution of an event New Encryption.

4 Contribute. Upon the reception of a New Encryption event and corresponding
transaction t0 and message m0 , and once the decryption servers have new accounts
1

acci , unlinkable to their previous ones acci , the decryption process can occur. First,
the Pi P R decrypt the received data with their shares si of the group decryption key

gdk. Then, each Pi P R broadcasts the partially decrypted message denoted m0,i , along

with the temporary identifier ui 1 used in the DKG protocol. Once partially decrypted,
Pi calls the contribute function in C1 to commit to both m0,i and ui , and to emit the
New Partial Decryption event.

5 Decrypt. Once all Pi P R participated, all the decryption servers can combine

the given shares m0,j , decipher the encrypted file and check that the decrypted message
matches the published hash value Hpm0 q. Each Pi publishes with their non-anonymized
account acci the hash value of the decrypted message.

Figure 5.2 illustrates the exchanges and published transactions throughout the execution of the protocol. In parallel with the publications of these hash values, the
following data are broadcast:
k0i

1 mcontact “ xpesk0 , addrDKG q , sig0 y where esk0 is the symmetric key used to

protect the communications between the parties during the DKG, addrDKG is
the address of the DKG contract, and sig0 the signature of P0 obtained with
1

1

Traditionally, ui is the account number acci or the corresponding public key of the participating party. Thanks to the Mixing step, this value is indeed temporary. It is used in the Lagrange
Interpolation theorem to obtain gdk.
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Figure 5.2: Illustration of the protocol execution and the generated blockchain transactions

a traditional signature scheme. Moreover, we note that this message is sent
encrypted n times with k0i the symmetric key resulting of the combination of P0
and Pi keys (ki0 “ pk0ski “ pkisk0 ). However, the values are committed only once.
2 mDKG are DKG messages and can be equal to: xsi1 Ñj 1 kij ,

phase; or xkij , ⇡ij
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if there is a dispute claim.
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during the sharing

is the group signature of

the individual Pi with its true initial and registered account acci and related
information pki , ski .
3 mencrypt “ xc0 “ mgek , sig0 y the encrypted message.
i
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where c1 is the first component of the ElGamal

encryption of m0 , c “ pc1 , c2 q “ phr , gek r ¨ mq.
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5 Decryption can be done individually.

5.3.2

Security analysis

This section recalls and formally defines the two main targeted security properties:
anonymity and traceability.
Anonymity. As stated by Pfitzmann and Köhntopp [70], the anonymity property
asks that an element is not identifiable within a set of subjects, referred to as the
anonymity group. Here, we recall that P “ tP1 , . . . , Pn u is the set of selected decryption

servers and we denote AGpPi q the anonymity group associated to the user Pi . In order
to prove that the proposed protocol provides anonymity to the decryption servers

when they participate to the decryption process, we have to prove that for any active
adversary which corrupted at most t-out-of-n party, the probability to successfully
i
identify the origin of a contributing transaction tcontribute “ xHpcgsk
qy and message
1
i
mcontribute “ xcgsk
1

esk0

,

iy

is equal to

1
.
n´t`1

By following the framework proposed by

Mauw et al. in [188], we formalized the notion of anonymity as follows.
Definition 10 (Anonymity). Let the system be as stated in 5.3.1, let A be the PPT

adversary which corrupted exactly t-out-of-n parties from P. Obs is a set of observable
actions i.e. a set of transactions t and a set of messages m. For a user Pi P P, we
define its anonymity group AGpPi q as the set of Pj in P that, upon the publication

of a transaction t and the broadcast of the corresponding message m, has the same
probability as Pi to be identified as the origin of the pair pt, mq.
Theorem 4. For any uncorrupted party Pi P P, let AGpPi q be the anonymity group of
Pi . We say that the proposed protocol is pn ´ tq-anonymous if and only if:
AGpPi q Ñ P and |AGpPi q| “ n ´ t

(5.1)

Proof. The proof is twofold: we have to prove that this construction ensures the
anonymity of the peers both at the blockchain and network layers.
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1. Blockchain layer.

In this paragraph, we must demonstrate that no anonymity

leak occurs neither from the publication of the transaction nor from its content.
1.1 Publishing transactions.

From a pure blockchain-based approach, since NewDKG

is an anonymous DKG protocol, the probability to determine which Pi contributed
i
to the decryption process and issued cgsk
is 1{N . Therefore, if we consider that the
1

adversary corrupted the maximum parties t, we have N “ n ´ t and can conclude that

our protocol provides anonymity when publishing transactions. Now, we have to verify
that the content of the transactions does not release identifiable information.
1.2 Indistinguishable transactions.

Now, we show that it is not possible with a high

probability of distinguishing two transactions issued during the same phase. More
specifically, we will show that during 3 and 5 , the adversary is not able to link back
a transaction to the Pi that issued it. Let us consider two uncorrupted participants
Pi , Pj P P. The transactions issued by both parties contain only hash values, which

are considered as random values in the Random Orable Model, and are published with
anonymized accounts. Concerning part 1 of the proof, the second statement implies
that the publication does not reveal the identity of the publishing node.
Now another question stays unanswered: what happens in the peer-to-peer network? Does the information broadcast hinder the privacy-preservation eﬀorts done at
the blockchain level? We will explain ways to mitigate the impacts of these exchanges
on users’ anonymity and show that the data itself does not reveal any additional personal information about the decryption servers.
2. Network layer. Once again, we need to address two facets. We must prove that
there is no anonymity breach at the network layer, neither from the broadcasting of
messages nor from their content.
2.1 Zero-knowledge data. Now, we show that it is not possible with a high probability
of distinguishing two messages of the same type (meaning issued during the same
phase). More specifically, we will show that during phase 3 , and 5 of the protocol,
the adversary is not able to exploit the content of a message broadcast by Pi . Let us
consider two uncorrupted participants Pi , Pj P P.
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3 During this phase, the protocol executes a blockchain-based DKG with temporary information (the polynomial, the secret value, the account number i,...).
Therefore, since all these parameters are not linked to Pi , they do not leak any
identifiable information.
i
5 In this phase, the pseudo-identifying information are cgsk
, acci1 . Since acci1 is
1

obtained after mixing, it does not reveal anything about the broadcast Pi (w.r.t.
parts 1 and 2 of the proof). Moreover, due to the discrete logarithm assumption,
there is no retrieving of the gski information, nor is there telling whether the c1
i
component is an actual contribution (impossible to distinguish cgsk
from c↵1 with
1

$

↵–
› Zq ). The encryption with esk0 does not reveal any additional information
regarding what is already known.

In addition, the group signature attached to each of the Pi ’s transactions is generated by an anonymous-yet-traceable group signature scheme. This means that, unless
the Opening authority opens the signature, it remains anonymous. Therefore, the
broadcast data does not leak personal information that an adversary could exploit to
infer which decryption servers Pi participate.
2.2 Anonymous network addresses. The last issue to discuss is related to the P2P
network and linkability of the broadcasting identities. This can easily be discarded
as there are a plethora of options to dynamically change the address/identifier of the
communicating nodes at the network layer [61, 189].
Proof conclusion.

In presence of an adversary A that corrupts exactly t-out-of-n

parties from P, and under the aforementioned assumptions, the anonymity group of an
uncorrupted user Pi in P denoted AGpPi q is equal to AG the set of potential publishers

Pk P P that have not been corrupted by A. Then, the probability that A successfully
identifies the sender of a transaction, which is by definition 1{|AGpPi q|, is equal to
1{pn ´ tq verifying the Definition 10. Theorem 4 holds.

Definition 11 (Traceability). Informally, the traceability property applies to digital
signature schemes and ensures that:
1. an honest user that does not sign a message m should not be convincingly declared
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as a possible signer of this message ( i.e. no one can produce a signature on behalf of
another member), it is the non-frameability property;
2. nobody should be able to produce a valid signature that cannot be linked to an
identifiable user ( i.e. any valid signature can be linked back to the identity that issued
it), this is unforgeability.
Considering Theorem 4 and the corresponding proof, we state the following theorem.
Theorem 5. If the group signature scheme used to design our protocol is non-frameable
and traceable, then our protocol is so.

Proof. Indeed, it is quite immediate to understand, from the anonymity proof, that
the protocol’s non-frameability and traceability properties are guaranteed by the underlying group signature scheme used to sign the broadcast messages. From a pure
blockchain point of view, the Pi s are anonymous. Therefore, the only identifying information is inserted in the broadcast messages: the group signature

i

used to au-

thenticate a message. Since, the scheme chosen [34] is proved to be non-frameable and
traceable under the Discrete-Log assumption [34], then our protocol is too, under the
same conditions. Theorem 5 holds.

Summary. This sub-section presented the first description of a blockchain-based
threshold encryption protocol that supports an anonymous-yet-accountable decryption
service. We extended the standard notion of threshold cryptosystems with new security
properties such as the anonymous participation to the decryption process and the
traceability a posteriori of the participants’ actions, even in the presence of a strong
adversary that can corrupt up to half of the participants. We designed two use cases
that justify the need to develop such new anonymous threshold primitives and why it is
essential to support them with accountability-enhanced systems such as the blockchain.
We proved that our construction respects the targeted objectives of anonymity and
traceability.
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5.3.3

How does the new-DEN messaging protocol benefit from
T OAD?

Our goal is to set up a secure infrastructure such as to develop a privacy-preserving accountable new-DEN messaging protocol. This implies designing a bootstrapping framework that ensures censorship- and coercion-resistance. To benefit from T OAD, we
modify the step 1.2 of the protocol described in Sub-section 5.2.2.

1.2 Setup of the distributed Issuing authority. This phase is divided into two
steps: 1.2.1 The nomination of the sub-issuers; 1.2.2 The selection of the sub-issuers
for the ongoing round. This notion of ‘round’ is similar to an election. With 1.2.1
The sub-issuers are identified in the network. However, thanks to 1.2.2 the adversary
cannot know which group of issuers acts as the Issuing Authority during a specific
round.
1.2.1 Nomination of the sub-issuers. This corresponds to the previous 1.2 step.
The RSUs register via the deployed CI smart contract. Upon reception of a predetermined number N 1 of applications, the smart contract emits the Sub-Issuer Regis-

tration Completed event, and the registered RSUs can execute a blockchain-based
DKG protocol for the issuing key. At the end of this execution, the sub-issuer nodes
are identified and possess a common Issuing key.
1.2.2 Election of the sub-issuers. Let
Every

T be a predetermined period of time.

T , the group of acting sub-issuers changes. This change is triggered by the

smart contract CI , which emits the Sub-Issuer election started event. Among the
N 1 sub-issuers, some of them will therefore anonymously engage in the T OAD protocol
to create a common issuing public key (which corresponds to the encryption key output
by the protocol) in such a way that they all possess a share of the corresponding issuing
secret key. As such, when a user asks for registration to the group, the sub-issues can
choose whether to participate or not. Since T OAD is anonymous and traceable, the

elected sub-issuers are accountable for their actions. Yet, they are protected against
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privacy and coercion related attacks.
Theorem 6. (Coercion-resistance) If T OAD is anonymous and traceable, then the

proposed new-DEN messaging protocol is coercion-resistant w.r.t. the specified adversary model (Sub-section 5.1.1).
Argument of security.
Since T OAD is traceable, the elected sub-issuers are accountable for their actions.
Yet, since the scheme is anonymous, their identity remains private. This anonymity

property is what makes the new-DEN messaging protocol resistant against coercion
attacks as no adversary can force sub-issuers into doing something that they don’t
want to do as they cannot learn which one of them have been elected for a specific
round. Again, since the group of selected issuers change over time, the adversary should
adapt to the new setup, which makes its task more diﬃcult.
Conclusion. In this chapter, we focused on the infrastructure nodes’ censorshipand coercion-resistance. Indeed, both requirements are critical in the designing of a
privacy-preserving accountable road hazard warning reporting system. We explained
why the presence of the TA in Chapter 4 was a threat to users’ privacy and accountability, as the centralization of its power induces availability risks.To alleviate the
power of TA, we slightly modified the previous construction of the new-DEN messaging
protocol by relying relies on the concept of Issuer-as-a-service. To ensure the privacypreservation and accountability properties of the protocol, while providing at the same
time censorship- and coercion-resistance, we have to develop a new blockchain-based
cryptographic primitive: called T OAD.

However, the argumentation above and the construction of T OAD leans on the

existence of a primitive that has yet to be proven: NewDKG. In the following chapter, we

propose a construction the said primitive, namely of a blockchain-enabled anonymousyet-traceable DKG protocol that present the necessary security properties to guarantee
T OAD’s ones, and should complete our framework.

6

BAT ´ Key: a Blockchain-enabled

Anonymous-yet-Traceable DKG for T OAD

“Start by doing what’s necessary; then do what’s possible;
and suddenly you are doing the impossible."
— Francis of Assisi

In this chapter, we propose a DKG protocol that utilizes a blockchain to provide trust among the participating distrusting entities. More specifically, we design the
missing component of T OAD, denoted NewDKG in the previous chapter. In the follow-

ing, NewDKG is renamed BAT ´ Key for “Blockchain-based Anonymous-yet-Traceable
DKG protocol". The targeted properties are anonymity and traceability of the partic-

ipants’ contributions, and scalability of the system. The novelties of the scheme are
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multiple. Firstly, we improve traditional DKG implementations with anonymity, which
guarantees to the peers willing to participate to our protocol, that their identities will
remain private. Secondly, we ensure that peers remain accountable for their actions
by ensuring traceability of their participation. Thus, the protocol guarantees that a
node, that deviates from the initial protocol, can be identified and its identity exposed.
Thirdly, we fork from standard blockchain applications by considering the scalability
aspect as a main issue to address. That is why we develop our new technique on
a sidechain and demonstrate, from a theoretical and practical point of view, how it
provides the scalability needed for mass-market applications.
While BAT ´Key can be used in various contexts (as will be shown in Chapter 8), in

the remaining of this thesis, we decided to explore and define anonymous-yet-traceable
DKG protocols in the context of VANETs.

6.1

Construction

This research aims to design a Blockchain-supported Anonymous-yet-Traceable secure
DKG protocol. In the following subsections, we highlight the construction of our
protocol and fully document each steps of the protocol w.r.t. Figure 6.1.

6.1.1

Cryptographic tools

We denote by GS a group signature scheme that satisfies the anonymity, traceabil-

ity and non-frameability requirements [32]. We fix a symmetric SE “ pSEnc, SDecq

and asymmetric AE “ pAEnc, ADecq encryption schemes, both satisfying the standard
notion of indistinguishability under adaptive chosen-ciphertext attacks (IND-CCA2).
We also consider pP, V q a simulation-sound NIZK proof system for NP languages as
an essential underlying primitive for the construction of our protocol. We assume

that pP, V q satisfies the properties of completeness, soundness, zero-knowledge and is

simulation-sound [190]. Finally, we choose a blockchain environment that enables the
creation of sidechains. The main blockchain is called mainchain and uses a scripting
system for transactions (e.g. Bitcoin); and secondary chains are called sidechains and
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supports Turing-complete programming languages (e.g. Ethereum).

6.1.2

System and Communication models

The system is composed of a sender P0 and a set of intended receivers P “ tP1 , . . . , Pn u,

where n • 3 is an integer. We assume they can all monitor and broadcast messages
on a shared public and authenticated communication channel. Furthermore, parties

all agree on a common view and ordering of these messages. We assume synchrony in
the sense that, any message that is broadcast by a participant during some protocol
phase is received by all other parties before the next phase starts (partial synchrony
model [191]). Finally, we assume that the group signature is already deployed, hence
that there is a node O identified as the opening authority.

6.1.3

Protocol Description

The protocol is divided into eight phases and composed of one public routine KeyEstablishment, two chains, and one client application as illustrated on Figure 6.1.
The mainchain is public and acts as the Coordination Blockchain. It also handles
the anonymization of the participants via a mixing technique. In parallel, there is
one on-demand sidechain administrated by KeyEstablishment which manage the group
creation and subsequent actions. We consider that each participant Pi owns one public
account acci on the mainchain, available through a public directory.
1 Group creation. The protocol starts with P0 deploying the KeyEstablishment routine on the sidechain, and identifying its intended receivers tP1 , . . . , Pn u. It calls the
function groupCreation in the KeyEstablishment routine on inputs the list of accounts

associated to receivers in P, esk0 a symmetric encryption key used to encrypt sidechain
transactions (for confidentiality purposes), and opk the Group Signature Opener’s pub-

lic key. The last two parameters are summarized as psp for private sidechain parameters. To ensure their confidentiality, the broadcast message contains n encryptions of
psp with an asymmetric encryption function AEncpk p¨q for pk “ pk1 . . . pkn the public

keys corresponding to the Pi s’. Finally, for traceability and verification purposes, a
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Group Creation event is emitted and a blockchain transaction publishes the hash
value of psp.
To participate to further steps of the protocols, Pi must anonymously: 1) commit to
its signature onto the mainchain, 2) lock some mains coins onto the mainchain. These
two steps are described below.
2 Mixing. Upon reception of a Group Creation event, Pi can decide whether
1

to anonymize its future blockchain communications. We denoted P the set of Pi s
1

1

that decide so, we have P Ñ P. Therefore, if Pi P P , Pi participates in a mixing
transaction. It engages by building a transaction that spends a standardized amount of
1

main coins and sends them to a new address acci . The core idea is that this transaction
will get mixed with other similar transactions in such a way that both Pi ’s accounts
1

acci and acci are unlinkable to any external observer, nor other peers that participated
1

to the mixing. By doing so, Pi covertly owns N main coins at the address acci .
3 Commit signature and lock main coins. In order to ensure traceability and
authentication, Pi must commit a signature onto the mainchain. Pi will use its own
identity to produce an anonymous, unforgeable and traceable group signature. It then
1

1

publishes it with its new account acci . By doing so, it anonymously ties acci to its
identity Pi . Therefore, it acts as an authentication proof and can be opened on Pi ’s
public identity by the Opener authority. Then, the remaining main coins (those that
were not used for paying the transaction and fees) can be locked on the mainchain
to participate to further steps of the protocol on the sidechain. Let us mention that
1

transactions from acci are accepted on the sidechain iﬀ this commit transaction was
1

correct. If so, Pi only uses acci for the next transactions.
4 Sharing The sharing process is backed up by the sidechain (Figure 6.1).
1

4.1 Share initialization At the beginning of the sharing phase, each Pi P P gener-

ates a temporary keypair xtpki , tski y, and draws at random a value ui from Zq . Then, it
calls the function temporaryKeysSharing to broadcast the tuple xtpki , ui y and stored
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Figure 6.1: Overview of the execution flow of the proposed protocol
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the hash values xHptpki ||ui qy inside the sidechain. The function emits a Temporary
Keys Sharing event which informs other selected members that new keys are available for further processing.
1

4.2 Share generation Then, each Pi P P executes the sharing of their key by

executing the first step of Schindler et al. DKG protocol [38], which is a relaxed

version of Gennaro et al. DKG construction. It obtains a secret value si , a private
polynomial fi s.t. fi p0q “ si , and publishes the commitments Ci0 “ g si , . . . , Cit “ g cit
to the coeﬃcients ci0 , ci1 , . . . , cit of fi .

fi pxq “

t
ÿ

cik xk

k“0

These committed values will be used later in the verification process of the shares
(along with Pi ’s public polynomial Fi : Zq Ñ Gq in Equation 6.1).
4.3 Share transmission. Next, each Pi has to securely send its shares siÑj to all
1

concerned parties Pj P P . Since there is no private communication channel between
parties, Pi uses a symmetric key encryption algorithm SEnckij p¨q to ensure the secrecy

of the share sent to Pj . The corresponding encryption key kij is derived from both
parties’ temporary public keys (Equation 6.2). Finally, Pi broadcasts the encrypted
1

shares siÑj “ SEnckij psiÑj q for all Pj P P as well as the commitments. For traceability
purpose but complying with scalability, in parallel of sending data to other Pj ’s, Pi

proposes a transaction that contains a hash of the concatenation of Cik , for k “ 1..t,

the commitments (Equation 6.3). Each Pj monitors both the broadcast channel and
blockchain network for messages and event notifications issued by other parties. Upon
receiving encrypted shares and commitments from Pi , Pj decrypts its intended share
to obtain s1iÑj “ SDeckij psiÑj q.
4.4 Share verification Pj employs the verification procedure described in [39] to
check the validity of the shares s1kÑj received from other Pk ’s. Under these conditions,
a share is valid if and only if 1) both the published hash of commitments and the one
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reconstructed from the received data are equal, and 2) the share verification equation
holds (Equation 6.4). In case either condition is found invalid, Pj can perform further
1

actions during the Dispute Phase. Let us note that since Pj P P expects to receive only
one message per party, it will process the first message received from each sidechain
account.
t

(6.1)

x
Fi pxq “ Ci0 ¨ Ci1
¨ . . . ¨ Citx

tskj

kij “ tpkjtski “ tpki

“ g tski ¨tskj

(6.2)

(6.3)

Hcommitments “ HpCi0 ||Ci1 || . . . ||Cit q
1

g skÑj “ Fk ps1kÑj q

(6.4)
1

At each stage of the Sharing phase 4 , Pi transacts with its new account acci . Since
1

acci is anonymized, other Pj ’s cannot tell which identity is hidden behind this account.

5 Dispute phase. Suppose a party Pj receives invalid commitments or an invalid
1

share from acci during the previous phase. Pj must broadcast a dispute claim to ensure
that Pi is excluded from further steps of the protocol execution. To prevent false
allegations from an adversarial Pj , we adopt the same non-interactive proof technique
as [38]: Pj must present elements proving that Pi indeed violated the protocol.

5.1 Issuing a dispute claim To do so, Pj will publish the symmetric encryption key
kij . By using this key, other parties may decrypt the corresponding broadcast share and
verify Pj ’s claim. Since kij is temporary to the execution, revealing it does no impact
former, nor later messages than the one being audited. In addition to the publication
of kij , and in order to prevent an adversarial Pj from publishing a random key instead
of kij , Pj must join a NIZK proof ⇡pkij q. The proof technique shows the equality of two
discrete logarithms. The instantiation of the proof ⇡pkij q is P pg, tpkj , tpki , kij , tskj q.
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5.2 Verifying a dispute claim. The dispute claim is xkij , ⇡pkij qy the symmetric key

and the proof of correctness related to that key. Pj broadcasts the claim and commits
the hash value of the key and the proof onto the blockchain. This transaction emits
a Dispute Claim event. Upon reception of the event notification and corresponding
data, Pk uses V pg, tpkj , tpki , kij , ⇡pkij qq to check the claim. If the proof is incorrect or
the hash value of the received key/proof does not match the one transmitted through

the sidechain network, Pk rejects Pj ’s claim. Otherwise, Pk decrypts the conflicting
share and check its correctness (w.r.t. Equation 6.4). The dispute is valid if and only if
1) hash values of the received key and proof match hash values stored on the sidechain,
and 2) the verification condition of the share does not hold.

6 Key derivation. The key derivation phase is divided into two steps. First, each
participant must determine who are the qualified nodes. Then, they must derive the
keys w.r.t. the relevant information they saved from the previous step.

Deriving the set of qualified nodes. The first step in the key derivation phase is
determining which of the initially selected participants are qualified to participate in
the elaboration of the joint group encryption keypair xgek, gdky.
1

At the end of the previous phase, any party Pi P P belongs to either category:
1. parties that correctly shared their secret si with all other parties denoted Q;
2. parties that incorrectly shared their secret si , meaning that there exists at least
one valid dispute claim against the party;
3. parties that did not participate, meaning that they did not share their secret.
The set Q is the set of qualified nodes. These parties are characterized by coherent

pairs of broadcast/transaction (e.g., the commitments received match the published

hash value of their concatenation), and no other node has filed a valid dispute against
Pi so far.
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Deriving the keys. Let h denotes a generator of Gq such that dlogg phq is not known
(and diﬃcult to compute in Gq ). To prevent biases in the generated keys, each Pi P Q
will broadcast xhsi , ⇡phsi qy a share of the final group encryption key and the proof

which shows the correspondence between hsi and the first commit Ci0 “ g si . Notice
that in case any (adversarial or faulty) party Pk P Q does not reveal the value hsi or a
valid proof ⇡phsi q by the end of this phase, a set of t ` 1 correct parties can recover si
with a Lagrange Interpolation-based recovery procedure.

We let gek be the common group encryption key. Each Pj P Q obtains a group

keypair xgskj , gpkj y. Therefore, we can compute the (distributed) common group decryption key gdk. We can check that gek “ hgdk (Equation 6.6).

7 Unlocking. At the end of the derivation phase, P0 can tell the protocol successfully terminated and can determine which shares are valid. It can therefore derive the
1

value of gek. Also, it knows which acci participated, and can uses these new accounts
to contact the Pi ’s for further processing. The participating Pi ’s can also claim back
1

their main coins. To do so, they lock the remaining side coins on their accounts acci .
Through a consensus, the corresponding main coins are unlocked on the same accounts.
si “

gek “

gski “

ÿ

siÑj

Pj PR

Pk
k‰j

π

hsi ; gdk “

si

(6.6)

ÿ

sjÑi ; gpki “ hgski

(6.7)

Pi PQ

Pj PQ

gdk “

ÿ

Pj PR

gskj

π

uk
u ´ uj
PR k

π

ÿ

(6.5)

Pi PQ

uk
u ´ uj
PR k

Pk
k‰j

(6.8)
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6.2

Security analysis

In this subsection, we briefly sketch the formal security proofs w.r.t. the targeted
functionalities (Subsection 6.2.1) and the adversary considered (Subsection 6.2.2).

6.2.1

Targeted functionalities

Our protocol should present the following features:
• The distributed generation of the public/private keypair is correct, robust and
entirely distributed to the set of receivers P selected by P0 .
• The participation to the distributed generation of the public/private keypair is
anonymous w.r.t. the adversary;
• The participation to the distributed generation of the public/private keypair is
traceable w.r.t. the adversary.

6.2.2

Model of adversary

We consider an adversary targeting both properties: anonymity and traceability. The
adversary is either external to the system or internal, passive or active. It may want
to: de-anonymize users from the collected broadcast messages, or from the collected
published transactions; impersonate a user; covertly participate to the protocol. As
such, we will show that our protocol is secured against a malicious P0 as P0 is the node
that has the most knowledge about the system (it selected the Pi s) and the most power
(as it can participate to the protocol too).

6.2.3

Correctness, Robustness and Distribution

Now, we formally define these three requirements and show that our protocol complies
with them.
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Correctness. The designed scheme should be correct w.r.t. secure DKG protocols.
We reuse the definitions provided by Gennaro et al. in [39] (Definition 12).
Definition 12 (Correctness).
(R1) All subsets of t ` 1 shares provided by honest parties define the same unique secret
value x.

(R2) All honest parties have the same value of public key y “ g x mod p, where x is
the unique secret guaranteed by (R1).

Robustness. This property implies that the reconstruction of x should be possible
also in the presence of malicious parties that try to undermine the computation; [39]
formalizes this notion as follows.
Definition 13 (Robustness).
(R3) There is an eﬃcient procedure that on input the n shares submitted by the parties
and the public information produced by the DKG protocol, outputs the unique value x,
event if up to t shares are submitted by faulty parties.
Uniform distribution. Former DKG protocols were proven against an adversary
that was able to corrupt less that t ` 1 parties and could still reconstruct the secret

value x. These attacks are the result of non-uniform distribution of the shares, meaning
that two distinct shares of x may contribute diﬀerently to its reconstruction. In our
case, we must ensure that Definition 14 is respected.
Definition 14 (Uniformity).
(R4) s is uniformly distributed in Zq (i.e. gek “ g s is uniformly distributed in the
subgroup generated by g).

Secrecy. Finally, we require that our protocol complies with the secrecy requirement
as defined by [39] and recalled in Definition 15.
Definition 15 (Secrecy). (R5) No information on s can be learned by the adversary
except for what is implied by the value gek “ g s mod p.
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Theorem 7 (Secure DKG). Under the Discrete-Log Assumption, the presented protocol, as defined in sub-section 6.1.3, is secure for DKG in dlog-based cryptosystems;
namely, it satisfies the correctness, robustness, uniform distribution and secrecy requirements of sub-section 6.2.3 with threshold t, for any t † n{2.
Proof. The proof directly flows from Gennaro et al.’s demonstration and Schindler et
al.’s analysis [38, 39].

6.2.4

Anonymity and Traceability

Below, we define the anonymity and traceability properties, and we show that our
protocol is compliant with both requirements.
Anonymity This property aims to ensure that users’ identity will stay private during the protocol execution. In our case, this entails two features: unlinkability of
blockchain accounts (Definition 16), and indistinguishability of sidechain transactions
(Definition 17).
Definition 16 (Unlinkability of Blockchain/Sidechain accounts).
(R6) Given a mixing transaction characterized by a set of inputs I and a set of outputs

O with |I| “ |O|, considering a honest user Pi for who Dini P I and outi P O s.t.
ini maps to outi , we say that the mainchain/sidechain accounts are unlinkable iﬀ the

probability that A successfully maps (denoted by the function map) Pi ’s input to the
corresponding output is equal to 1{m ` neglpkq.

Definition 17 (Indistinguishability of sidechain transactions).
(R7) Given a set of sidechain transactions St “ tstx1 , . . . , stxm u with m • n, and
given a user Pi that sends transaction stxi P St , we say that the sidechain transactions
are indistinguishable if and only if the probability that A successfully maps stxi to Pi
is equal to 1{m ` neglpkq.

Traceability The notion of traceability usually applies to digital signature schemes
or any other authentication protocol. In our case, we need to ensure that the protocol
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is compliant with Definition 18.
Definition 18 (Traceability).
(R8) The traceability property guarantees that 1) an honest user that did not send a
transaction tx should not be convincingly declared as a possible sender of this tx; 2)
nobody should be able to produce a transaction tx that cannot be linked to an identifiable
user.
Theorem 2 (Anonymous and Traceable DKG).
Theorem 8. Under the Discrete-Log assumption and the existence of a CRHF, the
presented protocol, as defined in sub-section 6.1.3, is an anonymous-yet-traceable protocol for DKG in dlog-based cryptosystems; namely, it satisfies the indistinguishability
(of transactions), unlinkability (of Blockchain accounts) and traceability requirements
of sub-section 6.2.3 with threshold t, for any t † n{2.
Proof. (R6) P0 knows who are the selected P1 , . . . , Pn . Therefore, it can identify
within the set of inputs which belong to the Pi ’s. But then, the mixing transaction
provides relationship anonymity. Therefore, the probability to successfully select the
` ˘
corresponding n outputs out of m is one out of m
possibilities. Therefore, the presence
n

of the mixing step makes sure that the strongest adversary P0 cannot link the original
accounts to the Pi ’s to the one they get after mixing (the participants do not learn
anything either).
(R7) P0 knows that Pi P P. However, since the blockchain accounts are unlinkable

(requirement R6), P0 cannot tell from mainchain transactions whether Pi still participates. Moreover, since the protocol respects the secrecy requirement (property R5),
P0 does not learn any additional information about the participating Pj ’s from the
broadcast data nor the published transactions. Hence, the probability that it guesses

which transaction from St was published by Pi is equivalent to the one of a random
guess, thus 1{|St | “ 1{m.

(R8) This traceability property asks that the adversarial P0 be unable to produce

a transaction s.t. the honest opener is unable to identify the origin of the transaction.
This property is twofold. First, we remark that the blockchain is immutable and the

BAT ´ Key: a Blockchain-enabled Anonymous-yet-Traceable DKG for
134
T OAD
consensus power cannot be centralized, no record can be changed: hash values cannot
be tampered. Let P0 own the anonymized account acc0 . It is able to produce a
transaction, accepted by honest users, that cannot be linked back to its identity iﬀ:
Case 1) P0 participates in a mixing transaction and does not commit its signature with
1

its new anonymized account. If that is the case, P0 obtains acc0 which is not linkable
to acc0 . However, since P0 did not execute the commit signature phase (phase 3), the
1

honest users will only ignore sidechain transactions from acc0 . Therefore, P0 won’t be
able to participate to the DKG protocol and there is no notion of traceability left. Case
1

2), P0 participates in the mixing and commit to a group signature with acc0 . Since
the group signature scheme is correct, anonymous, traceable, and non-frameable, this
group signature is either correct, hence traceable; or incorrect, in which case honest
1

users will proceed as before and ignore sidechain transactions acc0 .
Moreover, the commit signature phase does not leak any information about the
signing entity which completes both the demonstration for secrecy (R5) and anonymity
(R7).

6.3

Implementation and Evaluation

In this section, we discuss technical implementation choices for our protocol, and
present our experiment that illustrates the benefits of sidechains.

6.3.1

Choice of the cryptographic tools

For the implementation, we selected the following instances of the cryptographic tools
described in sub-section 6.1.1. The client application Client.app is in Python, HTML
and JavaScript. The group Gq of order q is the optimized Barreto-Naehrig curve over
a 128 bit prime field. We selected the optimized_bn128 function from the py_ecc
library developed by Ethereum’s community. The collision-resistant hash function
Hp¨q is Keccak-256. The group signature scheme GS is Bellare, Shi and Zhang (BSZ)

scheme proven to be anonymous, traceable and non-frameable (under the existence
of a trapdoor permutation) [34]. AES is used for the symmetric encryption SE “
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pSEnc, SDecq.The Python implementation of the NIST Curve P-256 which provides 128-

bits of security (library PyCryptodome) stands for the asymmetric AE “ pAEnc, ADecq
ECC-based Encryption scheme. Finally, for our pair pP, V q of simulation-sound NIZK
proof system we re-use the proving and verifying functions described in [38] respec-

tively as DLEQp¨, ↵q and DLEQ-verifyp¨, ⇡q where ↵ is the secret to prove and ⇡ the
proof to verify. The instantiation of the proving function is DLEQ and the proof ⇡pkij q
is DLEQpg, tpkj , tpki , kij , tskj q; the verifying function is denoted DLEQ-verify and the

verification consists of DLEQ-verifypg, tpkj , tpki , kij , kij q. Finally, we decided to use
Bitcoin and RSK for the sidechain architecture. The mixing technique follows a CoinJoin protocol ??; and the KeyEstablishment routine is a smart contract developed in
Solidity.

6.3.2

Why did we choose Bitcoin and RootStock?

In 2009, Satoshi Nakamoto introduces Bitcoin [13] to the world. While revolutionising
payments online, Bitcoin remains limited due to the lack of integration of smart contracts. Since then, several cryptocurrencies have been launched with stateful virtual
machines capable of executing Turing complete programming languages, hence smart
contracts. RSK is presented as the safest smart contract blockchain as it is secured
by the Bitcoin network. RSK is a platform that enhance Bitcoin by enabling smart
contract development. It also inherits some other Ethereum characteristics: account
format, virtual machine and web interface. RSK provides a way to create Bitcoin
sidechains. RSK is based on proof-of-work and, as of mid-2021, RSK has 46.6% of
Bitcoin’s hash rate, meaning that almost half of the mainchain mining power also
mines the sidechain (RSK). To transfer Bitcoins to and from the RSK sidechain, the
technology implements a two-pay peg. When Bitcoins get transferred into the RSK
blockchain, they become “Smart Bitcoins" (RBTC). Smart bitcoins are equivalent 1:1
to bitcoins but live in the RSK network. They can be transferred back into Bitcoins
at any time.
We chose RSK because it re-uses most of the infrastructure software developed for
Ethereum. Therefore, it facilitates the migration of Ethereum applications to RSK. In
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addition, RSK increases the transaction throughput of the Bitcoin blockchain from 7
transactions per second (tps) to about 300 tps. This higher number of transactions per
second helps reduce the transaction cost. As a conclusion, we selected RSK sidechain
environment for the development and implementation of our protocol for its promises
of scalability both in terms of transaction throughput and execution cost.
However, since Bitcoin and RSK are two public chains, we still have our pending
issue of anonymity.

6.3.3

CoinJoin and CoinShuﬄe

Bitcoin is not anonymous [192], it can be de-anonymized via transaction graph analysis.
To prevent this unwanted tracing, mixing techniques were developed. The underlying
idea for mixing is to obfuscate the relationship between inputs and outputs, thereby
preserving the relationship anonymity. This concept was introduced as the CoinJoin
technique [193]. It is based on the fact that Bitcoin is not an account-based blockchain
(unlike Ethereum). Instead, Bitcoin leverages Unspent Transaction Outputs (UTXOs).
Each UTXO can be seen as a coin, and holds a certain amount of value in its respective
currency. Each UTXO represents a chain of ownership. Moreover, Bitcoin transactions
can have multiple inputs and outputs. The CoinJoin technique leverages both properties by combining multiple UTXOs from diﬀerent users into a single transaction.
That is, each participant chooses one UTXO to spend (input) and an output address
to which send the coins (output). Therefore, the final transaction has a number of
pairs of input/output UTXOs. From an external observer, it is diﬃcult to determine
which input corresponds to which output. CoinShuﬄe [194] is an example of generic
decentralized mixing protocols. In this section, we propose to reuse this protocol for
mixing participants’ coins. CoinShuﬄe is a decentralized protocol that allows users to
mix their coins with those of other interested users. The CoinShuﬄe protocol is proven
to provide unlinkability, verifiability, robustness, and double-spending resistance.
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Interfacing Bitcoin, RSK and CoinJoin

Firstly, P0 initiates the protocol by selecting the participants P “ tP1 , . . . , Pn u 1 . It

deploys the KeyEstablishment smart contract on the sidechain and uses the groupCreation
function to transmit the necessary information to the Pi . Upon receiving the Group
Creation event and corresponding data, the Pi ’s who wish to participate in the DKG
execute the CoinShuﬄe protocol to mixing their coins 2 . They obtain new anonymized
1

addresses acci that contain some bitcoins. To authenticate these new addresses, they
1

individually publish with acci a group signature generated with their original identity 3 . Then, they locks these tokens on the mainchain. The Federation, a set of
entities in charge of the locking and unlocking of coins, ensures that the bitcoins stay
locked, and unlocks the corresponding amount of smart bitcoins (RBTC) on the same
accounts. Let us note that the members of the RSK are publicly known. At the end of
this first phase, the contacted Pi ’s have all the information to continue the execution of
our protocol, they are completely anonymous from the system point of view, yet they
are traceable thank to the committed group signatures.
Then, they engage in the DKG protocol and follows the steps described in Section 5.3.1. Calls to the routine are only replaced by calls to the KeyEstablishment
contract 4 5 .
Once the DKG is finished, every selected participant, including P0 can derive the
common secret key gek 6 , and terminate this instance of the KeyEstablishment smart
contract 7 . Eventually, they can beforehand issue an opening request 8 . If so, the
Opening authority will take the group signature associated to the address against which
the request has been issued and open it. Thus, this will de-anonymize the misbehaving
or faulty participant.

6.3.5

Evaluation in terms of gas

Our blockchain-based DKG protocol provides two additional features compared to existing literature, namely anonymity of the participants and traceability of their actions
(Chapter 3 and Section 6.2). In this subsection, we show that the protocol is also
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relatively cheap (gas cost).
Table 6.1 illustrates the savings that can be made by migrating the DKG contract
(denoted KeyEstablishement.sol) from Ethereum to RSK. For deployment only, we observe a saving of almost 91 USD. This is due to the diﬀerence in the gas price. AS
of September 2021, 1 gas costs approximately 20 gwei on the Ethereum network1 . Instead, on RSK, it costs 0.072 gwei2 . We extrapolate this cost diﬀerence in Tables 6.1
and 6.2. In the tables, the ETH gas price is equal to 20 gwei; and the RSK gas price
is of 0.072 gwei.
Table 6.1: Cost of deploying KeyEstablishment.sol contract on Ethereum and RootStock
Operation
Deployment - Gas used
Gas Price (gwei)
Deployment - Final cost (ETH)
Deployment - Final cost (USD)

Ethereum testnet
1,713,516
20
0.038
91.0488

RSK testnet
2,101,072
0.072
0.0017
0.3978

Let us note that it is not clear why we observe a diﬀerence in the gas consumption
when deploying the smart contract on RSK. One possible guess is that RSK must
handle the sidechains in addition to the deployment.
Knowing the gas consumed by a function in our Ethereum-based implementation,
we can estimate its execution cost in USD w.r.t. the gas price (in gwei) in Ethereum and
RSK, and Ethereum’s current price. We observe that the expected cost of execution
on Ethereum is multiplied by a factor 273 compared to what a user could pay by using
RSK. This colossal diﬀerence transforms a scheme somehow usable in specific settings
where anonymity and traceability are two critical features worth the price; to a scheme
that can be used in a daily basis.
Table 6.2: Cost of executing our protocol on the Ethereum testnet vs. the expected cost on RSK
testnet (in USD)
Operation
Gas Used
Cost
Expected Cost
ETH testnet
RSK testnet
Group Creation
1,437,090
68.4
0.25
Share Transmission
66,729
27
0.0114
Tpk Publication
27,646
1.3
0.0047
Group Key Publication
53,488
2.5
0.0092
1
2

https://etherscan.io/gastracker
https://rskgasstation.info/
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Conclusion In this section, we propose a Blockchain-supported Anonymous-yetTraceable DKG protocol. Our protocol can be used to securely and distributively
generate a common dlog-based encryption/decryption keypair (cryptosystem); or a
group signing/verifying keypair (threshold signature). This is particularly useful in
anonymous trading or in coercion-resistant e-voting systems. In such applications, participants are untrustworthy and have conflicting interests. They want to be anonymous,
and keep their contribution secret. Yet, the system needs to be auditable hence, traceable and transparent. With the introduced protocol, we extend existing blockchainbased implementations of DKG protocols with the anonymity and traceability properties required in such applications. We prove that our new scheme is correct, robust
and may achieve uniform distribution under the Discrete Logarithm assumption and
the existence of a Collision-Resistant Hash Function. Moreover, we showed that existing implementations can greatly gain from using sidechains. Hence, we were able to
obtain a reduced execution cost of our protocol, on RSK, by 99% compared to a pure
Ethereum-based implementation.
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Part III
Application to ITSs, conclusion and
perspectives
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7
Towards a complete Blockchain-enabled
Privacy-enhanced Traﬃc Reporting system
for ITSs

“The devil is in the details."
— Gustave Flaubert

This chapter completes our analysis of the challenge of providing auditability
while preserving users’ privacy in a vehicular network environment. More specifically,
we discuss the design of a Blockchain-based Privacy-enhanced Traﬃc Reporting system that oﬀers Public Auditability in the context of ITS. Road safety is the thriving
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goal when designing ITS. It is currently enforced by sharing critical information related to the positioning of vehicles (e.g., the CAMs) and hazard warnings (e.g., the
DENMs). This chapter focuses on the sending of DENMs and their impact on vehicular users’ privacy. We investigate ways to keep users’ identities and location private
while providing a strong auditing system for further investigation a posteriori by a distributed public authority. The proposed system leverages the key features of proposed
blockchain-based cryptographic primitives presented in Chapters 4, 5 and 6. In this
chapter, we present our final Blockchain-enabled Privacy-enhanced Traﬃc Reporting
system for ITSs.

7.1

Summary of the thesis context

In this first section, we recall the context and summarize the challenges related to
securing the broadcast of DENMs. We list the security requirements an authentication
scheme in ITSs must comply with. We will use this authentication scheme afterwards
(Section 7.2) for the construction of the Traﬃc Reporting protocol.

7.1.1

About the DENMs

DENMs are the messages that enable traﬃc hazard warnings. Unlike CAMs, used for
the vehicle to vehicle positioning, DENMs are sent to alert the network about specific
hazardous events, e.g., a car accident. There are defined as
“facilities layer message[s] that [are] mainly used by ITS applications to
alert road users of a detected event using ITS communication technologies"
[6].
The construction of the DENM is triggered by an ITS-S application upon detection
of a road hazard or abnormal traﬃc conditions. The DENM is transferred to other
relevant (e.g., in the specified geographical area) ITS-Ss through the DEN basic service.
This transmission is performed via V2V or V2I communications. Upon reception of
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a DENM, the service processes the message and forwards its content to the ITS-S
application. The application, in turn, displays it to the user through the HMI modules.
DENM generation. The generation and propagation of DENMs are described in the
ETSI standard specifications [6]. When it comes to communications, ETSI standards
identify vehicles and RSUs as ITS-S, which embed several ITS Applications as specified
in [9]. The exchange of these messages is operated through the DENM protocol, which
consists of the following steps:
• Upon event detection, the station broadcasts a DENM to disseminate the information about the hazard to other stations in a specific area. This first ITS-S is
called the originating ITS-S.
• Then, the message is relayed by forwarding ITS-Ss.
• The transmission of a DENM may be repeated and persist as long as the event
is present.
• The termination of a DENM can occur automatically(e.g., if an expiry time has
been specified) or upon request (e.g., the event has terminated).
• The ITS-S receiving a DENM processes the information and may decide to discard
the warning or inform the user.
Privacy risks. By design, and to prevent the propagation of fake information, the
DENMs (of which the structure is shown in Figure 2.6) contain information about:
• the identity of the alerting/source node that first detected the event, in StationID;
• the location of the alerting/source node in the xevent positiony field of the DENM.
Therefore, the broadcast of DENMs can breach users’ identity and their location
privacy either directly (e.g., via the StationID field) or indirectly (e.g., by analysis
of the location traces). Growing eﬀorts towards improving the safety of vehicular
networks are focusing on securing the wireless communications and data transferred
between vehicle and infrastructure nodes to communicate safety-critical information.
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Motivation. The core motivation of our research, in blockchain-based anonymousyet-traceable distributed cryptographic primitives, is the proposition of a reporting
protocol that guarantees:
1. quick user response to safety events (whether they are true or not);
2. secure and privacy-preserving sending of the warning messages;
3. accurate and eﬀective auditing method a posteriori.

7.1.2

DENMs security according to ETSI

Several approaches attempt to provide privacy in ITSs [195]. The easiest strategy
consists in implementing a fixed pseudonym change parameter. The parameter can be
time (e.g., change pseudonym every 5 minutes), the number of signed messages (e.g.,
change pseudonym every 100 messages), or even distance (e.g., change pseudonym
every 500 meters travelled) [196]. However, its simplicity makes the method vulnerable
to an eavesdropping attacker who can quickly infer the fixed parameter.
In order to cope with the monotony of parameter changes, randomness can be
inserted. The pseudonym is changed w.r.t. the same parameter after adding a random
value. The addition of a random factor contributes to preventing the attacker from
inferring the pseudonym change periodicity. However, the attacker can combine the
observations of these changes with vehicular mobility patterns and still detect which
pseudonym changed into which other one.
To tackle the later issue, vehicles can implement silent periods [197]. These are
periods of time, after a pseudonym change, during which they do not communicate. The
advantage lies in that tracking becomes more diﬃcult if the pseudonym changes occur
over a large group of vehicles in a location where trajectory predictability is reduced
(e.g., cross-roads). However, it comes with the drawback that vehicles concerned by
the pseudonym change cannot send safety messages during the silent period.
The vehicle-centric strategy regroups all three previous methods at the vehicle level.
It supposes that the vehicle changes pseudonym at random periodicity and applies silent
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period w.r.t. their mobility pattern. This strategy addresses some of the issues above.
However, it may reduce the actualization rate of the pseudonyms and hinder the eﬀorts
towards privacy preservation.
A mitigation measure will trigger pseudonym change if the environment is dense
enough, i.e. in the presence of a suﬃciently large number of surrounding vehicles. This
idea was elaborated in the mix-zones-based strategy [72]. A mix-zone is a delimited
geographical area where no location-aware applications are running, i.e. no CAM nor
DENM broadcast. This creates an area in space and time during which the pseudonyms
are mixed s.t. it becomes diﬃcult for the eavesdropping attacker to determine the new
mapping. There are three main ways to propose a mix-zone. The first method is
to involve an RSU. However, it necessitates trusting the RSU, which learns the new
mapping.
Another method is to rely on collaborative change. It relies on broadcasting messages to surrounding vehicles advertising their readiness to change pseudonyms. Once
they all agree, no vehicle sends location change messages until all have a new pseudonym.
This method is highly robust against an eavesdropping attacker as it provides kanonymity (the new pseudonym belongs to one out of the k nodes that participated
in the pseudonym change). However, it requires synchrony and is not eﬃcient in lowdensity networks. The previous strategy can be combined with pseudonym swaps and
thus, tackles both issues. Two vehicles sharing the same mobility pattern can swap
their pseudonyms.
Combining collaborative mix-zones with random pseudonym swaps may significantly increase privacy. However, it poses the question of traceability. Indeed, as it
becomes complicated to reveal the link between pseudonyms and real identities, how
does the system ensure the accountability of the road users and enforce traﬃc laws?
Moreover, it brings the risks of a Sybil attack, in which a malicious entity tries to use
multiple pseudonym identities to simulate various (fake) ITS stations. By doing so, the
adversary can conduct other types of attacks, including DoS attacks or modification
attacks.
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7.1.3

Other cryptographic approaches to secure vehicular communications

Pseudonym change is the method privileged by ETSI. However, there are other strategies to propose privacy-preserving authentication as suggested by Manvi et al.’s survey [198].
For instance, asymmetric cryptography, also called Public Key Cryptography, it is
a trendy method to provide data security (via encryption) in most communication networks. It leverages a pair of keys to enable a receiver to check the authenticity of a
message with the public key without knowing the private key; it refers to the digital signatures. In PKI-based authentication schemes, users run the asymmetric cryptography
algorithm and rely on a TTP (the Certificate Authority (CA)) for the management of
certificates and the traceability feature. The CA is often diﬀerent from the RSUs, which
are rarely entirely trusted. The idea is that before broadcasting the safety message, the
user will sign it with its private key and append its certificate (additional information
are also present, such as a timestamp). On the receiving side, the node “only" has to
check the CRL, maintained by the CA, to accept or reject the incoming message. These
schemes are widely adopted in ITSs, but they still have some limitations according to
[198]: subject to flooding and location tracking attacks and introduction of high computation and communication overheads. In [199], authors propose one attempt to improve
the latter drawback. They replaced the CRL checking process with keyed HMACs
which is said to reduce the message loss and the computational and memory footprint
(CRLs can be considerable). Other methods favor ECC-based asymmetric schemes.
The advantage of ECC over traditional algorithms is that for a smaller key size (160
bits against 1024), it achieves the same or better communication security. Therefore,
ECC-based authentication algorithms are lighter, faster and require less memory space;
consequently, they also introduce less computation overhead. However, compared to
Public Key Infrastructure (PKI)-based authentication algorithms, they are more complex systems and introduce higher communication overheads. An other alternative is
known as ID-based cryptography. This method consists in deriving the public keys of a
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user from their identity information, such as email address. It does not rely on certificates for message authentication, but pseudo-identities hence reducing communication
overhead and does no longer require the maintenance of a CRL, thus improving the
computation overhead. Single-User Signature is the initial proposition that considers ID-based cryptography for authentication scheme. However, existing schemes fail
to provide privacy preservation, eﬃcient key management and usually introduce high
computation and communication overheads.
Symmetric cryptography is also an option as it is faster and simpler than asymmetric cryptography. The elementary primitive of symmetric cryptography is certainly the
hash functions. They are essentially used to check message integrity, mainly one-way
hash functions, as they provide unique output values. They are used in various declination as building blocks for more complex and complete systems. For instance, they are
prevalent in Message Authentication Code (MAC) algorithms. These algorithms are
famous because they require less computation overhead compared to PKI-based and
Elliptic Curve Digital Signature Algorithm (ECDSA)-based authentication schemes.
They are known as keyed hash functions. They rely on a shared secret key and a
hashing function that generates a message authentication code (the tag) from the key
and the message. The receiver can check the tag as it knows the secret key. MAC
ensures both message integrity and authenticity but, alone, it does not provide nonrepudiation as the sender and receiver use the same private key. Yet, combined with
a digital signature, the method can provide non-repudiation. While being faster and
simpler, symmetric primitives require the sender and receiver to share a common secret knowledge (a key). Moreover, there are other severe drawbacks including: the
absence of the non-repudiation feature by design, weak security, i.e. “easy" loss of
confidentiality in case of key corruption.

Group Signatures have been developed to address the aforementioned drawbacks.
Their anonymity property enables the design of anonymous authentication schemes.
Other important properties include the prevention of ID disclosure, vehicle non-traceability,
unlinkability and unforgeability. However, it introduces high computation overhead
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during the verification of signatures and increases the message loss ratio. Later works
attempt to shorten group signatures [116]. Cryptographic tools are mainly used to
provide data security (e.g., through encryption). Instead, signature schemes are implemented to ensure source authentication. They ensure node authentication, message integrity and non-repudiation of safety messages. However, traditional signature
schemes are not compliant with recent eﬀorts toward privacy preservation. As part of
these eﬀorts, the design of anonymous authentication schemes has been recently
prevalent in ITSs.
Anonymous authentication schemes for VANETs. In lights of the literature,
it appears that a practical anonymous authentication scheme for ITSs should comply
with the following properties:
1. source authentication, algorithm run by each receiver;
2. data integrity, the checks are performed by each receiver;
3. time synchronization, for information freshness evaluation;
4. communication overhead, which should be as low as possible in a safetycritical environment such as ITSs;
5. computation overhead, both at sending and receiving sides, and especially for
the verification of the DENMs validity;
6. privacy-preservation, to protect the anonymity of the users;
7. accountability mechanism to ensure they can be held accountable for their
actions.

7.1.4

Group-signature based authentication schemes

In the family of anonymous authentication schemes, group-signature-based authentication schemes have been increasingly popular in ITSs (Chapter 2). In Table 7.1, we list the most important contributions in the field. These primitives are
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particularly interesting because they provide users’ anonymity, yet, they also implement a traceability mechanism for accountability.
In [200], Zhang et al. propose a decentralized group-authentication protocol based
on group signatures and signcryption (the later concept is a method that provides the
properties of both digital signatures and encryption schemes in a way that is more
eﬃcient than signing and encrypting separately [201]). The underlying idea is to cope
with certificate distribution and revocation challenges, avoidance of computation and
communication bottlenecks, and reduction of reliance on tamper-proof devices. The
decentralization comes from considering that each RSU maintains and manages an
on-the-fly group of vehicles evolving in its range. The Opener authority is played by
an external TTP and is called whenever a message seems fraudulent. The scheme
is designed to apply the signature to an ITS message. It defines the safety message
as a concatenation of a group ID, the payload (i.e. the actual ITS message as, for
instance, a DENM), a timestamp and the signature. The total length of the new safety
message structure is 474 bytes (including a payload of 100 bytes and a signature of 368
bytes). The signature scheme employed is defined in [202]. Among other parameters,
the simulation presented shows that the scheme achieves a density-constant message
delay that grows linearly with the time to batch verify the signatures.
In [203], Zhu et al. follow the same idea. They leverage the advantages of a group
signature scheme and consider the RSUs as group managers. It facilitates the distribution of the secret keys and reduces the communication overhead. In addition, they use
Hash-based Message Authentication Code (HMAC) to avoid the time-consuming step
of verifying the revoked certificates and propose a cooperative message authentication
mechanism to reduce the number of messages a vehicle must verify. Once again, the
signature scheme is applied to the safety payload of CAM only. The structure of the
messages broadcast by the vehicles for vehicle-to-vehicle positioning consists of a group
ID, message ID, timestamp, location, signature and HMAC. The signature is 56-bytelong, and the size of the final message is 72 bytes. These beacons are broadcast every
300ms. The simulation shows that their average message loss ratio is null no matter
the number of OBUs in the communication range. Similarly, the message verification
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Ref
[200]

Year
2009

[203]

2013

[204]

2015

Title
A scalable robust authentication protocol for secure vehicular communications
Privacy-preserving authentication based on group
signature for VANETs
A threshold anonymous authentication protocol
for VANETs

Authors
Zhang et al.
Zhu et al.
Shao et al.

Table 7.1: References in Group-Signature-based Authentication Schemes for ITSs.

time is constant independently of the number of entities in the CRL and better than
existing schemes when it contains more than six identities.
In [204], Shao et al. also work in the decentralized group model that considers
an ITS as separate groups, each one controlled by an RSU. In this configuration,
they too develop a group signature-based authentication scheme for ITSs. However,
the novelty lies in the threshold authentication of messages. Instead of verifying all
the messages, the vehicles may equally accept messages that have been checked by a
threshold number of peers. They adopt the same technique as the two previous works
and apply the signature scheme to the payload. Therefore, the broadcast message
consists of a message identifier (shorten as ID), a payload (100 bytes), a timestamp, a
Time To Live (TTL), a group ID, and a signature of 826 bytes. The size of the messages
is 935 bytes. The group signature scheme leverages bilinear pairings, which also allow
for batch verification. Their simulation shows that the verification of the messages
costs approximately 1.2 seconds. Additionally, this time grows with the number of
signatures to verify (with or without batching).
Our contribution. Similarly to the listed references, we focus on designing a group
signature-based anonymous-yet-traceable authentication scheme to build a new Traﬃc
Reporting protocol that is privacy-preserving, accountable, censorship- and coercionresistant. However, instead of augmenting an ITS message (e.g., CAM or DENM) with
a group signature for authentication purposes, we propose to redefine the DENM structure to embed privacy security by design. Indeed, in the presented propositions, the
ITS message is always considered as the payload of a new authenticated message. However, we will explain, in the following section, that this way of implementing anonymity
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brings redundant information and does not fulfill its goal of privacy-preservation.

7.2

Terminology and System Overview

In this thesis, we are particularly interested in how vehicular communications, and
especially the new-DEN messaging pattern, provide safety to road users while impacting their privacy. We work on designing a new-DEN messaging protocol that respects
the aforementioned security requirements. In the following section, we recall the definition of our system model, the nodes and networks involved in the propagation of
the DENMs. We present the modified version of the DENM structure and all related
P2P exchanges that support the designing privacy-preserving yet accountable Traﬃc
Reporting system.

7.2.1

Nodes

The vehicular network architecture presented in Fig. 7.5 is made of three main components defined as follows:
• The Vehicle nodes (VNs) simplified vehicles. The vehicles are the users of
the network. They witness road events and produce hazard warning messages,
under the form of DENMs, to be broadcast to their peers for safety reasons. The
vehicles are mobile. As such, we may assume that they have limited communication, computational and storage resources.
• The Infrastructure nodes (INs) also called RSUs. The RSUs are similar
to vehicles in that they participate in hazarding warnings, and the diﬀerence is
that they are static nodes. Therefore, we can assume that their resources are
more important than the vehicles’ and that additional backup mechanisms are
implemented to increase their availability and make their logs resilient to data
loss and component failures.
• The Administration nodes (ANs). Lastly, the Administration nodes perform
the deployment of the diﬀerent blockchains, later referred to as sidechains, before
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runtime and ensure the auditing process. It is the authority entitled to query the
network regarding one specific event and request that sensitive data be released
for further investigations.

7.2.2

Networks

As illustrated in Figure 5.2(a) (Chapter 2), we define two distinct networks: the vehicular network and the blockchain network as follows:
• the vehicular network is defined by the combination of vehicles and RSUs
(Fig. 7.1). In the vehicular network, ITS nodes essentially broadcast data either
in plaintext (such as the DENMs) or encrypted (e.g., the join requests).
• the blockchain network is layered on top of the vehicular network. It is used
to archive digital events in a privacy-preserving way. The blockchain network has
the same size as the vehicular network: each vehicular node is associated with
a node in the blockchain environment. The RSUs will play full nodes, and the
vehicles will embed light nodes. The ledger that records the warning message
hash values is the same for all the nodes. Everyone has access to the data stored
inside.

7.2.3

Context

The context is presented on Figure 7.1 and goes as follows:
1. The vehicle A witnesses a hazardous event e0 on the road (materialized by the
“caution" panel) at location L0 and time T0 .
2. A processes this information and the environmental data captured by its sensors
and produces the warning message denm. In parallel, it computes the corresponding transaction tx “ xseq no., denm_ch, y, where seq no. is the sequence

number associated to the denm, denm_ch is an integrity check of the warning
message and

authentication metadata corresponding to vehicle A.
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3. Then, vehicle A broadcasts xdenm, txy to its surrounding peers.
4. Each user processes the warning message and the transaction, taking actions
in the real world if needed (e.g., avoid the location where the hazard has been
declared).
5. Finally, the denm is saved inside a distributed database (e.g., InterPlanetary File
System (IPFS), Cloud storage), and the transaction is logged inside a tamperproof immutable ledger.
For the following discussion, we fix Hp¨q a CRHF and assume that a blockchain is
already deployed. Therefore, the value denm_ch “ Hpdenmq is unique (probabilistically), and

is the signature computed with the blockchain algorithm and secret data

from vehicle A.
Figure 7.1: Illustration of the context of the study describing one node reporting a hazard
to its peers and resulting in the archiving of the event.

7.2.4

Structure of the DEN messages

Figure 7.2 illustrates the frame of a DENM as standardized by ETSI in [2]. It is
divided into 16 blocks of diﬀerent sizes to result in a at least 40-byte-long message.
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The header container is 8-byte-long and contains the protocol version, i.e. the current
version of the protocol used by the Decentralized Situation Management container. It
also contains a message ID associated to each DENM, and a generation time, namely
a timestamp. The management container is 14-byte-long. It specifies the identifier
of the ITS station that broadcast the DENM (in ‘origin ID’), and a sequence number, denoted ‘seq no.’, unique to the event being reported. The field ‘data version’
indicates an update of the situation (e.g., 255 is for cancellation of the event). The
‘expiry time’ sets a timestamp after which the event is obsolete. The ‘frequency’ value
defines the transmission frequency of the DENM, and the ‘reliability’ represents the
probability for the event information to be true. Lastly, the boolean ‘isNegation’ confirms or not the existence of the event. In the Decentralized Situation container, we
find three bytes related to the situation itself. More specifically, the ‘CauseCode’ identifies the event direct cause according to a predetermined table of referenced values;
the ‘SubCauseCode’ provides additional information; and the ‘severity’ value evaluates
the seriousness of the event. Finally, the Decentralized Situation Location container
provides geographical information about the event, including its latitude with ‘RefPosition_SituationLat’, its longitude through ‘RefPosition_SituationLon’ and altitude
via ‘RefPosition_SituationAlt’. It also precises the accuracy of the position in the field
‘accuracy’ and can provide more details in the ‘Other DEs and DFs’ field of variable
size (DE: Data Element, DF: Data Frame).
As mentioned in the previous section, the ITS messages already contain the necessary information of location, timestamp, and message and event unique identifiers. In
addition, the payload contains identifying information in the StationID field. We argue that applying an anonymous authentication scheme on top the current structure of
DENMs will not have the desired eﬀect to protect the anonymity of the users. Instead,
we suggest to modify the structure of the DENM itself by replacing the StationID
field by a group signature. A modified version of the DENM structure is therefore
proposed in Figure 7.3.
In order to support this slight modification, we developed a whole blockchain-based
framework. The idea is to provide a way to securely bootstrap the group signature
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Figure 7.2: Content and format of a DENM as specified by ETSI in [2]

Figure 7.3: Content and format of the proposed new DENM

infrastructure (Opening and Issuing authorities) such as to define an anonymous-yettraceable group signature-based authentication scheme. The new primitive, which relies
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on blockchains and distributed cryptography, enables the design of the new-DEN messaging protocol and the definition of the privacy-preserving, accountable, censorshipand coercion-resistant Traﬃc Reporting system.

7.2.5

The designed sidechain-based logging functionality

The sidechain and contracts. In our system, the RSUs and the vehicles all maintain a shared and synchronized database that is distributed across the vehicular network, namely a blockchain.

More specifically, we define one mainchain and one

sidechain (Figure 7.4). The mainchain is called the Coordination chain. It supports UTXO scripting and mixing services to anonymize the blockchain accounts, and
enables the execution of the BAT ´ Key protocol. The sidechain is called the VANET

chain. It supports smart contract programming and can support the deployment of
five smart contracts:
• the Register contract: any RSU or vehicle that want to become a blockchain node
and subsequently be called to play a sub-Opener node or a sub-Issuer node, can
register via this smart contract.
• the DOGS contract: it focuses on the generation of the distributed Opening
authority and logs all the events emitted during DOGS protocol.
• the TOAD contract: which enables the tracing of all events related to the setup
of the Issuing Authority or the issuance of group members’ certificates.
• the Reporting contract: it is the contract by which participants can issue and log
the transactions associated with the broadcast of DENMs.
• Finally, the Auditing contract: which tracks all audit requests and subsequently
releases the requested information.
We will show in the following section how the broadcast information is securely and
accurately stored inside the corresponding ledger using cryptographic primitives such
as hash functions (e.g., for data integrity check, misbehaviour prevention) and digital
signatures (e.g., for access control and authentication).
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Figure 7.4: Detailed overview of sidechain-based blockchain architecture

Interacting with the chains. When it comes to the blockchain layer, we consider
that each ITS node has two local stacks at its disposal for managing and prioritizing
incoming transactions: the block and the pending queue. The block is defined by
its size sblock and consists of a list of warning messages listblock “ tdenmblock
ui of sizes
i
tsblock
u. Let’s note denmnew the last incoming warning message.
i
∞
block
‚ As long as sblock p“ n´1
q ` sdenmnew § smax
block , denmnew is appended to listblock .
i“0 si

‚ If sblock ` sdenmnew • smax
block , then denmnew is added to the pending queue and

the miner starts the mining of the block. The messages in the pending queue are not
discarded, they will be treated in the next block.

7.3

Description of the framework

In this section, we propose a description of the final blockchain-based cryptographic
framework that will enable the new-DEN messaging protocol while enforcing the targeted security requirements.
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Figure 7.5: A top-down description of the proposed framework

7.3.1

Primitives

The framework is organized around the presented contributions. Namely, it leverages
the DOGS, T OAD and BAT ´ Key protocols as presented respectively in Chapters 4,
5 and 6.
DOGS
A group signature scheme usually relies on the presence of a group manager [32]. It
can also be implemented with a duo of authorities, the Issuer and the Opener [34].
These three roles are not compliant with the spirit of Blockchain and decentralization. In Chapter 4, we presented a more decentralized group signature scheme, named

7.3 Description of the framework

161

DOGS [186]. The chapter introduces a group signature scheme with a distributed
opening functionality. Unlike previous works that implement a single Opener author-

ity, DOGS leverages an Ethereum-based blockchain to support the execution of a

(traceable) DKG protocol, and therefore, the setup of a distributed opening authority.
The full description of the DOGS protocol is detailed in previous chapters.
T OAD
Threshold cryptosystems are particularly useful in settings where the centralization
of the power to decrypt is a concern. In such cryptosystems, there is a single public
encryption key; however, the corresponding private key is shared among a set of users,
also called the decryption servers, in such a way that the collaboration of a certain
number of them is required to decrypt a message. Threshold encryption schemes often rely on a TTP for the sharing of the decryption key shares. Aligning on previous
comments regarding decentralization, we described a more decentralized threshold encryption scheme named T OAD in Chapter 5. T OAD implements a mechanism for

a sender to encrypt a file for a set of receivers that can be recovered only if at least
t receivers participate in the decryption process. The full description of the T OAD
protocol is detailed in previous chapters.
BAT ´ Key
Many threshold systems require some kind of secret sharing during their setup phase.
Often, threshold cryptography papers do not develop the details of how such secret
sharing is performed. There have been several recent works in doing secret sharing in
a distributed manner through Blockchain so that one does not have to rely on trusted
third parties or strong assumptions about the communication medium. In Chapter 6,
we re-use the protocol developed in [205] that continues this line of work and presents a
new protocol for DKG. Instead of using the mainchain of a popular blockchain platform
like Bitcoin, we opted for a sidechain called RootStock, which is pegged to the Bitcoin
mainnet. The full description of the BAT ´ Key protocol is detailed in previous
chapters.
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Message
Decentralized Environmental Notification Messages, signed (DENMs+)

Transactions

Table 7.2: The two types of messages exchanged in the current blockchain-based VANET
system

7.3.2

Description of the framework

There are two phases in the use of the framework. The first phase relates to the
secure bootstrapping of the distributed authorities. It uses the blockchain-based cryptographic primitives developed in this thesis to establish the distributed Opening and
Issuing authorities of a modified group signature scheme. The second phase presents
the use of the infrastructure with the new-DEN messaging protocol and the construction
of the blockchain-based Traﬃc Reporting system.

Setting up the Infrastructure
Figure 7.5 illustrates a top-down description of the proposed framework. Each step,
from 1 through 8 , is detailed in the following paragraphs. The description discusses
the secure distributed bootstrapping of the Infrastructure and the life of the network
as a Traﬃc Reporting system. The setup of the infrastructure consists in the following
steps: the registration of the RSUs in the blockchain network 1 , the establishment of
the Opening authority 2 and the Issuing authority 3 , the registration of the vehicles as
group members 4 so that they can protect their anonymity in further communications.
After this bootstrapping, the vehicles can use the system to anonymously report road
hazardous events. This reporting protocol consists in: the generation, signing and
broadcast of the new-DEN messages 5 ; the reception the DENMs and verification of
their validity 6 . The usage of the Traﬃc Reporting system also defines the reporting
of malicious events 8 and the distributed opening of the associated signatures 7 .
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1 The Registry contract. When the system is up and running, there is a contract,
called the Registry contract, that tracks full nodes that are joining and leaving the
network. The Registry contract enables the registration of the capacitated and willing
ITS nodes to play a role in the Blockchain network and in the blockchain-based cryptographic primitives developed. It gives an overview of the nodes available at a given
time t to setup the ITS infrastructure and plays the role of sub-Opener or sub-Issuer.
The Registry contract is deployed on the sidechain. To setup the whole ITS/Blockchain
joint infrastructure, a governmental node starts by deploying an instance of the Register
smart contract. This action triggers the deployment of the DOGS and TOAD smart
contracts too. This results in parallel emissions of the Sub-Opener Registration
opened and the Sub-Issuer Registration opened events informing the set of
RSUs that they can join the blockchain network and apply to become one and/or the
other. In that case, they will play the roles of sub-openers in the execution of the
DOGS scheme and sub-issuers in the execution of the T OAD protocol.
2 Setup of the Opening authority. We adapt our blockchain-based group signature scheme with a distributed opening to the case where the blockchain and its
nodes are already setup and publicly known. This means that the Bootstrap and
Registration phases from the initial protocol are no longer necessary. It goes as
follows.
2.1 Listing sub-openers. A sub-opener is a selected node that actively participates in the computation of a distributed key for the opening functionality. The Registry smart contract triggers the deployment of an instance of the DOGS contract. By
accessing the Registry contract’s public information, the DOGS smart contract can inform the RSUs that the sub-opener selection has started (emission of the Sub-Opener
Registration opened).
2.2 Setup of the distributed Opening authority. Upon reception of this event,
the RSUs apply by locking a predetermined amount of coins through the DOGS smart
contract. Once a predetermined number N of applications is collected, the contract
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emits the Sub-Opener Registration Completed event. Upon reception of this
event, the RSU candidates know that they can execute the Opening Key Generation
phase of DOGS. The registered sub-Openers nodes are denoted Oi . Thus, the group

O1 , . . . , ON engages in the Blockchain-supported DKG protocol. The protocol’s output
is a dlog-based public/private keypair where the public part is the opening public key
denoted opk, and the secret key osk is never reconstructed. Instead, the protocol
∞
outputs a set of (private) opening secret keys osk1 , . . . , oskN s.t. osk “ N
i“1 oski , and
opk “ g osk . The execution of our DOGS protocol has been fully detailed in Chapter 4.
The execution ends with the publication of the group (public) opening key opk.

ñ At the end of this phase, the system has a distributed opening authority for its

group signature scheme.

ñ For the Ui to be able to use DOGS scheme, it needs to register towards the

sub-openers and thus, belong to the group. However, this registration process would
occur between one vehicle and one RSU. This is an issue. Indeed, the RSU could apply
censorship and deny the service to the car. No one would know it except for both
of them. We suggest enhancing DOGS with a privacy-preserving registration process
(addressing the aforementioned flaws in the Join/Iss joint protocol). The idea is to

protect the communication between the vehicle and the group of RSUs by encrypting
it with a threshold encryption scheme. Hence, all the RSUs would receive a request,
but they would have to collaborate to decrypt it and provide the requested service. In
the next paragraph, we describe how BAT ´ Key oﬀers such functionality and apply
it in the context of T OAD scheme to improve the registration process of DOGS.

3 Setup of the distributed Issuing authority. This phase is divided into two
steps. The first step consists of 1.2.1 the nomination of the sub-issuers. The second
step is 1.2.2 the selection of the sub-issuers for the ongoing round. This notion of
‘round’ is similar to an election. With 1.2.1 The sub-issuers are identified in the
network. However, thanks to 1.2.2 the adversary cannot know which group of issuers
acts as the Issuing Authority during a specific round. A sub-issuer is a selected node
that actively participates in computing a distributed key for the issuing functionality. In
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parallel to the deployment of DOGS, the Registry smart contract deploys an instance

of the TOAD contract. By accessing the Registry contract’s public information, the
TOAD smart contract can perform two main actions. 3.1 First, it triggers the emission
of the Sub-Issuer Registration opened event that informs the RSU nodes in
the system of the possibility to apply for becoming a sub-issuer node. Then, 3.2
it periodically demands to the registered sub-issuers to generate a new group and
corresponding keypair for the acting Issuing authority.

3.1 Nomination of the sub-Issuers. Similarly to what is described in the Opening Keys Generation phase in DOGS, the TOAD implements a function to perform a
blockchain-supported DKG protocol and generate the first Issuing keypair. The deployment of the contract triggers the emission of the Sub-Issuer Registration opened
event. It informs the RSU nodes in the system of the possibility to apply as sub-issuers.
(Later on, we describe how registered sub-issuers can be selected in the acting Issuing
authority.) The RSUs start by locking some coins through TOAD contract similar to
what they did in step 2.1 . Once the contract collects a predetermined number N 1
of applications, it emits the Sub-Issuer Registration Completed event. Upon
reception of this event, the RSU candidates know that they can execute a blockchainbased DKG protocol for the issuing key (the function calls an instance of Schindler et
al. protocol [38]). At the end of this execution, the sub-issuer nodes are identified,
and the public issuing key is advertised for further uses.

3.2 Election of the sub-issuers. Let
Every

T be a predetermined period of time.

T , the group of acting sub-issuers changes. This reset is triggered by the

smart contract TOAD, which emits the Sub-Issuer election started event. Some
sub-issuers, among the N 1 available, anonymously engage in the T OAD protocol to
create a common issuing public key (which corresponds to the encryption key output
by the protocol) in such a way that they all possess a share of the corresponding issuing
secret key. As such, upon a registration request from the users, the sub-issuers can
choose whether to participate or not. Since T OAD is anonymous and traceable, the
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elected sub-issuers are accountable for their actions. Yet, they are protected against
privacy and coercion related attacks.
All the exchanges performed in T OAD and corresponding transactions (as detailed

in Chapter 5) are logged inside the sidechain. As such, the latest Issuing public key
ipk published on the chain corresponds to the current acting Issuing authority.

7.3.3

Using the Infrastructure

Registering the vehicles
4 OBU Registration. In previous registration processes, the OBU Vi was interacting with a single TA to get its temporary keys certified. Now, the Vi will engage
in the Join/Iss joint protocols with a group of anonymous RSUs. To this end, it
will encrypt its request for registration, which contains pi, pki , ski q and ppki , sigi q, with
the threshold encryption scheme used in T OAD and the public key of the distributed

Issuing authority (conformally with T OAD’s description in Chapter 5). The group of
acting sub-issuers collaborate to decrypt the registration request and further process-

ing. Then, one of them is randomly selected to certify Vi ’s temporary credentials. It
then encrypts pi, pki , ski , sigi , certi q with T E and ipk, and concatenates Hpcerti q before

adding the result to the registration table reg. All the transactions corresponding to
the messages broadcast during the execution of T OAD (as described in Chapters 5
and 6) are logged in the sidechain.

Reporting road hazard events
5 OBU Signing and 6 Verifying. Once the registration phase is completed, the
registered OBUs can use the new group signature scheme in the same way as initially
described in Section 4.1. The new construction does not modify GVf either. Therefore,
the signatures can be verified in similar ways as before by applying the GVf algorithm.
The transactions generated from the DENMs (Table 7.2) are logged in the sidechain
via the Reporting smart contract.
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Exposing fake news and malicious nodes
When a fake message is suspected, the node can issue an audit request via the Auditing
contract. It sends the message, its identity and locks a predetermined amount of coin
to the Auditing smart contract. An New Audit Request event is emitted for further
processing. If the request is accepted (i.e. validated by more than half of the nodes),
the Opening and the Issuing authorities can jointly de-anonymize the signer, and the
requester retrieves its coins. If the request is rejected, the requester is considered
malicious: the coins remain locked.
7 Distributed Identification. This step is divided into two parts: 7.1 the Opening
of the signature and then 7.2 the identification of the signer.
7.1 Distributed Opening This refers to DOGS processing of the signatures. In

case of dispute, an opening request is broadcast and logged inside the blockchain. The
sub-openers collaborate to, if they want, the Opening functionality. The result of this
process reveals the certificate certi . In order to identify the owner of this certificate,
the sub-openers forwards this value to the sub-issuers.
7.2 Distributed Identification All the sub-issuers look-up in the reg table to find
the corresponding Hpcerti q. Then, they collaboratively decrypt the full associated
entry and finally reveal the identity of the signer.
The role of the Auditing smart contract
8 Audit Of course, since the RSUs can be corrupted, they must produce proof of
identification. It is the combination of the proof of Opening provided by the subopeners and the proof of identification. This includes demonstrating the relationship
between all the elements in pi, pki , ski , sigi , certi q (since sigi is the signature of pki with
uski , it can be verified with upki ).

All the transactions associated with the broadcast messages are logged in the
sidechain through calls to the Auditing contract.
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7.3.4

Security review

From the aforementioned security requirements applicable to anonymous authentication schemes in ITSs, we have drawn the following security definitions for the proposed
new-DEN messaging protocol.
Privacy-preservation. Let M “ pm1 , . . . , mk q be a list of k broadcast new-DEN

messages such that exactly 2 of them have been sent by the same node. The privacypreservation property requires that no PPT adversary A, with the knowledge that
the same user broadcast exactly two messages, can guess which messages with nonnegligible (in ) advantage.
Valid new-DEN message. A new-DEN message is said to be valid if and only if all
the fields inherited from the initial new-DENM satisfy the original requirements AND
the GSig value is correct.
Accountability. Let m0 be a broadcast new-DEN message. The accountability property requires that no PPT adversary A can generate a valid m0 which does not link to
its identity with non negligible (in ) advantage.

Service Censorship-resistance. Let P1 , . . . , PN be N ° 3 nodes constituting the
network that proposes a service S, and let A be an adversary that can compromise t

nodes in the system (without loss of generality, we consider that the corrupted parties
are PN ´t , . . . , PN ). The Censorship-resistance property guarantees that there exists
r † N ´ t such that P1 , . . . , Pr can still provide S.
Service Coercion-resistance. Let P1 , . . . , PN be N ° 3 nodes constituting the
network that proposes a service S, and let A be an adversary that can compromise t

nodes in the system (without loss of generality, we consider that the corrupted parties
are P1 , . . . , Pt ). The Coercion-resistance property guarantees that the probability that
A determines if an honest Pi provided S is equal to 1{2 ` neglp q.

Being the combination of DOGS, T OAD and BAT ´ Key, we have provided,

throughout the chapters of this thesis, evidences that the resulting new-DEN messaging

protocol, and consequently the resulting blockchain-based Traﬃc Reporting system, is
correct, privacy-preserving, accountable, censorship- and coercion-resistant.
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Comparing with existing authentication schemes for ITSs

Through theoretical analysis, we obtain a comparison Table 7.3 between the three
schemes presented in Table 7.1 and our scheme.
In theory. From a theoretical point of view, our scheme provides the same security
services as those of the best popular references but at the expense of lower trust assumptions. Indeed, we do not consider a trusted infrastructure nor do we rely on a
trusted tracing authority. Instead, we acknowledged that RSUs can be corrupted and
assumed that at least a threshold number of them t † n{2, where n is the total number

of RSUs in the system, is dishonest. In addition, we opted for total distribution of the
powerful authorities namely the tracing authority, which refers to the Opener in our
construction, and the Issuing authority as well.
While references [200] and [203] focus on the CAMs, we target the DENMs which
are bigger in size and contain the PII of their origins. Future work should include
an implementation of the scheme, based on those of DOGS and T OAD described in
Appendix A.

Table 7.3: Security services and trust assumptions - a comparative table with the referenced schemes
Ref

Message
authentication
[200]
l
[203]
l
[206]
l
Our
l

Conditional Anonymity
anonymity revocability
l
l
l
l
l
l
l
l

Tracing
Trusted infra. Type of Safety message
authority
(TA, RSU)
message
size (bytes)
Centralized
Yes
CAM
474
Centralized
Yes
CAM
72
Centralized
Yes
unknown
935
Decentralized Threshold t
DENM
200

Signature
size (bytes)
368
56
826
160 rKLAP20s

In practice. Indeed, we demonstrated throughout the chapter that our proposition
theoretically improve on the referenced schemes. Yet, we need to evaluate the impact of
changing the structure of the DENMs and determine which group signature fits best in
our model such as to identify where the proposition ranges between 72 bytes, the lowest
safety message size provided by [203], and 935 bytes, the largest one obtained in [206].
Based on the work of Kim et al. in [207], we were able to foreseen a size amplitude. The
benchmarked group signatures are ranging from 128 bytes with the PS16 scheme [208],
to 672 bytes with the BBS04` scheme [202]. Among them, three are defined in the
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same BSZ model as considered in this thesis (Table 7.4). While DP06 and DS18 provide
a stronger anonymity property compared to KLAP20, they generate longer signatures,
respectively 288 and 448 bytes against 160. The CCA anonymity is known as selfless
anonymity [209]. It is a relaxation of the CCA-full anonymity defined by Bellare et
al. in [112]. While the definition of selfless anonymity is weaker, it is often suﬃcient
for realistic applications [207]. Considering the performance aspects of group signature
schemes, KLAP20 is quite interesting: smallest signature size, fastest signing, verifying
and batch verifying processes. In addition, it provides the opening soundness by which
the Open algorithm can always find the user as the owner of a valid signature. Yet,
additional work on the implementation and evaluation of the proposition must be done
to validate this hypothesis about the viability of a KLAP20-based Traﬃc Reporting
system.
Table 7.4: Comparing existing group signature schemes that may fit our system’s design

Scheme
Anonymity Opening
rRefs
DP06 [161]
CCA2
Sound
DS18 [210]
CCA2
Weak
KLAP20 [207]
CCASound

Signature Sign (ms) Verify (ms) Batch Verify (ms)
size (bytes)
for n=100
288
6.5
10.8
1080.0
448
4.8
14.4
489.6
160
1.2
7.8
68.1

In addition, [200] and [203] both analyze their protocol w.r.t. the message loss ratio
and the time to verify signatures. It would be interesting to complement the above
analysis with an evaluation of the performance of the implementation w.r.t. these two
metrics.

7.3.6

Conclusion

This chapter concludes our current construction of a blockchain-based Traﬃc Reporting
system. We presented how the designed distributed cryptographic primitives DOGS,
T OAD and BAT ´ Key can be used in the context of ITS to provide privacy and

accountability in vehicular communications. In our last chapter, we will elaborate on
the contributions of this thesis, its identified limitations and open up on perspectives
for future work.

8
Conclusion and perspectives on future
research

“The journey, Not the destination matters."
— Thomas Stearns Eliot

This chapter will conclude the present thesis. In Section 8.1, we draw the
final conclusions and summarize our contributions presented throughout the chapters.
Then, in Section 8.2, we establish the limitations of the current research. Finally, in
Section 8.5, we share some thoughts on perspectives for future work and improvements.
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Conclusion

In this thesis, we were mainly interested in studying the trade-oﬀ between privacy and
accountability in distributed systems. We entrenched our analysis in the context of
ITSs. In a nutshell, we presented an experimental setup on the use of blockchains in
distributed cryptography to secure the bootstrap of a Road-Traﬃc Reporting system.
In Chapter 1, we set the stage for our story to take place, namely we introduced ITS,
vehicular communications and related challenges. This vehicular environment was further explored in Chapter 2 along with the Blockchain technology to stress out their
similarities. In Chapter 3, we discussed the challenges and core motivations for our
research. We also reviewed the existing literature that tries to address them and detail their limitations. More specifically we focused on three cryptographic primitives:
group signatures, distributed key generation protocols (DKG) and threshold encryption schemes. We established that existing protocols could benefit from the use of
blockchains to reinforce traceability and accountability in their execution, but also
to provide anonymity to the involved parties. In Chapter 4, we described a groupsignature-based authentication protocol for traﬃc reporting in ITSs and highlighted
its limitations. We then proposed our construction of a blockchain-based group signature scheme with distributed opening, called DOGS. The resulting authentication
protocol was refined in Chapters 5 and 6 with the addition of both: a blockchain-

enabled threshold encryption that supports an anonymous decryption service, protocol
called T OAD; and a blockchain-based anonymous-yet-traceable DKG protocol. These

contributions added on the distribution of the central authorities traditionally present
in cryptographic constructions applied to ITSs. Chapter 7 concluded the framework
and wrapped up the thesis by combining the presented blockchain-based cryptographic
contributions DOGS, T OAD and BAT ´Key. The resulting blockchain-enabled Traffic Reporting system is theoretically analyzed in terms of security properties. Yet, as

we will see in Section 8.5, while both DOGS and T OAD were developed and briefly
analyzed in Appendix A w.r.t. the metrics of gas consumption and time of execution,
the implementation and performance evaluation of the Traﬃc Reporting system itself

8.2 Limitations

173

is still incomplete.

8.2

Limitations

The blockchain-based cryptographic contributions described in Chapters 4, 5 and 6
were analyzed in a static setting where the groups of sub-openers and sub-issuers do
not change over time. More specifically, there is no addition while it is theoretically
supported by the underlying schemes. Thus, our constructions are meant to investigate how authoritative parties, such as international agencies, can enhance the current
specifications with distributed cryptography and blockchains. The end goal being to
find a practical framework that protects vehicular actors’ privacy while enforcing accountability mechanisms for safety purposes.
The BSZ security model chosen to build up our group signature scheme with distributed opening is a strong security model often impractical in realistic applications.
While the resulting cryptographic primitives are more secure than others, they may
lack practicality. Consequently, as our future work suggests, more work can be done
in weakening the initial security assumptions and investigating the impact of such
relaxation on the performance of the resulting framework.
Our blockchain-based Traﬃc Reporting system is extensively detailed through the
thorough description of its constituting components, namely DOGS, T OAD and

BAT ´ Key, and their right combining. Yet, a full implementation is missing. Some
work has been done in evaluating the underlying primitives, DOGS and T OAD in the
Appendix A. The metrics of gas consumption and time of execution are both extremely

important: the first establishes the practicality of the scheme on the blockchain chosen;
the second determines the feasibility of the cryptographic operations in a CPS (ITS)
environment. However, some other metrics may be interesting to evaluate, notably: the
message loss ratio, which establishes the rate at which messages are discarded instead
of being received; and the time to verify signatures which may confirm the feasibility
of the ActionID replacement w.r.t. the real-time aspect of the ITS application.
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Openings

The developed cryptographic primitives, DOGS, T OAD and BAT ´ Key, are of
utmost importance, even outside the field of ITSs.

8.3.1

Using T OAD for the decryption of data under shared

governance

In this sub-section, we outline two use cases for a threshold encryption service that justify the necessity of guaranteeing the anonymity and accountability of the decryption
servers. It is closely related to the trade-oﬀ between research interests and the worldwide political balance. Several research topics necessitate the study of confidential
data to make technological and sociological advances. The following paragraph details
them: the first concerns the release of confidential data after they fall into the public
domain; the second explores the sharing of classified pictures captured by a satellite
orbiting around the Earth.
Rwanda, François Graner’s fight to opening the archives. In 2020, after five
years of fighting, the French Council of State has authorized a researcher, François
Graner, to access the documents tabled by late president François Mitterrand over
to the National Archives [211]. This triggered a huge outrage in France, where the
government was accused to hide the participation of former french governments in the
slaughter of thousands of Tutsi back in 1972. The main issue here is the censorship
operated on data. They should have been released if the process had been automated.
Indeed, the period during which the data were supposed to stay confidential elapsed.
Resolution. We propose to exploit the digital technology in the following way to prevent this from happening again. The digitization of the archives and their encryption
guarantee the confidentiality of the data. The distribution of the decryption authority
ensures the availability of the service and reduce the risk of censorship. Finally, the
logging of these actions onto a publicly verifiable ledger ensures the accountability of
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the decrypting authority. Using the proposed protocol (described in Section 5.3.1), we
alleviate any trusted party’s censorship and improve the data availability by distributing the role of the data centre and decryption server to a set of entities. In addition,
we ensure the anonymity of these entities to prevent coercion and corruption in the
decryption of sensitive data. Yet, we provide their accountability via the implemented
traceability mechanism.

Sharing satellites to fight global warming. Let us consider a satellite orbiting around the Earth and capturing pictures of the Earth topology. The satellite is
equipped with a camera, a unique hardware key, an artificial intelligence program, a
trusted environment and communication modules. The satellite works as follows. 1
The camera takes a picture of the earth surface. 2 The trusted environment retrieves
the picture and runs the IA, which outputs a flag that characterizes the image (e.g.,
“danger"). Then, it encrypts the image with the hardware key, attaches the flag and
sends it to the communication modules. 3 The communication modules encode the
encrypted data and the flag and forwards the packet to the Earth station. 4 On the
Earth side, the communication modules of the station decode the packet and get the
flag “danger".

Resolution. Currently, there is traditionally only one country that possesses the
corresponding decryption key of the one embedded in the satellite. Therefore, they
may choose to share or hide the potentially important information captured by the
satellite. For instance, this could be catastrophic for the research community and
hinder technological advances. However, access to a picture of a foreign country is
prohibited by international laws. We suggest sharing the access to the satellite and
the data it captures by using a threshold encryption scheme instead. The decryption
key corresponding to the hardware key embedded in the satellite could be split among
actors of diﬀerent nationalities. In that case, the access to flagged information is subject
to a consensus. Preserving the anonymity of the peers, whether they participate in the
decryption of the picture, is of utmost importance as it protects free will and prevents
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coercion within actors with diverse and sometimes conflicting interests.

8.4

BAT ´ Key for fairness and anonymity

In this sub-section, we outline several application domains that outline the importance
of anonymous-yet-traceable DKG protocols, and could benefit from the use of T OAD.
Anonymous trading and fairness. Anonymous trading occurs when high profile
investors execute trades that are publicly visible while keeping their identity private.
Usually traders trade non-anonymously, however, there are several reasons for which
some prefer to keep their participation in a market a secret. For instance, anonymous
trading is primarily used to avoid informing the market of a pending action, as this
could lead to unwanted behaviors. Let us take the following example: a large institutional buyer is interested in acquiring millions of shares and may not want to make
their intentions known before they can complete the purchase. Making the transaction
non-anonymously may lead to smaller investors bidding up the price and hoping to sell
it to the institutional buyer for a quick arbitrage profit.
Currently there are three diﬀerent ways to do anonymous trading: though 1) Anonymous exchanges, in which case the stock exchange provides the service itself; 2) Dark
pools, which are private asset exchanges designed to provide the additional anonymity
in trading; 3) Inter-dealer brokers, which are intermediary and perform trades on behalf
of their clients.
In all three methods share a common flaw: the centralized model chosen to provide
anonymous trading, as the anonymity of a trader lies in the hand of a single entity.
Example. Let us consider a set of identified traders. At one point, they may want
to execute a trade anonymously without revealing this intent to other competitors. The
advantages of using our Blockchain-based anonymous-yet-traceable DKG protocol are
twofold: firstly, it ensures that traders can covertly create a group behind which they
can hide to execute a trade anonymously (by using the DKG protocol to instantiate
a group signature scheme with distributed opening). Secondly, the designed protocol

8.4 BAT ´ Key for fairness and anonymity

177

ensures traceability of their trades, meaning two things: they cannot repudiate having
executed a trade; the retribution of that trade cannot be claimed by anyone else.

Coercion-resistant e-voting systems. Electronic voting sees a lot of adoption
recently, in Nigeria [212], in Ghana [213], in Indonesia [214]... To one day surpass
traditional paper ballots, e-voting systems must guarantee, to the voters, the same
or even better privileges w.r.t. to their anonymity and integrity of their votes. One
important condition is coercion-freeness [184], which is defined as the inability for an
attacker, also called coercer, to force a voter to behave in a certain way during the
election. As a consequence, in a coercion-free system the coercer must be unable to
force the voter to disclose their voting credentials, to vote for a certain party or to
prevent them from voting at all.
The threat of coercion depends on multiple parameters related to the nature of the
election and the properties of the e-voting systems. Therefore, there exists several ways
to fight it ranging from simple re-vote-based protocol combined with physical countermeasures, or usage of smart cards and trusted devices, to cryptography-based approaches with public key infrastructure, ring signatures, and randomisable encryption
schemes [215]. More recently, coercion-free blockchain-based evoting systems started to
emerge [216]. For the design of our protocol, we adopt a similar strategy: we provide
anonymous communications to prevent an attacker from identifying a voter, and use
the blockchain as an immutable record to ensure accountability.
Example. Let us consider a CEO wants to present a motion to the employees of
their company and ask them to vote in favor or against this motion. In this case, our
scheme presents the following advantages. Firstly, the CEO can pre-select the voters
as the employees. Then, the employees can decide for themselves whether they want to
vote. If so, they can anonymously engage in our anonymous-yet-traceable DKG protocol to create a group of anonymous voters behind which they can hide their identity
(from the others employees, but also from the CEO) to cast their vote. Secondly, and
similarly to the previous use case, the designed scheme ensures that: the voter cannot
repudiate having sent the vote; and no one can vote on behalf of someone else.
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8.5

Future work

Throughout the chapters we gave some insights on what could be improved in the
current construction of our blockchain-based cryptographic primitives and the resulting
Traﬃc Reporting system. In this final section, we reflect on what could be further
developed in future works.

8.5.1

In-depth analysis of the proposed implementations

We present in the Appendix A a preliminary evaluation study of both DOGS’s and

T OAD’s implementations. Our goal is to give a tangible overview of how they can be
implemented and what a naive programming can already perform.

We outline in the Appendix A that the choice of the NIZK proofs system is critical.
Existing implementations may induce too much computation and communication overhead. Benchmarking the zero knowledge proofs in the present context can be a trail
to follow. Another interesting axis of research would relate to the generation of the
secret shares. We present in the Appendix three methods that bring their advantages
and drawbacks. Some work can be done to further examine these possibilities and
propose better ones. Moreover, we could have talked about the on-chain and oﬀ-chain
communications. More specifically, we delegated two things:
• the anonymizing of the P2P communications to the network layer specialists.
• the mixing of accounts by leveraging an already famous mixing technique.

8.5.2

State of knowledge on mixing techniques

The mixing of accounts in blockchain-based systems is not trivial and still quite new.
It may be interesting in a future work to further analyze the current state-of-theart via a state of knowledge and propose a new mixing technique. An idea is that
existing solutions, which leverage a trusted third party, may benefit from the presented
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blockchain-based distributed cryptographic primitives to oﬀer a distributed, privacypreserving and accountable mixing service.

8.5.3

Multiple-sidechain-based infrastructure

The propose Traﬃc Reporting system is described by considering one mainchain and
one sidechain. Therefore, depending on the rate of exchanges in the blockchain network, one might prefer to have multiple sidechains, each maintaining the states of
particular data (as shown on Figure 8.5.3). Yet, sidechains can read and interpret data
from the mainchain. As such, each sidechain smart contract can retrieve information
from the mainchain. Unlike RSK, the Horizen1 network provides a new type of data
container called the Cross-chain Certificates. It is a transfer mechanism, initiated on
the sidechain, that informs the mainchain of incoming backward transactions. RSK
does not provide a way to publish data from the sidechain to the mainchain by design.
Yet, an alternative process would be to submit the transaction/payload to the Federation nodes that belongs to both the mainchain and the sidechain networks. As such,
since the majority of these nodes is assumed to be honest, this guarantees the truthful
publication of the requested information. It would be interesting to figure out whether
such a mechanism can be implemented in the RSK framework. And if not, it would
be valuable to determine if the current sidechain-based framework is implementable on
the Horizen platform instead.

1

https://academy.horizen.io/horizen/expert/sidechains/

Figure 8.1: Detailed overview of multiple-sidechain-based blockchain architecture
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A
Implementations of DOGS and T OAD

“No amount of experimentation can ever prove me right; a
single experiment can prove me wrong."
— Albert Einstein

In this appendix, we present the implementations of DOGS and T OAD pro-

tocols. Our goal is to determine the practicality and feasibility of the proposed cryp-

tographic primitives. We only restricted ourselves to the programming of the group
signature scheme and the encryption cryptosystem which propose both more functionalities than BAT ´Key. Hence, demonstrating their practicality induces BAT ´Key’s

one. In the following sections, we detail each implemenation and analyze the main results in terms of gas consumption and time of execution.
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Implementation of DOGS

As explained in Chapter 4, the protocol proposes a Group Signature scheme with a
Distributed Opening functionality. The goal of the protocol is to enable users evolving
in the same Region of Interest, denoted RoI (which might be virtual or geographical)
to communicate anonymously. Each RoI is controlled by an entity called the Issuer.
At the same time, the protocol implements by design a traceability mechanism that
ensures the accountability of these users. When one node sends a message, it groupsigns it with the DOGS protocol. Therefore, any receiver can determine if the signature

is valid. However, it cannot tell to which user it belongs. Yet, the identity of the signer
can be revealed (we also say that its signature can be opened) by the Opener. The
novelty brought by DOGS is the distribution of this Opening authority. Compared

to what was described in Chapter 7, we make some simplifications, notably on the
centralization of the Issuer.

A.1.1

Scenario

In this subsection, we recall the execution workflow of a classic group signature scheme
and highlight the novelties implemented in DOGS’s implementation.

Registration. A user enters the RoI and contacts the Issuer by sending its identity
(see Join/Iss joint protocols in group signature schemes, Chapter 3). The communication channel is secured by the use of a symmetric key encryption scheme. The
Issuer advertises its public key ipk. The user i owns a pair of public/private keys too
as upki , uski . It can therefore compute a symmetric key as a combination of ipk and
upki . Considering a dlog-based encryption scheme, let g be a generator of a group G
(associated with the chosen scheme). Let assume that:
ipk “ g isk , and: upki “ g uski
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Consequently, the user i and the Issuer can both compute the same symmetric key as:
ipk uski “ upkiisk “ g uski ¨isk
By repeating the above process, the Issuer registers the new users i as group members.

Opening Keys generation. Once the Registration phase has terminated, the next
one can start: it is the generation of the Opening keys. Instead of generating a simple
public/private keypair as opk, osk (for the Opener public key and the Opener secret
key), the users will collaborate to generate a common public key still denoted opk
but for ‘Opening public key’. The corresponding private key is not constructed. Instead, each user owns a share of it, denoted oski . If we still consider a dlog-based
cryptosystem, we can let:
osk “

ÿ
i

oski , and thus: opk “ g osk

To this end, the users engage in a DKG protocol as described in Chapter 4. These
nodes are called sub-openers thereafter.

Signing and verifying. The registered users can use the advertised Opening public
key opk to protect their identity when communicating with surrounding nodes. Therefore, they sign their messages with the DOGS protocol (Chapter 4). The resulting
signature

is added to the message to authenticate its source without revealing its

identity.

Distributed Opening. One user can sign as many messages as they want and cannot
be identified as the source of a message, despite the numbers of signatures they issued.
Yet, if a message is suspicious, t among n honest sub-openers can open the signature
and reveal the identity of the signer.
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About the threshold t. DOGS is developed over a blockchain similar to Ethereum
(i.e. that enables the creation and execution of smart contracts). The current implementation considers that all the users of the scheme participate in the setup of the
Opening authority. Moreover, it assumes that these users also contribute to the validation of the transaction and the blocks (i.e. they act as miners). Thus, the blockchain
network too consists of these nodes. Consequently, we fix the threshold to:
t•

n
2

And, we add that the adversary can corrupt up to t nodes in the system. This value
ensures, therefore, that the majority of the nodes maintaining the blockchain network
is honest, thus guaranteeing the scheme’s security and preventing the attack of the
51%.

Discussion on the dOpen algorithm. Let us denote Q the set of sub-openers.

Inspired by ETHDKG [38], the DKG protocol (during the Opening keys generation
phase) starts with each user i in Q choosing si a secret value such that:
osk “

ÿ

si

i

and a polynomial function fi of degree t such that:
fi p0q “ si
Then, each user i generates pn ´ 1q shares of si , denoted siÑj , from to fi and the
identities j of the other participants s.t. :

siÑj “ fi pjq , with: j P Q
Therefore, each user i sends pn ´ 1q shares. Thus, there are pn ´ 1q ˚ n shares sent
in total. At the end of the sharing phase, each user i owns n values of n distinct
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polynomial functions (one value per polynomial including its own). Consequently, when
t ` 1 distinct users collaborate and put their shares related to the same polynomial in
common, they can reconstruct that polynomial, and the corresponding secret sj , via
Lagrange interpolation. Let R denote this subset of t ` 1 users.
@j P Q, sj “ fj p0q “
Or also:
@j P Q, sj “

A.1.2

ÿ

iPR

ÿ

iPR

sjÑi ¨

fj piq ¨

π

k
k´i
kPR,k‰i

π

k
k´i
kPR,k‰i

Implementation choices

The implementation of DOGS necessitates to distinguish the programming of the client
application and the development of the smart contracts.
The client application
The client application is implemented in Python version 3.7. It handles the cryptographic operations and the calls to the smart contracts. The primitives used in
DOGS’s implementation are AES-256-GCM used with nonces, ECDSA signatures
and Keccak-256 for hashes. They are used interchangeably on two elliptic curves:
secp256k1 and alt_bn128. The first is the curve selected by Ethereum and represents the Ethereum keypairs. The second is a pairing-friendly curve used by ETHDKG.
This is where the opening public keys live. Arithmetic operations are inherited from
ethdkg.ethdkg.crypto (a library developed in [38]). The client also manages the
oﬀ-chain communications via a TCP module. In addition, it manages the calls to
the DOGS smart contract through the web3 library. Finally, it defines a script for
performance evaluation in terms of the time of execution and gas consumption.
Smart contracts
The smart contracts are written in Solidity and deployed on a local testnet. Ganache is
used to simulate this testnet and facilitate the testing of the protocol. It automatically
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generates accounts with Ethereum funds (called ether) and automatically handles the
consensus on transactions and blocks.
About the implementation
The resulting project is available on Github†link°. It started from a fork of ETHDKG.
The idea was to propose a modular implementation that could facilitate and support
subsequent updates on the original work of Schindler et al.. We added about 2000 lines
of code to modify ETHDKG into DOGS, namely to transform a blockchain-based DKG

protocol into a Group Signature scheme with Distributed Opening. In addition to the
definition of the Issuer and the user roles, three types of adversaries were developed,
including:
1. an adversary that sends invalid shares to other users during the distribution phase
of ETHDKG.
2. an adversary that does not send their key share when reconstituting the opening
public key during ETHDKG.
3. an adversary that does not send their secret share when opening a group signature.
The implementation has been fully documented, by using the tool Sphinx, to opensource it and facilitate its use and further improvements.

A.1.3

Evaluation and Discussion

The following is a discussion of the implementation. It shows some results and details
the process by which we obtained them. We also discuss ways to improve the proposed
implementation.
The metrics. As aforementioned, time of execution and gas consumption were the
two metrics chosen to evaluate the performance of the implementation. The tests
have been done using the measurer file in the client implementation. The raw data
(Figures A.1 and A.2) are then post-treated with a Matlab script.
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Figure A.1: Excerpt of the raw data
file for the gas consumption

Figure A.2: Excerpt of the raw data
file for the time consumption

Experiment. In the following, we show the result of the performance.sh script.
The experiment considers 10 users, including 3 adversaries (one node per type) and
a threshold value t equal to 4. Once all users have been authenticated, the main
user (chosen randomly) starts ETHDKG and follows the steps described in Schindler’s
implementation. Then, users exchange messages for a while. After that, the main user
requests to open the last group signature it received. The honest users agree. The test
ends after the group signature is opened and the signer is identified.
The user names are martin for the main user and 2 through 10 for the others. The
adversaries are nodes 8, 9 and 10 respectively of type 1, 2 and 3.

Analysis of the gas consumption
Total gas consumed per entity. Figure A.3 shows the total amount of gas spent by
each entity. We can observe that malicious parties consumed less than honest users, and
we could have predicted it. Indeed, node 8 sends invalid shares to other users during
the distribution phase of ETHDKG. Therefore, it is quickly detected and ignored for
the rest of the protocol. Since it cannot spend gas after being removed from the group,
its consumption is reduced. Similarly, nodes 9 and 10 do not participate at one point
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in time, and the extra consumption, corresponding to the data they did not share, is
not added to their current consumption. The user martin consumed more than the
other because it is the main user for this round of execution. As such, it performed
more transactions and was also responsible for the publication of opk.

Figure A.3: Total gas consumed per entity

Gas consumed per transaction. Figure A.4 shows the gas spent per transaction
time. It reveals that the publication of opk is quite expensive — the diﬀerence between
the max amount of gas spent in blue and the median value in orange — which explains
why martin spent more as than others. Overall, the transactions cost less than 250,000
gas, with a mean of around 50,000, except for the opening functionality. Indeed the
u-open-secret-share transaction costs about 600,000 gas. This is due to the fact
that both functions publish data inside the contract.

Grouping gas consumption per phase. There are three main phases in the DOGS

protocol: the issuing phase played at the Issuer, the running of the DKG protocol via
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Figure A.4: Total gas consumed per transaction

ETHDKG, and the opening phase. Figure A.5 reveals that running the blockchainbased DKG protocol is what costs the most (between approximately 4,700,000 when
there is no adversary and 5,800,000 gas). We can also observe that the ETHDKG and
the opening process are quite comparable.

Analysis of the execution time
Figure A.7 shows the time taken by each operation; and Figure A.6 illustrates the
execution time of the protocol for each entity. The DOGS protocol is executed in
approximately 500 seconds, i.e. 8 minutes and 20 seconds, in the presence of three

adversaries. Thanks to the detailed graph, we can determine that the most timeconsuming operation remains the blockchain-based DKG protocol (approx. 6 minutes
and 40 seconds). Apart from the DKG, the other operations are almost instantaneous.
Since the setup of the Opening authority belongs to the setup phase of any system,
this time consumption is not a big issue. Indeed, its impact is smoothen over time and
protocol’s usage.

190

Implementations of DOGS and T OAD

Figure A.5: Total gas consumed per transaction, sorted by phases

Figure A.6: Total time taken by the protocol at each entity
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Figure A.7: Total time spent per operation

A.1.4

Future work

About the GVf algorithm
In the current implementation, the signature verification algorithm is still under exploration. The algorithm must provide a way to diﬀerentiate a signature generated by
a group member (registered user) from a random string. There are several ways to
implement such a verification protocol.
Zero Knowledge proofs. The theoretical protocol leverages a Non-Interactive ZeroKnowledge proofs system. Examples of such systems include: SNARKs, SNORKs,
STARK, PBC-based NIZK... and other zero-knowledge proof system of which a list
is given in [217].However, these methods may be too heavy to be implemented in a
practical setting.
Using confidential knowledge. The opening public key opk is available to anyone
after the execution of the ETHDKG, even to a non-authenticated user, because it is
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published onto the blockchain. We could restrict its access to only authenticated users.
Yet, if only one adversary is present in the system, they could simply leak the key to
the outside, nullifying our eﬀorts to conceal it.
In this implementation, GVf is represented by the function doggy_crypto.g_verify().
We implemented two ways to verify a group signature, based on whether the user is
qualified or not.
A user is labelled ‘non-qualified’ if it did not participate in the DKG protocol that
set up the Opening authority. Therefore, it must contact the Issuer and ask them to
deliver a certificate to still use the scheme. The certificate is a ECDSA signature of
the first coordinate of the public secret joined with the group signature, signed with
the Issuer secret key:
certi “ Signppublic_secret_x, iskq
Verifying a certificate comes down to verifying this signature. It is possible because
Issuer public key ipk is known by all. This verification is already implemented in
doggy_crypto.g_verify(). As such, non-qualified users can actually both send and
verify messages.
Qualified users could adopt the same process. However, this would give twice
as much power to the Issuer, which is not ideal. Qualified users have participated in
ETHDKG. They played a part in generating opk: they each have a secret si and a group
key pair gski , gpki . An idea could be to leverage the knowledge of this latter information
to write the GVf algorithm as it is independent from the Issuer. This method is not
implemented currently. Since ETHDKG comes with a ZK-proof called DLEQ, the method
could reuse that function to prove the signer has one of the secrets generated during
ETHDKG. A qualified user would therefore join with the group signature a proof ⇡:
⇡ “ DLEQph, hsi , b, bsi , si q
where si is the user i secret of which each other user j knows a share fi pjq and b a
public value associated to si (e.g. bgski ?).
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Secret shares

The secret shares refer to the alt_bn128 points post by the users on the blockchain
when they open a group signature. These shares are collected to reconstruct the key
k0 used to encrypt the signatures. We have:
k0 “ opk a “ bosk
where pa, bq is an alt_bn128 keypair generated during the signature. The secret shares
are used to recover k0 without revealing osk. There are two methods to do that.

Method 1 : bsi . In that case, the secret shares are equal to:
b si , i P Q
with si the secret generated by the user i during ETHDKG.
In that case, the reconstruction method consists in summing the secret keys:
π
iPQ

b si “ b

∞

iPQ si

“ bosk “ k0

Method 2 : bgski . Here, the secret shares are equal to:
bgski , i P Q
with gski the group secret key of user i, also generated during the execution of ETHDKG.
Here, the reconstruction leverages the Lagrange interpolation theorem:
π
iPR

pbgski qLi “

with:
Li “

π

π
iPR

bgski ˆLi “ b

∞

iPR

gski ˆLi

“ bosk “ k0

k
, i P R, the Lagrange coeﬃcients.
k´i
kPRk‰i
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Both methods come with their advantages and their drawbacks. In the following paragraphs, we explore them and draw their limitations.
A word on commitments. Commitments are, as their name suggests, values users
must commit to throughout the protocol. In ETHDKG, they are sent along with the encrypted shares during the distribution phase of the protocol. They are shared through
events. Initially, the only data stored in the smart contract are the first commitments
of every user i:
Ci,0 “ g1si , i P Q
along with a hash value of the form:
commitments_hash “ keccak256pabi.encodePacketpencrypted_shares, commitmentsqq
This hash value is computed from all the commitments of a certain user i and used,
later on, to verify that users send the correct data throughout the protocol.
The other commitments are denoted:
Ci,k , 1 § k § t
For a given user i P Q, the encrypted_shares variable is a list of shares encrypted

with a symmetric key encryption function as:

siÑj kij , j P Q, j ‰ i
where siÑj “ fi pjq, kij is a symmetric key obtained from j’s public information and i’s
secret key. (The overline line stresses out the encryption of the data under.)

The commitments are used to verify various proofs, as explained in the following
paragraph.
Proof of correct secret share. In addition to the sharing of the secret share (either
as bsi or bgski ), we need to enable the users to prove the correctness of the share they
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hold. To this end, we reuse the ZK proofs system proposed in ETHDKG. The nature
of the proof depends on the method chosen.
In method 1 , the proof ⇡ is:
⇡ “ DLEQpg1 , g1si , b, bsi , si q
which proves that the secret is si without leaking its value. The requirement for the
proof is to assume that the commitment to si is correct. Yet, the first commitment
sent during ETHDKG is:
Ci,0 “ g1si , i P Q
The proof ⇡ can be therefore crosschecked against this first commitment. Since all the
first commitments are stored in the ETHDKG smart contract, verifying this proof does
not cost any additional storage space.
In method 2 , the proof ⇡ becomes:
⇡ “ DLEQpg1 , g1gski , b, bgski , gski q
Yet, to access g1gski , we need to store all the commitments for every user as:
g1gski

∞

“ g1 jPQ

sjÑi

“

π π

k

i
Cj,k

jPQ 0§k§t

In the first case, we need all the secret shares to reconstruct the key. Therefore,
all the sub-openers must participate to open a signature. Consequently, if a user
disconnects from the protocol, we have to recover their secret si . This recovery process
drastically increases the communication cost of the protocol as more exchanges are
required to recover the missing sj . In the second case, we only need (at least) t ` 1

secret shares to reconstruct the key and open the signature, via Lagrange interpolation.
At first glance, the second choice is less troublesome and more elegant. Yet, to verify
the validity of the secret share given during the opening, the second method requires
a lot more storage space, and thus gas, than the first one.
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Testing alternative methods for the computation of the shares
The Github project presents four branches for the testing of four methods to compute
the secret shares (summarized in Table A.1). The diﬀerences between these methods
lie in how the share is computed and which commitments are stored in the contract.
Methods 1 and 2

are described above. The method 1 (branch si) consists in

computing the shares as bsi and storing only the first commitments Ci,0 in the smart
contract. The method 2 (branch gski_old) consists in setting the shares equal to
bgski storing all the commitments Ci,k , i P Q, 0 § k § t in the smart contract. In both

cases, the proving function only has to retrieve the necessary information inside the
smart contract to compute the proof ⇡.
Method 3 . This method (branch gski) consists in computing the shares as bgski .
Still, instead of storing the commitments inside the contract, they are sent as parameters of the DLEQ function along with the encrypted shares. Yet, thanks to the
commitments_hash variable computed above, the function can check that the given
commitments were used to compute this value in previous processes.
Method 4 . This method (branch gski_alt) is similar to method 3 . However,
instead of joining the encrypted shares, it stores the shares_hash value along with
the commitments_hash as two distinct values:
commitments_hash “ keccak256pabi.encodePacketpcommitmentsqq
shares_hash “ keccak256pabi.encodePacketpencrypted_sharesqq
Comparison In Table A.1, we compare the four methods w.r.t. the storage and
the bandwidth occupation parameters. The storage occupation evaluates the space
taken inside the smart contract to store the required data. The bandwidth occupation
considers the amount of data given in the parameter of the functions. A commitment
is represented by a list of two 256-bit-long integers, and therefore weigh two times more
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Branches
1 si
2 gski_old
3 gski
4 gski_alt

Storage occupation
n ˆ 2 (commitments) + nˆ
(hashes)
= 3ˆn
n ˆ pt ` 1q ˆ 2 (commitments) +
n (hashes)
« n2 ` 3 ˆ n
nˆ2 (commitments) + n (hashes)
= 3ˆn
n ˆ 2 (commitments) + n ˆ 2
(hashes)
= 4ˆn

Bandwidth occupation
0
0
n ˆ pt ` 1q ˆ 2 (commitments) +
n ˆ pn ´ 1q (hashes)
« 2 ˆ n2 ` n
n ˆ pt ` 1q ˆ 2 (commitments)
« n2 ` 2 ˆ n

Table A.1: Comparison between the four methods to compute the secret shares

Branches
1 si
2 gski
3 gski_old
4 gski_alt

Gas consumed
3,121,197
4,122,572
4,129,735
4,687,552

Table A.2: Gas consumption of the execution of the protocol for the four methods

that hashes, which are too represented as 32 bytes. Encrypted shares are represented
by one 256-bits integer. Therefore, the comparison is made based on the amount of
256-bit-long integers stored.
In the best case, method 1 is the more eﬃcient implementation. However, it still
requires all the secret shares, which generates a costly recovery process for each secret
that the shares are missing. In Table A.2, we give the results of a test with five honest
users, values that confirms that in the best-case scenario, the execution of the protocol
is less costly with method 1 . We do not observe a notable diﬀerence between methods
2 , 3 and 4 , which is certainly due to the low number of users.
Future testing To further compare these four methods, here are some hypotheses
to test.
(H1) The method 1 decreases in eﬃciency as the number of adversaries increases.
In order to reveal that, we can perform a test with an important number of users
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(e.g., 50) and t adversaries.

(H2) The method 4 becomes better than method 3 as the number of users increases.
Figure A.8 shows the amount of storage space occupied and size of parameters for
methods 3 and 4 according to the theoretical analysis. We expect that method
4 performs better than method 3 . Performing tests with a significant number
of users are necessary.
(H3) Storing the secrets si after their recovery, or the points gski after their computations, should reduce the gas consumed per opening in the long run.
This could be revealed with the evaluation of two subsequent opening of group
signatures.

Figure A.8: Comparison between Methods 3 and 4 on the expected evolution in the
amount of data stored in the smart contract and parameters

Oﬀ-chain communications
On-chain or oﬀ-chain? During certain parts of the protocol, users can communicate directly with each other and with the Issuer using the methods in doggy_tcp.

A.1 Implementation of DOGS

199

Communications can also happen on the blockchain, notably via the emission of events.
While being in theory possible, it would increase significantly the quantity of gas consumed, making the solution impractical. The choice of making an interaction oﬀ-chain
or on-chain is generally a compromise between how much gas we are willing to consume
and whether or not the data needs to take advantage of the blockchain’s immutability.
We chose to send messages oﬀ-chain because sending long and many messages
will result in heavy gas consumption and longer execution times (due to the delay of
validation of blocks). However, we decided to distribute the encrypted shares and the
commitments on-chain. We leverage its immutability property and the presence of a
consensus to guarantee their integrity. Indeed, when users retrieve the corresponding
event, they can be sure they get the correct data. If this distribution was performed oﬀchain, an adversary could send the wrong data to a particular user (e.g. by performing
a man-in-the-middle attack).

Anonymity issues. While being more practical, oﬀ-chain communications bring
additional problems of anonymity.
Indeed, our initial goal is to enable the users to send messages anonymously by using
a group signature scheme to sign their messages. This provides source authenticity
without revealing the identity of the users. The DOGS was designed to this end with
the particularity that the Opener should be distributed.

Therefore, to protect the anonymity of the users in oﬀ-chain communications, users
should be receiving messages from anonymous addresses and only determine whether
an authenticated user sent it with a correct group signature. Furthermore, they should
not distinguish between two messages written by two diﬀerent authenticated users, i.e.
they cannot identify the source of a message.
Unfortunately, neither feature is respected. Indeed, we use Python sockets to connect users so they can send their messages. Consequently, each user is associated
with an IP address. A user can diﬀerentiate the origins of two messages. One way
to solve that issue is to use a broadcast channel instead. However, users leverage a
symmetric encryption scheme with a symmetric key computed from their keys and the
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receiver’s keys to protect the communications. As such, encrypted communications
can be uniquely associated with a user, even though the data was broadcast.
This problem of anonymity is further explored in BAT ´Key’s design and T OAD’s

implementation.

Synchrony issues
While the blockchain provides partial synchrony, it comes with inherent limitations.
Asynchronous transactions. When sending a transaction, especially subsequently
to a call to a smart contract function, this transaction must first be included in a
block before being processed. Indeed, it is only after the transaction has been included
that the data in the smart contract can be updated. However, the time needed for
that inclusion depends on various factors related to the nature of the underlying P2P
network, the time before consensus, the verification time of the transactions. When
using a private blockchain, some of these factors can be fastened, including the time
before consensus. If we use a public, Proof-of-Work-based blockchain like the Ethereum
mainnet, we need to wait for the miners to include our transaction in a block. Miners
will handle transactions faster if the fees associated are higher. However, this suggests
that a faster DOGS protocol is also more expensive.
Forking issues. This issue happens when diﬀerent blocks are added to the blockchain
at the same time. This creates multiple valid states of the blockchain, and transactions
can be located in whichever one. It is called a fork. A fork happens naturally and
usually do not last very long. At one point, one chain of blocks will grow faster than
the others, and this longest chain will be considered as the reference for the valid
state of the blockchain. The wrong chains of blocks and transactions they contain are
discarded.
This is a big problem in our case. Indeed, if some transactions made during the
DOGS protocol are inserted in the wrong chain of blocks, then users can act as if
these transactions are valid, only to find them reverted once the correct chain has been
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chosen.
Fortunately, to deal with this issue, the ETHDKG protocol introduces some rules to
recover some synchronicity. ETHDKG is broken down into phases that are of limited
duration (in block number). Users know in advance the duration of each phase and
act accordingly. As such, when users interact with the smart contract, they make the
corresponding transactions then wait for the end of the current phase. They process
the results of the transactions only after waiting. This is called consensus stabilization
and is done to prevent the issue of forking.
While DOGS inherits from ETHDKG, some parts of the implementation are not

currently resilient against forking. For example, there is no ‘phase’ during the opening
process. It could be implemented but would require more coordination between the
users.

A.2

Implementation of T OAD

We worked on the implementation of T OAD from November 2020 to March 2021. As

explained in Chapter 5, the protocol proposes a ThreshOld encryption scheme that
supports a distributed Anonymous-yet-traceable Decryption service. The goal of the
protocol is to spread the decryption functionality among a set of decryption servers.
Moreover, it aims at protecting the anonymity of the decryption servers to prevent
coercion and limit targeted attacks. In addition, the protocol ensures that these servers
remain accountable for their action by implementing a traceability mechanism based
on a group signature scheme. Similarly to the previous section, we simplified the
system model, compared to what was presented in Chapter 7, so as to determine the
practicality of this building block.

A.2.1

Scenario

The application allows a group of users to generate a private and public keypair. These
keys are distributed over the group members and can be retrieved with the collaboration
of at least t ` 1 of them. The value t is a fixed threshold between 1 and the number of
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members in the group.
Thereafter, any user can encrypt a file using the public key of the group. Then, for
decryption to happen, the group members must put their shares of the corresponding
secret key in common. At least t`1 members are required to decrypt the file. Once this
number is reached, any user can access the plaintext of the encrypted file. These functionalities are provided through a contract deployed on the Ethereum testnest, called
TOAD and detailed below. Finally, the client web application (shown in Figure A.9)
enables the users to obliviously manage the interactions with these contracts.

Figure A.9: Screenshot of T OAD’s client web application

Deployment. We assume that a blockchain is already up and deployed. This is done
in practice via the launch.sh script. The script performs the following actions:
• activate a Python virtual environment;
• run a ganache-cli with deterministic keys and IDs for 20 accounts;
• compile and deploy the TOAD contract;
• launche the script event_retrieve.py to capture the blockchain events;
• run the web application that enables users to encrypt/decrypt files.
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Registration and subsequent actions. The users register via a web application
by giving their username and public/private blockchain keypair. Once registered, they
can perform the following actions:
• create a group: this action generates the creation of the group of N decryption servers, enumerated with 0 § i § N , and their corresponding new encryption/decryption keypair gek{tgski ui via a blockchain-based DKG protocol.

• encrypt a file: a user can upload a file via the web portal and encrypt it with the
newly generated encryption key gek (public output of the DKG). Once encrypted,
the ciphertext is sent onto the IPFS for storage.
• send a share: when a decryption server wants to participate in the decryption,
it can send its share of the encryption key (the one used to encrypt the file) by
clicking the corresponding button.
• decrypt a file: once enough key shares have been sent, the pool of shares is combined to obtain the decryption key. Then, the users can individually download
and decipher the ciphertext.

A.2.2

Implementation choices

Similarly to DOGS, the implementation of T OAD requires to distinguish between the

client program and the web interface regrouped as a client application and the smart
contract that supports the connection to the local blockchain.
The client application
The client application is divided into two parts: the client program that ensures the
cryptographic operations, manages interactions with other peers and the IPFS server,
triggers the calls to the smart contract; and the web interface that enables oblivious
access to the client program’s functionalities.
The client program is implemented in Python version 3.7. T OAD’s implemen-

tation leverages AES-128 with CCM mode (Counter with Cipher block chaining
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Message authentication code), the optimized BN128 elliptic curve, the SHA256 hash
function (Python libraries: Crypto and py_ecc).
The web application is supported by Flask, a web development open-source framework written in Python, and leverages the werkzeug web application library. This
library manages the communications between a web server and the web apps and creates page html templates via the Web Server Gateway Interface (WSGI). In addition,
the web app initializes a sqlite3 database that enables the users’ registration. Users
that are not registered cannot participate in the T OAD’s protocol.
The smart contract
There is only one smart contract called
textsfTOAD. It contains eight functions:
• group_creation: this function retrieves the data sent by the client program and
pushes them onto the blockchain (as a storage variable stored in the contract and
persistent over time). In addition, it emits the Group Creation event.
• publish_tpk: This function forwards the temporary public keys given by the
client program to other users via the emission of the Public Key event. No data
are published; they are broadcast oﬀ-chain along with the event.
• encrypt_shares: This function ensures the fowarding of the encrypted shares of
user i’s secret si via the sending of fi ptpkj q where fi is i’s secret polynomial and
tpkj j’s temporary public key (received previously). The data is also broadcast
under the form of an event.
• publish_group_key: This function concludes the initialization of the group by
publishing onto the blockchain the resulting group public key gpk. The data is
pushed onto the ledger (also as a storage variable).
• send_file: This function informs; via the emission of an event, other users that
an encrypted file has been shared and accessible via the IPFS.
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• send_share: This function triggers the broadcast of partial decryption data related to the previously mentioned encrypted file via the emission of an event.
The full project is available on Github †link°. It also starts from a fork of ETHDKG

and improves the initial construction of a blockchain-based DKG protocol with new

cryptographic functionalities and security properties with small gas cost and complexity
overheads (see Sub-section A.2.4).

A.2.3

Application to the generation of the group’s keypair

The generation of the private and public keypair for the selected group is done using the
ETHDKG protocol. The protocol goes as presented in the previous section. Once the
execution is finished, every group member has a part, also called share, of the keypair,
denoted pgpki , gski q. The resulting group keys denoted gek for ‘group encryption key’,
and gdk for ‘group decryption key’ are computed as:
gdk “

ÿ

Pi PR

gek “

gski ¨

π

π
k‰i

∞

gpki

Pi PR

k
k´i

k
k‰i k´i

with R still a subset of Q with t ` 1 honest group members. In practice, gdk is never
reconstructed.

In the following, we describe the implementation of the threshold cryptosystem.
The cryptographic operations are handled by the client application and can be found
in the crypto_utils.py Python program.
Let m be the file to encrypt, G be the same group as in ETHDKG (from which the
keypairs are extracted) and h a generator of this group.
Encryption. The protocol for the encryption of m works as follows:
1. The client chooses a random integer r0
2. It computes kpoint “ hr0

206

Implementations of DOGS and T OAD

3. The symmetric key is derived as:
k0 “ HKDFpkpoint , key length = 32 bytesq
The function HKDF is a key derivation function based on Hash-based Message
Authentication Codes (HMAC) implemented in Python. It extracts a pseudorandom key using a HMAC hash function on the salt kpoint and the weak input
key (the empty string ‘’ converted in bytes).
4. Once the key is generated, the client encrypts its message m with AES [218] as:
pc, nq “ AESpk0 , mq
where c is the ciphertext and n a nonce. The ciphertext is sent to the IPFS for
public storage.
5. Then, the client selects another random integer r1 and computes:
c 1 “ h r1
and
c2 “ kpoint ˆ gpk r1
The values c1 and c2 are known as the two outputs of an ElGamal cryptosystem [154]. They are finally stored in the blockchain by calling the send_msg
function of the TOAD smart contract.
Distributed decryption. The decryption of the ciphertext will occur if and only if
t ` 1 decryption servers collaborate.
i
1. We consider that t ` 1 decryption servers send their cgsk
share along with a proof
1

of validity by calling the send_share function in
textsfTOAD contract.
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2. Upon reception of these shares, any user can retrieve kpoint by computing:
±

c2

±

gski
q
Pi PR pc1

k
k‰i k´i

3. Then, to actually decrypt the ciphertext, the client computes:
HKDFpkpoint , key length = 32 bytesq
and obtains k0 . Finally, it downloads the ciphertext from the IPFS and applies
AES with k0 to obtain the original plaintext.

A.2.4

Evaluation and Discussion

The following subsection is a discussion of T OAD’s implementation performances. It

illustrates the small gas cost and complexity overheads generated by the addition of
the blockchain-based anonymous threshold decryption service compared to the initial
ETHDKG protocol.
The metrics. Similarly to DOGS, T OAD’s implementation is evaluated over two
metrics: the time of execution, and the gas consumption.To evaluate these metrics, we
use wrappers and decorators to fill a csv file. Then we post-process the results via a
python script and the matplotlib library to generate the graphs. Raw data are shown
in Figure A.10.
Experiments. We show the results of the execution of T OAD’s implementation
considering n “ 2, 4, 6, 8 and 10 group members. The threshold is always set to
t “ n{2. We do not consider the network aspect of P2P communications.
Analysis of the gas consumption
Gas consumed per protocol phase. Figure A.12 illustrates the evolution of the
gas consumption per smart contract’s function w.r.t. the number of users. There are
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Figure A.10: Excerpt of the raw data file for the gas consumption of T OAD’s implementation with 10 group members

six identifiable functions which are listed below along with their mapping to the smart
contract’s functions described above:
• group creation — group_creation
• publish tpk — publish_tpk
• encrypt shares — encrypt_shares
• publish group key — publish_group_key
• file encryption — send_file
• file decryption — send_share
We observe two things. Firstly, the cost of the group creation function prevails over
the others. This phenomenon is due to the publication of data onto the blockchain.
Indeed, the method push called inside the group_creation function stores the registration data directly inside the contract. More specifically, the data pushed are the
encrypted_accounts of the selected group members. Secondly, we can also assert that
the gas consumption related to group creation evolves linearly in the number of group
members. This statement is corroborated by Figure A.13 and corresponding analysis.
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Figure A.11: Evolution of the gas consumption per smart contract’s function w.r.t. the
number of group members

Cumulative Gas Consumption. On Figure A.12, we illustrate the cumulative gas
consumption over one execution of the T OAD protocol. The background illustrates

the several phases associated with each smart contract’s function, and the black line
represents the evolution of the gas consumption w.r.t. the block number. The graph
reveals three things. Firstly, we note that three phases are repeated. They correspond
to the publish_tpk, encrypt_shares, and publish_gpk functions. This is explained
by the fact that after each encryption, the shares of the same group public key are
regenerated to prevent data collection and lead to the reconstruction of one group’s
secret polynomial (via Lagrange Interpolation). Secondly, we observe that the biggest
variation occurs during the group creation phase and that the second biggest deviation
happens during the publish group key phase, which both confirm the previous observations. Fortunately, the group creation phase is performed only once as a setup phase.
Finally, the gas consumption is likely to grow indefinitely since the publish_group_key
function is called periodically after each encryption and requires the publication of the
new gpk key.
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Figure A.12: Evolution of the gas consumption for N “ 10 group members

Correlation between gas consumption and size of transiting data. Figure A.13
illustrates the correlation between the gas it costs to execute a smart contract function
and the amount of data that function handles. We can observe that the group creation
function inherited from ETHDKG is the most expensive function. Comparatively, all
new functions that were added to build T OAD, i.e. from the function that ensures
the publication of the temporary public keys for user anonymity (publish_tpk) to the

encryption and decryption functions, have little impact on the gas consumption or the
amount of data generated. We make an exception for the encrypt shares function. We
recall that it is used by user i to distribute the shares siÑj “ fi ptpkj q of its secret si

in a confidential way. As such, the function handles a lot of data, but none is written
inside the contract. This subtlety explains why, unlike the group creation one, the
encrypt shares function does not cost a lot of gas.
Analysis of the execution time
Block production rate over time. In Ganache, the transactions are mined instantly and each transaction triggers the creation of a new block. In Figure A.14, we
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Figure A.13: Illustrating the correlation between the gas consumption of a smart contract
function and the amount of data it handles.

show the block production rate over time and correlate it to the protocol phases and
smart contract’s functions. We observe three bursts in the production rate. The first
one occurs only once at the beginning: it corresponds to the deployment of the TOAD
smart contract and related migrations. Then, there are two similar outbreaks: it coincides with the execution of the three functions publish_tpk, encrypt_shares and
publish_group_key. This is explained as follows. Upon execution of the group creation function (red dot numbered 4), the protocol automatically triggers the sharing of
the temporary identifiers tpki , then of the encrypted shares siÑj “ fi ptpkj q, and finally
the publication of the resulting group public key gpk. When this group key gpk is used
to encrypt a file, the protocol automatically starts generating a new group public key
with the same group members. The temporary public keys tpkj and related shares are
used only once to preserve the anonymity of the group members participating in two
subsequent decryption processes.
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Figure A.14: Evolution of the production rate over time for N “ 10 group members

Amount of data transiting in the contract over time and bandwidth occupation. We illustrate once again the correlation between the block production rate
and the amount of data transiting in the smart contract with Figure A.15. The figure
shows the cumulative amount of data shared through the contract for the N “ 10

users (black line) and the corresponding bandwidth occupation over time (blue area).
It reveals that the most costly operation in terms of communications comes from the
encrypt shares function. Indeed, the function enables the sending of
t ˆ N “ pN {2 ` 1q ˆ N “ 60 for N “ 10
shares encrypted with AES. The cross-comparison between Figures A.13 and A.15 confirms that each user sending 3,500 bytes of data during the encrypt_shares function
amounts to approximately 35 kilobytes in total for the same phase.
From both Figures A.14 and A.15, we see that:
• The group public key is available in about 10 seconds (group creation at 21 and
publication of the first gpk at 32 seconds for the first, and respectively 46 and 56
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Figure A.15: Evolution of the amount of data transiting through the contract over time
for N “ 10 group members

for the second generation).
• Decryption occurs in 57-58 seconds and generates 15 Kb of data.
• Most of the data (around 92%) is shared in 9 seconds (from 6 to 7) and is about
31 kilobytes (approximately the size of a small text file).
• The execution of the protocol, from the group creation to the decryption of one
file, takes about 100 seconds (1 min and 40 seconds) and 93 kilobytes.

A.2.5

Future Work

The current implementation of T OAD could be improved in the two following ways.
Adversaries
As explained above, the users are supposed to be honest. The implementation preserves
the anonymity of these honest users w.r.t. an external eavesdropper that may want
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to infer the identity of the decryption servers. The implementation of T OAD would
benefit from the development of stronger adversaries. Firstly, it could be interesting to

analyze the same metrics of gas consumption and time of execution when considering
the same adversaries as the ones programmed in DOGS’s implementation. Then,

it could be interesting to design more specific adversary profiles that would target
the encryption/decryption functionalities of the implementation to reveal information
about the decryption servers.
Optimization
We envision two main axes for optimizing the implementation: 1 speeding up the
decryption process; and 2 reducing the communication cost of the encrypt_shares
function.
1 Speed of decryption. An easy modification to speed up the decryption of a file
would be to swap the (9) decryption function with the (5-7) functions. However, this
would bring the problem that the same decryption servers cannot be solicited twice in
a row as the switch would incur additional delays before publication a new gpk.
2 Reduction of communication costs The most expensive phase is the sharing
of user i’s shares of its secret si . We could explore data aggregation techniques [219]
to compress the broadcast messages (the fi ptpkj q) without loss of information.

“I was taught that the way of progress was neither swift nor
easy.”
— Marie Curie
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